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1 Chapter: Introduction

This switch provides a broad range of features for Layer 2 switching. It includes a
management agent that allows you to configure the features listed in this manual.
The default configuration can be used for most of the features provided by this
switch. However, there are many options that you should configure to maximize
the switch’s performance for your particular network environment.

Key Features

Table 1-1. Key Features

Feature Description

Configuration Backup | Backup to TFTP server

ang Restore

Authentication Console, Telnet, web — User name ( password, RADIUS, TACACS+

Web - HTTPS; Telnat - 55H
SNMP — Community strings, IP address filtering
Port - IEEE 802.1x, MAC address filiering

Access Control Lists Supports up 0 88 P or MAC ACLs

DHCP Client Supported

Port Configuration Speed, duplex mode and flow control

Rate Limiting nput and output rate limiting per port

Port Mirraring One port mirrored 10 a single analysis port

Fort Trunking Supports up to 4 frunks using either static or dynamic trunking (LACP)
Broadcast Storm Supported

Control

Static Address Up to 8K MAC addresses in the forwarding table

IEEE 502.10 Bridge Supports dynamic data switching and addresses learning

Store-and-Forward Supported to ensure wire-speed switching while eliminating bad frames
Switching

Spanning Tree Protocol | Suppons standard STP and Rapid Spanning Tree Protocol (RETF)

irtual LANS Up to 255 using |EEE 802101, port-based, or private VLAMS

Traffic Pricrtization Diefault port priorty, traffic class map, queue scheduling, IP Precedence, or
Differentiated Services Code Point (DSCP)

Multicast Filtering Supports IGMP snooping and query
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Description of Software Features

The switch provides a wide range of advanced performance enhancing features.
Flow control eliminates the loss of packets due to bottlenecks caused by port
saturation. Broadcast storm suppression prevents broadcast traffic storms from
engulfing the network. Port-based and protocol-based VLANS, plus support for
automatic GVRP VLAN registration provide traffic security and efficient use of
network bandwidth. CoS priority queueing ensures the minimum delay for moving
real-time multimedia data across the network. While multicast filtering provides
support for real-time network applications. Some of the management features are
briefly described below.

Configuration Backup and Restore — You can save the current configuration
settings to a file on a TFTP server, and later download this file to restore the
switch configuration settings.

Authentication — This switch authenticates management access via the console
port, Telnet or web browser. User names and passwords can be configured
locally or can be verified via a remote authentication server (i.e., RADIUS or
TACACS+). Port-based authentication is also supported via the IEEE 802.1x
protocol. This protocol uses the Extensible Authentication Protocol over LANS
(EAPOL) to request user credentials from the 802.1x client, and then verifies the
client’s right to access the network via an authentication server.

Other authentication options include HTTPS for secure management access via
the web, SSH for secure management access over a Telnet-equivalent
connection, IP address filtering for SNMP/web/Telnet management access, and
MAC address filtering for port access.

Access Control Lists — ACLs provide packet filtering for IP frames (based on
address, protocol, TCP/UDP port number or TCP control code) or any frames
(based on MAC address or Ethernet type). ACLs can be used to improve
performance by blocking unnecessary network traffic or to implement security
controls by restricting access to specific network resources or protocols.

Port Configuration — You can manually configure the speed, duplex mode, and

flow control used on specific ports, or use auto-negotiation to detect the
connection settings used by the attached device. Use the full-duplex mode on
ports whenever possible to double the throughput of switch connections. Flow
control should also be enabled to control network traffic during periods of
congestion and prevent the loss of packets when port buffer thresholds are
exceeded. The switch supports flow control based on the IEEE 802.3x standard.

Rate Limiting — This feature controls the maximum rate for traffic transmitted or
received on an interface. Rate limiting is configured on interfaces at the edge of a
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network to limit traffic into or out of the network. Traffic that falls within the rate
limit is transmitted, while packets that exceed the acceptable amount of traffic are
dropped.

Port Mirroring — The switch can unobtrusively mirror traffic from any port to a
monitor port. You can then attach a protocol analyzer or RMON probe to this port
to perform traffic analysis and verify connection integrity.

Port Trunking — Ports can be combined into an aggregate connection. Trunks
can be manually set up or dynamically configured using IEEE 802.3ad Link
Aggregation Control Protocol (LACP). The additional ports dramatically increase
the throughput across any connection, and provide redundancy by taking over the
load if a port in the trunk should fail. The switch supports up to 4 trunks.

Broadcast Storm Control — Broadcast suppression prevents broadcast traffic
from overwhelming the network. When enabled on a port, the level of broadcast
traffic passing through the port is restricted. If broadcast traffic rises above a
pre-defined threshold, it will be throttled until the level falls back beneath the
threshold.

Static Addresses — A static address can be assigned to a specific interface on
this switch. Static addresses are bound to the assigned interface and will not be
moved. When a static address is seen on another interface, the address will be
ignored and will not be written to the address table. Static addresses can be used
to provide network security by restricting access for a known host to a specific
port.

IEEE 802.1D Bridge — The switch supports IEEE 802.1D transparent bridging.
The address table facilitates data switching by learning addresses, and then
filtering or forwarding traffic based on this information. The address table supports
up to 8K addresses.

Store-and-Forward Switching — The switch copies each frame into its memory
before forwarding them to another port. This ensures that all frames are a
standard Ethernet size and have been verified for accuracy with the cyclic
redundancy check (CRC). This prevents bad frames from entering the network
and wasting bandwidth.

To avoid dropping frames on congested ports, the switch provides 8 MB for frame
buffering. This buffer can queue packets awaiting transmission on congested
networks.

Spanning Tree Protocol — The switch supports these spanning tree protocols:
Spanning Tree Protocol (STP, IEEE 802.1D) — This protocol adds a level of fault
tolerance by allowing two or more redundant connections to be created between a
pair of LAN segments. When there are multiple physical paths between segments,
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this protocol will choose a single path and disable all others to ensure that only
one route exists between any two stations on the network. This prevents the
creation of network loops. However, if the chosen path should fail for any reason,
an alternate path will be activated to maintain the connection.

Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w) — This protocol reduces the
convergence time for network topology changes to about 10% of that required by
the older IEEE 802.1D STP standard. It is intended as a complete replacement for
STP, but can still interoperate with switches running the older standard by
automatically reconfiguring ports to STP-compliant mode if they detect STP
protocol messages from attached devices.

Virtual LANs — The switch supports up to 255 VLANs. A Virtual LAN is a
collection of network nodes that share the same collision domain regardless of
their physical location or connection point in the network. The switch supports
tagged VLANs based on the IEEE 802.1Q standard. Members of VLAN groups
can be dynamically learned via GVRP, or ports can be manually assigned to a
specific set of VLANS.

This allows the switch to restrict traffic to the VLAN groups to which a user has
been assigned. By segmenting your network into VLANS, you can:

* Eliminate broadcast storms which severely degrade performance in a flat
network.

» Simplify network management for node changes/moves by remotely configuring
VLAN membership for any port, rather than having to manually change the
network connection.

* Provide data security by restricting all traffic to the originating VLAN.

» Use private VLANS to restrict traffic to pass only between data ports and the
uplink ports, thereby isolating adjacent ports within the same VLAN, and allowing
you to limit the total number of VLANSs that need to be configured.

Traffic Prioritization — This switch prioritizes each packet based on the required
level of service, using four priority queues with strict or Weighted Round Robin
Queuing. It uses IEEE 802.1p and 802.1Q tags to prioritize incoming traffic based
on input from the end-station application. These functions can be used to provide
independent priorities for delay-sensitive data and best-effort data.

This switch also supports several common methods of prioritizing layer 3/4 traffic
to meet application requirements. Traffic can be prioritized based on the priority
bits in the IP frame’s Type of Service (ToS) octet. When these services are
enabled, the priorities are mapped to a Class of Service value by the switch, and
the traffic then sent to the corresponding output queue.

Multicast Filtering — Specific multicast traffic can be assigned to its own VLAN to
ensure that it does not interfere with normal network traffic and to guarantee
real-time delivery by setting the required priority level for the designated VLAN.
The switch uses IGMP Snooping and Query to manage multicast group
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registration.

System Defaults

The switch’'s system defaults are provided in the configuration file
“Factory_Default_Config.cfg.” To reset the switch defaults, this file should be set
as the startup configuration file (page 3-21).

The following table lists some of the basic system defaults.
Table 1-2. System Defaults

Function Parameter Default
Console Port Baud Rate 9600
Connection

Cata bits 8

Stop bits 1

Farity none

Local Console Timeout 0 [disabled)

Authentication

Privileged Exec Lavel

[Jzername “admin”
assword “admin”

Mormal Exec Level

Uzername “guest’
assword “guest”

Enable Privileged Exac from Normal
Ezec Level

Paszword “super’

RADIUS Authentication Disabled
TACACS Authentication Disabled
802 1x Port Authentication Disabled
HTTPS Enabled
S5H Disabled
Port Security Disabled
P Filtzring Disabled
Web Management HTTP Server Enablzd
HTTP Port Number a0
HTTP Secure Server Enabled
HTTP Secure Port Number 443

SHNMP

Community Strings

“pulblic” (read only)
“private” {readfwrite)

Traps

Authentication traps: enabled
Link-up-down events: enabled
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Table 1-2. System Defaults (Continued)

Function Parameter Default

Port Configuration Admin Status Enabled
Auto-negotiation Enabled
Flow Control Disabled

Port Capability

100BASE-TX -

10 Mbps half duplex

10 Mbps full duplex

100 Mbps half duplex

100 Mbps full duplex
Full-duplex flow control disabled
Symmetric flow control disabled

Module Port Capability

1000BASE-TISK/ILXLH -

1000 Mbps full duplex
Full-duplex flow control disabled
Symmetric flow control disabled
100BASE -FX -

100 Mbps full duplex

Full duplex flow control disabled
Symmetric flow control disabled

Ratg Limiting hput and output imits Disabled
Port Trunking Static Trunks Mone
LACP (all ports) Disabled

Broadcast Storm
Protection

Status

Disabled (all ports)

Broadcast Limit Rate

32,000 octets per szcond

Spanning Tree
Protocol

Staus

Enablad
(Defaults: All valuses based on IEEE 802.1w)

Fast Forwarding (Ecge Port)

Disabled

Address Table Aging Time 300 seconds
Yirtual LANS Default VLAM 1
BVID 1
Acceptable Frame Type All
ngress Filtering Disabled

Switchport Mode (Egress Mode)

Hybrid: tagged/untagged frames

GVRP (global)

Disabled

GVRP (portinterface)

Disabled
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Table 1-2. System Defaults (Continued)

Function Parameter Default
Traffic Priontization ngress Port Priority 0
Weighted Round Robin Queue: 0123
Weight: 1246
F Precedence Priority Disabled
P DSCP Priority Disabled
IP Setfings P Address 0.0.00
Subnet Mas 255.0.00
Default Gateway 0.00.0
OHCF Client: Enablad
BOOTP Disabled
Multicast Filtering IGMP Snooping Snooping: Enabled
Cluerier: Enabled
System Log Status Enablzd
Messages Logged Levels 0-7 (all)
Messages Logged o Flash Levels 0-6
SNTP Clock Synchronization Disabled
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Table 1-2. System Defaults

Function

Parameter

Default

Traffic Prioritization

ngress Fort Priority

o

Welghtad Round Robin

Class (0 1

Class 1: 2

|E|f__m£ ul
B

IP Precadence Priority

Disabled

IP DSCP Priority

Disabled

P Settings

IP Address

0.0.0.0

Subnet Mask

255.0.00

Default Gateway

0.0.0.0

DHCP

Client: Disabled

BOOTP

Disabled

Multicast Filtering

GMP Snooping

snoocping: Enabled
Quener: Enabled

system Log

status

Enabled

Messages Logged

Levels 0-7 (all)

Messages Logged o Flash

Levels 0-6

SNTP

Clock Synchronization

Disabled
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2 Chapter: Initial Configuration

Connecting to the Switch

Configuration Options

The switch includes a built-in network management agent. The agent offers a
variety of management options, including SNMP, RMON and a Web-based
interface. A PC may also be connected directly to the switch for configuration and
monitoring via a command line interface (CLI).

Note: The IP address for this switch is unassigned by default. To change this
address, see “Setting an IP Address” on page 2-4.

The switch’s HTTP Web agent allows you to configure switch parameters, monitor
port connections, and display statistics using a standard Web browser such as
Netscape Navigator version 6.2 and higher or Microsoft IE version 5.0 and higher.
The switch’s Web management interface can be accessed from any computer
attached to the network.

The CLI program can be accessed by a direct connection to the RS-232 serial
console port on the switch, or remotely by a Telnet connection over the network.

The switch’s management agent also supports SNMP (Simple Network
Management Protocol). This SNMP agent permits the switch to be managed from
any system in the network using network management software such as HP
OpenView.

The switch’s Web interface, CLI configuration program, and SNMP agent allow
you to perform the following management functions:

» Set user names and passwords for up to 16 users

» Set an IP interface for a management VLAN

» Configure SNMP parameters

» Enable/disable any port

* Set the speed/duplex mode for any port

 Configure the bandwidth of any port by limiting input or output rates

» Configure port access through IEEE 802.1x security or static address filtering
* Filter packets using Access Control Lists(ACLS)

* Configure up to 255 IEEE 802.1Q VLANSs

» Enable GVRP automatic VLAN registration
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» Configure IGMP multicast filtering

» Upload and download system firmware via TFTP

* Upload and download switch configuration files via TFTP
 Configure Spanning Tree parameters

* Configure Class of Service (CoS) priority queuing
 Configure up to 4 static or LACP trunks

» Enable port mirroring

* Set broadcast storm control on any port

* Display system information and statistics

Required Connections

The switch provides an RS-232 serial port that enables a connection to a PC or
terminal for monitoring and configuring the switch. A null-modem console cable is
provided with the switch.

Attach a VT100-compatible terminal, or a PC running a terminal emulation
program to the switch. You can use the console cable provided with this package,
or use a null-modem cable that complies with the wiring assignments shown in the
Installation Guide.

To connect a terminal to the console port, complete the following steps:

1. Connect the console cable to the serial port on a terminal, or a PC running
terminal emulation software, and tighten the captive retaining screws on the DB-9
connector.

2. Connect the other end of the cable to the RS-232 serial port on the switch.

3. Make sure the terminal emulation software is set as follows:

* Select the appropriate serial port (COM port 1 or COM port 2).

* Set the baud rate to 9600bps.

* Set the data format to 8 data bits, 1 stop bit, and no parity.

* Set flow control to none.

* Set the emulation mode to VT100.

* When using HyperTerminal, select Terminal keys, not Windows keys.

Notes: 1. When using HyperTerminal with Microsoft® Windows® 2000, make
sure that you have Windows 2000 Service Pack 2 or later installed. Windows
2000 Service Pack 2 fixes the problem of arrow keys not functioning in
HyperTerminal's VT100 emulation. See www.microsoft.com for information on
Windows 2000 service packs.

2. Refer to “Line Commands” on page 4-10 for a complete description of console
configuration options.

3. Once you have set up the terminal correctly, the console login screen will be
displayed.

For a description of how to use the CLI, see “Using the Command Line Interface”
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on page 4-1. For a list of all the CLI commands and detailed information on using
the CLI, refer to “Command Groups” on page 4-9.

Remote Connections

Prior to accessing the switch’s onboard agent via a network connection, you must
first configure it with a valid IP address, subnet mask, and default gateway using a
console connection, DHCP or BOOTP protocol.

The IP address for this switch is unassigned by default. To manually configure this
address or enable dynamic address assignment via DHCP or BOOTP, see
“Setting an IP Address” on page 2-4.

Note: This switch supports four concurrent Telnet sessions.

After configuring the switch’'s IP parameters, you can access the onboard
configuration program from anywhere within the attached network. The onboard
configuration program can be accessed using Telnet from any computer attached
to the network. The switch can also be managed by any computer using a web
browser (Internet Explorer 5.0 or above, or Netscape Navigator 6.2 or above), or
from a network computer using SNMP network management software.

Note: The onboard program only provides access to basic configuration functions.
To access the full range of SNMP management functions, you must use
SNMP-based network management software.

Basic Configuration

Console Connection

The CLI program provides two different command levels — normal access level
(Normal Exec) and privileged access level (Privileged Exec). The commands
available at the Normal Exec level are a limited subset of those available at the
Privileged Exec level and allow you to only display information and use basic
utilities. To fully configure the switch parameters, you must access the CLI at the
Privileged Exec level.

Access to both CLI levels are controlled by user names and passwords. The
switch has a default user name and password for each level. To log into the CLI at
the Privileged Exec level using the default user name and password, perform
these steps:

1. To initiate your console connection, press <Enter>. The “User Access
Verification” procedure starts.
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2. At the Username prompt, enter “admin.”

3. At the Password prompt, also enter “admin.” (The password characters are not
displayed on the console screen.)

4. The session is opened and the CLI displays the “Console#” prompt indicating
you have access at the Privileged Exec level.

Setting Passwords

Note: If this is your first time to log into the CLI program, you should define new
passwords for both default user names using the “username” command, record
them and put them in a safe place.

Passwords can consist of up to 8 alphanumeric characters and are case
sensitive.

To prevent unauthorized access to the switch, set the passwords as follows:

1. Open the console interface with the default user name and password “admin” to
access the Privileged Exec level.

2. Type “configure” and press <Enter>.

3. Type “username guest password O password,” for the Normal Exec level,
where password is your new password. Press <Enter>.

4. Type “username admin password 0 password,” for the Privileged Exec level,
where password is your new password. Press <Enter>.

Note: ‘O’ specifies the password in plain text, ‘7’ specifies the password in
encrypted form.

Username: admin
Password:

CLI sezsicn with the Stackable Intelligent Ewitch is cpened.
To end the CLI sezssicn, enter [Exit].

Consolegconfigure
Console {config) #username guest password 0 [pasaword]
Console {config)#username admin password 0 [pasaword]
Console{config)#

Setting an IP Address

You must establish IP address information for the switch to obtain management
access through the network. This can be done in either of the following ways:

Manual — You have to input the information, including IP address and subnet
mask. If your management station is not in the same IP subnet as the switch, you
will also need to specify the default gateway router.

Dynamic — The switch sends IP configuration requests to BOOTP or DHCP
address allocation servers on the network.



Manual Configuration

You can manually assign an IP address to the switch. You may also need to
specify a default gateway that resides between this device and management
stations that exist on another network segment. Valid IP addresses consist of four
decimal numbers, 0 to 255, separated by periods. Anything outside this format will
not be accepted by the CLI program.

Note: The IP address for this switch is unassigned by default.
Before you can assign an IP address to the switch, you must obtain the following
information from your network administrator:

* |P address for the switch
* Default gateway for the network
* Network mask for this network

To assign an IP address to the switch, complete the following steps:

1. From the Privileged Exec level global configuration mode prompt, type
“interface vlan 1” to access the interface-configuration mode. Press <Enter>.

2. Type “ip address ip-address netmask,” where “ip-address” is the switch IP
address and “netmask” is the network mask for the network. Press <Enter>.

3. Type “exit” to return to the global configuration mode prompt. Press <Enter>.
4. To set the IP address of the default gateway for the network to which the switch
belongs, type “ip default-gateway gateway,” where “gateway” is the IP address of
the default gateway. Press <Enter>.

Consoleiconfig)#interface vlan 1

Consoledconfig-i1fi#ip address 192.1£8.1.5 255 255 250
Console{config-if)#axit

Consoleiconfig)#ip default-gateway 122.168.1.254
Consoleiconfig)#

Dynamic Configuration

If you select the “bootp” or “dhcp” option, IP will be enabled but will not function
until a BOOTP or DHCP reply has been received. You therefore need to use the
“ip dhcp restart” command to start broadcasting service requests. Requests will
be sent periodically in an effort to obtain IP configuration information. (BOOTP
and DHCP values can include the IP address, subnet mask, and default
gateway.)

If the “bootp” or “dhcp” option is saved to the startup-config file (step 6), then the
switch will start broadcasting service requests as soon as it is powered on.

To automatically configure the switch by communicating with BOOTP or DHCP
address allocation servers on the network, complete the following steps:

1. From the Global Configuration mode prompt, type “interface vlan 1” to access
the interface-configuration mode. Press <Enter>.
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2. At the interface-configuration mode prompt, use one of the following
commands:

* To obtain IP settings via DHCP, type “ip address dhcp” and press <Enter>.

* To obtain IP settings via BOOTP, type “ip address bootp” and press <Enter>.

3. Type “end” to return to the Privileged Exec mode. Press <Enter>.

4. Type “ip dhcp restart” to begin broadcasting service requests. Press <Enter>.
5. Wait a few minutes, and then check the IP configuration settings by typing the
“show ip interface” command. Press <Enter>.

6. Then save your configuration changes by typing “copy running-config
startup-config.” Enter the startup file name and press <Enter>.

Console{configl#interface vlan 1
Console{config-if)4ip addressz dhop
Console{config-1f) #end
Console#ip dheop restart
Console#show ip interface
IP address and netmask: 192.168.1.54 255.255.255.0 on VLAN 1,
and address mode: User specified.
Consoled#copy running-config startup-config
Startup configuraticon file name []: startup
“Write to FLASH Programming.

“Write to FLASH finish.
Success.

Enabling SNMP Management Access

The switch can be configured to accept management commands from Simple
Network Management Protocol (SNMP) applications such as HP OpenView. You
can configure the switch to (1) respond to SNMP requests or (2) generate SNMP
traps.

When SNMP management stations send requests to the switch (either to return
information or to set a parameter), the switch provides the requested data or sets
the specified parameter. The switch can also be configured to send information to
SNMP managers (without being requested by the managers) through trap
messages, which inform the manager that certain events have occurred.
Community Strings

Community strings are used to control management access to SNMP stations, as
well as to authorize SNMP stations to receive trap messages from the switch. You
therefore need to assign community strings to specified users or user groups, and
set the access level.

The default strings are:
* public - with read-only access. Authorized management stations are only able
to retrieve MIB objects.
* private - with read-write access. Authorized management stations are able to



both retrieve and modify MIB objects.

Note: If you do not intend to utilize SNMP, we recommend that you delete both of
the default community strings. If there are no community strings, then SNMP
management access to the switch is disabled.

To prevent unauthorized access to the switch via SNMP, it is recommended that
you change the default community strings.

To configure a community string, complete the following steps:

1. From the Privileged Exec level global configuration mode prompt, type
“snmp-server community string mode,” where “string” is the community access
string and “mode” is rw (read/write) or ro (read only). Press <Enter>. (Note that
the default mode is read only.)

2. To remove an existing string, simply type “no snmp-server community string,”
where “string” is the community access string to remove. Press <Enter>.

Coﬁsulecconfig}#snmp—server community admin rw
Consola{config) fanmp-servaer community private
Console{config)#

Trap Receivers
You can also specify SNMP stations that are to receive traps from the switch.

To configure a trap receiver, complete the following steps:

1. From the Privileged Exec level global configuration mode prompt, type
“snmp-server host host-address community-string,” where “host-address” is the
IP address for the trap receiver and “community-string” is the string associated
with that host. Press <Enter>.

2. In order to configure the switch to send SNMP notifications, you must enter at
least one snmp-server enable traps command. Type “snmp-server enable traps
type,” where “type” is either authentication or link-up-down. Press <Enter>.

Consolea{config) #emmp-servaer enable traps link-up-down
Console{config)#

Saving Configuration Settings

Configuration commands only modify the running configuration file and are not
saved when the switch is rebooted. To save all your configuration changes in
nonvolatile storage, you must copy the running configuration file to the start-up
configuration file using the “copy” command.

To save the current configuration settings, enter the following command:

1. From the Privileged Exec mode prompt, type *“copy running-config
startup-config” and press <Enter>.

2. Enter the name of the start-up file. Press <Enter>.
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Consolegcopy running-config startup-config
Startup configuraticn file name []: startup
“WWrite to FLASH Programming.

“Write to FLASH finish.
Successz.

Consoles

Managing System Files

The switch’s flash memory supports three types of system files that can be
managed by the CLI program, Web interface, or SNMP. The switch’s file system
allows files to be uploaded and downloaded, copied, deleted, and set as a start-up
file.

The three types of files are:

» Configuration — This file stores system configuration information and is
created when configuration settings are saved. Saved configuration files can be
selected as a system start-up file or can be uploaded via TFTP to a server for
backup. A file named “Factory_Default_Config.cfg” contains all the system default
settings and cannot be deleted from the system. See “Saving or Restoring
Configuration Settings” on page 3-19 for more information.

* Operation Code — System software that is executed after boot-up, also known
as run-time code. This code runs the switch operations and provides the CLI and
Web management interfaces. See “Managing Firmware” on page 3-16 for more
information.

» Diagnostic Code — Software that is run during system boot-up, also known as
POST (Power On Self-Test).

Due to the size limit of the flash memory, the switch supports only two operation
code files. However, you can have as many diagnostic code files and
configuration files as available flash memory space allows.

In the system flash memory, one file of each type must be set as the start-up file.
During a system boot, the diagnostic and operation code files set as the start-up
file are run, and then the start-up configuration file is loaded.

Note that configuration files should be downloaded using a file name that reflects
the contents or usage of the file settings. If you download directly to the
running-config, the system will reboot, and the settings will have to be copied from
the running-config to a permanent file.
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3 Chapter : Configuring the Switch

Using the Web Interface

This switch provides an embedded HTTP Web agent. Using a Web browser you
can configure the switch and view statistics to monitor network activity. The Web
agent can be accessed by any computer on the network using a standard Web
browser (Internet Explorer 5.0 or above, or Netscape Navigator 6.2 or above).

Note: You can also use the Command Line Interface (CLI) to manage the switch
over a serial connection to the console port or via Telnet. For more information on
using the CLI, refer to Chapter 4: “Command Line Interface.”

Prior to accessing the switch from a Web browser, be sure you have first
performedthe following tasks:

1. Configure the switch with a valid IP address, subnet mask, and default gateway
using an out-of-band serial connection, BOOTP or DHCP protocol. (See “Setting
an IP Address” on page 2-4.)

2. Set user names and passwords using an out-of-band serial connection. Access
to the Web agent is controlled by the same user names and passwords as the
onboard configuration program. (See “Setting Passwords” on page 2-4.)

3. After you enter a user name and password, you will have access to the system
configuration program.

Notes: 1. You are allowed three attempts to enter the correct password; on the
third failed attempt the current connection is terminated.

2. If you log into the Web interface as guest (Normal Exec level), you can view the
configuration settings or change the guest password. If you log in as “admin”
(Privileged Exec level), you can change the settings on any page.

3. If the path between your management station and this switch does not pass
through any device that uses the Spanning Tree Algorithm, then you can set the
switch port attached to your management station to fast forwarding (i.e., enable
Admin Edge Port) to improve the switch’'s response time to management
commands issued through the web interface. See “Configuring Interface Settings”
on page 3-101
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Navigating the Web Browser Interface

To access the web-browser interface you must first enter a user name and
password. The administrator has Read/Write access to all configuration
parameters and statistics. The default user name and password for the
administrator is “admin.”

Home Page

When your web browser connects with the switch’s web agent, the home page is
displayed as shown below. The home page displays the Main Menu on the left
side of the screen and System Information on the right side. The Main Menu links
are used to navigate to other menus, and display configuration parameters and

statistics.
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Figure 3-1. Home Page



Configuration Options

Configurable parameters have a dialog box or a drop-down list. Once a
configuration change has been made on a page, be sure to click on the Apply
button to confirm the new setting. The following table summarizes the web page
configuration buttons.

Table 3-1. Configuration Options
Butlon Action.
Revert Cancels specified values and restores current values prior to pressing Apply.
Apply Sets specified values to the system.
Help Links direclly fo webhelp

Notes: 1. To ensure proper screen refresh, be sure that Internet Explorer 5.x is
configured as follows: Under the menu “Tools / Internet Options / General /
Temporary Internet Files / Settings,” the setting for item “Check for newer
versions of stored pages” should be “Every visit to the page.”

2. When using Internet Explorer 5.0, you may have to manually refresh the screen
after making configuration changes by pressing the browser’s refresh button.

Panel Display

The web agent displays an image of the switch’s ports. The Mode can be set to
display different information for the ports, including Active (i.e., up or down),
Duplex (i.e., half or full duplex, or Flow Control (i.e., with or without flow control).
Clicking on the image of a port opens the Port Configuration page as described on
page 3-66.

CEIT T XTI TTITT] ._.l ._J
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= Link I_Ip . Link Diown

Figure 3-2. Ports Panel Display
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Main Menu

Using the onboard web agent, you can define system parameters, manage and
control the switch, and all its ports, or monitor network conditions. The following
table briefly describes the selections available from this program.

Table 3-2. Main Menu

Menu Description Page
System 3-9
System Information Provides basic system description, including contact information 3-9
Switch Information Shows the number of ports, hardware/firmware version 3-10

numbers, and power status
Bridge Extension Shows the bridge extension parameters 312
IP Configuration Sets the IP address for management access 313
File 3-186
Copy Allows the transfer and copying files 3-18
Delete Allows deletion of files from the flash memary 317
Set Startup Sets the startup file 317
Line 321
Console Sets console port connection parameters 3-20
Telnet Sets Telnet connection parameters. 3-22
Log 3-25
Logs Stores and displays error messages 3-25
System Logs Sends error messages to a logging process 3-25
Remote Lags Configures the logging of messages to a remate logging process 3-27
Reset Restarts the switch 3-29
SNTP 3-29
Caonfiguration Configures SNTF client settings, including broadcast mode or a 3-30
specified list of servers

Clock Time Zone Sets the local time zone for the system clock 3-31
SNMP 3-31
Caonfiguration Configures community strings and related trap functions 3-32
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Table 3-2. Main Menu (Continued)

Menu Description Page
Security 3-34
User Accounts Assigns a new password for the current user 3-34
Authentication Settings Configures authentication sequence, RADIUS and TACACS 3-36
HTTPS Settings Configures secure HTTP settings 3-39
55H 3-41
Host-Key Seftings (Generates the host key pair (public and private) 3-43
Settings Configures Secure Shell server settings 3-45
Fort Security Configures per port security, including status, response for 3-48

security breach, and maximum allowed MAC addresses
802.1x Fort authentication 3-48
Information Displays global configuration settings 3-50
Configuration Configures the global configuration setting 3-50
Port Configuration Sets parameters for individual ports 3-50
Statistics Displays protocol statistics for the selected port 353
ACL 3-55
Configuration Configures packet filtering based on IP or MAC addresses 3-55
Port Binding Binds a port to the specified ACL 361
IP Filter Sets IP addresses of clients allowed management access via 362
the Web, 8NMF, and Telnet

Part 364
Port Infarmation Displays port connection status 3-64
Trunk Information Displays trunk connection status 3-64
Port Configuration Configures port connection settings 3-66
Trunk Configuration Configures trunk connection setlings 3-66
Trunk Membership Specifies ports to group into static trunks 3-89
LACP 3-68
Configuration Allows ports to dynamically join trunks 370
Aggregation Port Configures parameters for link aggregation group members 372
Port Counters Displays statistics for LACP protocol messages 374
Fort Internal Information Displays settings and operational state for the local side 375
Fort Neighbors Information | Displays settings and operational state for the remote side 377
Fort Broadcast Control Sets the broadcast storm threshold 3-79
Mirror Port Configuration Sets the source and target ports for mirroring 3-80

3-5




Table 3-2. Main Menu (Continued)

Menu Description Page
Rate Limit 3-81
Granularity Enables or disables the rate limit feature 3-82
Input Port Configuration Sets the input rate limit for each port 3-82
Input Trunk Configuration | Sets the input rate limit for each trunk 3-82
Output Port Configuration | Sets the output rate limit for each port 3-82
Output Trunk Configuration | Sets the output rate limit for each trunk 3-82
Port Statistics Lists Ethernet and RMON port statistics 3-83
Address Table 3-88
Static Addresses Displays entries for interface, address or VLAN 3-88
Dynamic Addresses Displays or edits static entries in the Address Table 3-89
Address Aging Sets timeaout for dynamically learned entries 3-91
Spanning Tree 3-91
STA
Infarmation Displays STA values used for the bridge 3-92
Configuration Configures global bridge settings for STA and RSTP 3-95
Port Information Displays individual port settings for STA 3-98
Trunk Information Displays individual trunk settings for 3TA 3-98
Port Configuration Configures individual port settings for STA 3-101
Trunk Configuration Configures individual trunk settings for 3TA 3-101
WVLAN 3-103
802.1Q VLAN
GVRP Status Enables GVRP VLAN registration protocal 3-106
Basic Information Displays information on the VLAN type supported by this switch |  3-106
Current Table Shows the current port members of each VLAN and whether or | 3-107
not the port is tagged or untagged
Static List Used fo create or remaove VLAN groups 3-109
Static Table Madifies the settings for an existing VLAN 3110
Static Membership by Port | Configures membership type for interfaces, including tagged, 3112
untagged or forbidden
Port Configuration Specifies default PVID and VLAN atiributes 3113
Trunk Configuration Specifies default trunk VID and VLAN attributes 3113
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Table 3-2. Main Menu (Continued)

Menu Description Page
Private VLAN 3-115
Infarmation Displays Private VLAN feature information 3-116
Configuration This page is used o create/remove primary or community 3117
WLANs
Association Each community VLAN must be associated with a primary VLAN | 3-118
Port Information Shows VLAN port type, and associated primary or secondary 3-119
WLANs
Port Configuration Sets the private VLAN interface type, and associates the 3-120
interfaces with a private VLAN
Trunk Information Shows VLAN port type, and associated primary or secondary 3-119
WLANs
Trunk Configuration Sets the private VLAN interface type, and associates the 3120
interfaces with a private VLAN
Prionty 3122
Default Port Priority Sets the default priority for each port 3-122
Default Trunk Priarity Sets the default priority for each trunk 3-122
Traffic Classes Maps |[EEE 802 1p priority tags o output queues 3-124
Traffic Classes Status Enables/disables traffic class priorities (not implemented) NA
CQueue Mode Sets queue mode fo strict priority or Weighted Round-Robin 3-126
CQueue Scheduling Configures Weighted Round Robin queueing 3-126
IP Precedence/ Globally selects IP Precedence or DSCP Priority, or disables 3-128
D3CP Priority Status both.
IP Precedence Priority Sets IP Type of Service priority, mapping the precedence tagto | 3-128
a class-of-service value
IP DSCP Priority Sets IP Differentiated Services Code Paoint priority, mapping a 3-130
DSCP tag to a class-of-service value
IP Port Priority Status Globally enables or disables |P Port Priority 3-128
IP Port Priority Sets TCP/UDP port priority, defining the socket number and 3132
associated class-of-service value
ACL CoS Priority Sets the CoS value and corresponding output queue for packets | 3-133
matching an ACL rule
ACL Marker Change traffic priorities for frames matching an ACL rule 3-134
IGMP Snooping 3-134
IGMP Configuration Enables multicast filtering; configures parameters for multicast 3-135
query
Multicast Router Displays the ports that are attached to a neighboring multicast 3137

Fort Information

router for each VLAN ID
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Table 3-2. Main Menu (Continued)

Menu Description Page
Static Multicast Router Port | Assigns ports that are attached to a neighboring multicast router | 3-138
Configuration
IP Multicast Registration Displays all multicast groups active on this switch, including 3138
Table multicast IP addresses and VLAN ID
IGMP Member Fort Table Indicates multicast addresses associated with the selected 3-140

VLAN
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Basic Configuration

Displaying System Information

You can easily identify the system by displaying the device name, location and
contact information.

Field Attributes

» System Name — Name assigned to the switch system.

» Object ID — MIB Il object ID for switch’s network management subsystem.

» Location — Specifies the system location.

» Contact — Administrator responsible for the system.

» System Up Time — Length of time the management agent has been up.

These additional parameters are displayed for the CLI.

* MAC Address — The physical layer address for this switch.

* Web server — Shows if management access via HTTP is enabled.

* Web server port — Shows the TCP port number used by the web interface.

* Web secure server — Shows if management access via HTTPS is enabled.

* Web secure server port — Shows the TCP port used by the HTTPS interface.

» Telnet server — Shows if management access via Telnet is enabled.

* Telnet server port — Shows the TCP port used by the Telnet interface.

* Jumbo Frame — Shows if jumbo frames are enabled.

* POST result — Shows results of the power-on self-test

Web - Click System, System Information. Specify the system name, location, and
contact information for the system administrator, then click Apply. (This page also
includes a Telnet button that allows access to the Command Line Interface via
Telnet.)

24FE Stackable Intelligent Switch Manager

IS'_l'atem Marne I
[Objoct ID [1.36.1.4.1.250 510,61

) I
|Ltn:a!|:un I

| 5
|Cnntar:t II

|S]_'9tern Up Tll'ﬁei.ﬂ days, 0 hours, 1 minutes, and 2,19 saconds

MJ - Lonnect to textual userintedace
m; - Send mail to technical suppon

Figure 3-3. Displaying System Information
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CLI — Specify the hostname, location and contact information.

Console (config) $hostname R&D 5 4-z25
Console (config) #snmp-server location WC & 4-101
Console (config) #snmp-server contact Ted £4-101
Console (config) #exit
Consolef#show system 4-52
System 4escr_;t1:1: 24FE Stackakles Intelligent Switch

System OID string: 1.3.6.1.4.1.239.6.10.¢61

System information

System Up time: J days, Z hours, 4 minutes, and 7.13 seconds
System Name: R&D 5

System Location: WC &

System Contact Te=d

MREC address 00-30-F1-12-34-56

Web serwver: enabled

Web server port: g0

Wekb sescure server: enabled

Wek secure server port: 443

Telnet server: enabled

Telnet server port: 23

Jumbc Frame: Disabled

POST result
DUMMY Test l....eieeeeeeennns
UART LOOP BACK Test...eve.ua.
DEEM TEStT. e ienrsannnasnsnsaas
Timer Test. .

ATC :qltlallzatlcz.....
Switch Int Locpkack test

]
0

b
T T
L T T A R s

i bn o

i
n

Done L1l FPzas.
Consolet

Displaying Switch Hardware/Software Versions

Use the Switch Information page to display hardware/firmware version numbers
for the main board and management software, as well as the power status of the
system.

Field Attributes

Main Board

* Serial Number — The serial number of the switch.

* Number of Ports — Number of built-in RJ-45 ports and expansion ports.

» Hardware Version — Hardware version of the main board.

* Internal Power Status — Displays the status of the internal power supply.

* Redundant Power Status* — Displays the status of the redundant power

Management Software

» Loader Version — Version number of loader code.

* Boot-ROM Version — Version of Power-On Self-Test (POST) and boot code.

* Operation Code Version — Version number of runtime code.

* Role — Shows that this switch is operating as Master (i.e., operating
stand-alone).
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Expansion Slot

* Expansion Slot 1/2 —Combination RJ-45/SFP ports.

These additional parameters are displayed for the CLI.

* Unit ID — Unit number in stack.

* Redundant Power Status — Displays the status of the redundant power supply.
Web - Click System, Switch Information.

Switch Information

Main Board:

[Serial Number 212
il‘durﬁber of Ports |Z’E
!Hardwape Wersion

[Internal Power Status|Nat Present

Management Software:

|Loader Version -2 211
[Boot-ROM Version 2212
!Dpwmmntmdve5mM2235.
iRMg {Master|

Expansion Slot:

[Expansion Slot 1]Combo 1000T/SFP
|Expansion Slot 2|Combo 1000T/SFP

Figure 3-4. Displaying Switch Information

CLI — Use the following command to display version information.

Consolefshow version £-60
Unit 1

Serial number 3050531234

Service tag

Hardware wersion ROC

Model B typs Combo 1000BaseT SFP

Model B type Comko 1000BaseT SFP

Number of ports 26

Main power status up

Eedundant power status not present

Lg=nt (master)
Unit ID
Loadsr wersicn:
Boot ROM wversion:
Operaticn code wversion:
Console#

| T i Y B
[ S |

L
o e
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Displaying Bridge Extension Capabilities

The Bridge MIB includes extensions for managed devices that support Multicast
Filtering, Traffic Classes, and Virtual LANs. You can access these extensions to
display default settings for the key variables.

Field Attributes

» Extended Multicast Filtering Services — This switch does not support the
filtering of individual multicast addresses based on GMRP (GARP Multicast
Registration Protocol).

» Traffic Classes — This switch provides mapping of user priorities to multiple
traffic classes. (Refer to “Class of Service Configuration” on page 3-122.)

« Static Entry Individual Port — This switch allows static filtering for unicast and
multicast addresses. (Refer to “Setting Static Addresses” on page 3-88.)

* VLAN Learning — This switch uses Independent VLAN Learning (IVL), where
each port maintains its own filtering database.

» Configurable PVID Tagging — This switch allows you to override the default
Port VLAN ID (PVID used in frame tags) and egress status (VLAN-Tagged or
Untagged) on each port. (Refer to “VLAN Configuration” on page 3-103.)

» Local VLAN Capable — This switch does not support multiple local bridges (i.e.,
multiple spanning trees).

* GMRP — GARP Multicast Registration Protocol (GMRP) allows network devices
to register endstations with multicast groups. This switch does not support GMRP;
it uses the Internet Group Management Protocol (IGMP) to provide automatic
multicast filtering.

Web — Click System, Bridge Extension Configuration.

Bridge Extension Configuration

Bridge Capability

Extended hulticasi Filtering Services ko

Traffic Classes Enabled
Static Entry Indivdual Port Yes
WLAM Learning L
Configurable PYID Tagging Yes
Local LA Capsble ko

GHRF [ Enable

Figure 3-5. Displaying Bridge Extension Configuration

CLI — Enter the following command.
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Consolefshow bridge—ext 4-I61
Max support VLAN numbers: 255

Max support VLAN ID: 40094
Extended multicast filtering services: No
Static entry indiwvidual port: Yes

VLEN learning: IVL
Configurakle EVID tagging: Yes
Local VLAN capable: Nao
Traffic classes: Enabled
Global GVRE status: Disabled
GMEP Disakled
Conmzole#

Setting the Switch’s IP Address

This section describes how to configure an IP interface for management access
over the network. The IP address for this switch is unassigned by default. To
manually configure an address, you need to change the switch’s default settings
(IP address 0.0.0.0 and netmask 255.0.0.0) to values that are compatible with
your network. You may also need to a establish a default gateway between the
switch and management stations that exist on another network segment.

You can manually configure a specific IP address, or direct the device to obtain an
address from a BOOTP or DHCP server. Valid IP addresses consist of four
decimal numbers, 0 to 255, separated by periods. Anything outside this format will
not be accepted by the CLI program.

Command Attributes

* Management VLAN — ID of the configured VLAN (1-4094, no leading zeroes).
By default, all ports on the switch are members of VLAN 1. However, the
management station can be attached to a port belonging to any VLAN, as long as
that VLAN has been assigned an IP address.

* [P Address Mode — Specifies whether IP functionality is enabled via manual
configuration (Static), Dynamic Host Configuration Protocol (DHCP), or Boot
Protocol (BOOTP). If DHCP/BOOTP is enabled, IP will not function until a reply
has been received from the server. Requests will be broadcast periodically by the
switch for an IP address. (DHCP/BOOTP values can include the IP address,
subnet mask, and default gateway.)

* IP Address — Address of the VLAN interface that is allowed management
access. Valid IP addresses consist of four numbers, 0 to 255, separated by
periods. (Default: 0.0.0.0)

» Subnet Mask — This mask identifies the host address bits used for routing to
specific subnets. (Default: 255.0.0.0)

» Gateway IP address — IP address of the gateway router between this device
and management stations that exist on other network segments. (Default: 0.0.0.0)
* MAC Address — The physical layer address for this switch.

* Restart DHCP — Releases the current IP address and requests a new IP
address from the DHCP server.

3-13



Manual Configuration

Web — Click System, IP Configuration. Select the VLAN through which the
management station is attached, set the IP Address Mode to “Static,” enter the IP
address, subnet mask and gateway, then click Apply.

IP Configuration

Management WLAN |1 =
IF Address Maode Stabe "|

IP Addrass |1EE.1EE.'I.5£1

Subnet Mask 256,255 255.0

Gateway IP Address |1L-:.ll_--'::1 253
MEAC Address 00-30-F1-12-34-56

Fiestart DHCP |

Figure 3-6. IP Configuration

CLI — Specify the management interface, IP address and default gateway.

nsclefconfig

Conscole (config) #interface vlan 1 4-105
Console (config-if)#ip address 10.1.0.254 235.255.235.0 4-15¢
Console (config-if) #exit

Console (config) #ip default-gateway 192.168.1.254 4-158

msole (config) #

Using DHCP/BOOTP

If your network provides DHCP/BOOTP services, you can configure the switch to
be dynamically configured by these services.

Web - Click System, IP Configuration. Specify the VLAN to which the
management station is attached, set the IP Address Mode to Static, DHCP or
BOOTP. Click Apply to save your changes. Then click Restart DHCP to
immediately request a new address. Note that the switch will also broadcast a
request for IP configuration settings on each power reset.
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IP Configuration

Managerment VLAN |1 -
IP Address Made OHCF =

P Addrass |

Sunnet Mask |

Gateway IP Address |
MAC Address 00-30-71-12-34-56

Restar DHCP |

Figure 3-7. IP Configuration using DHCP

Note: If you lose your management connection, use a console connection and
enter “show ip interface” to determine the new switch address.

CLI — Specify the management interface, and set the IP address mode to DHCP
or BOOTP, and then enter the “ip dhcp restart” command.

Consolegconfig

Console(configi#interface vlan 1 4-104
Consolelconfig-ifi#ip address dhcp 4-181
Console{config-if) 4end

Consolefip dhop restart 4-102
Consolef#show ip interface 4-183

IP addresz and netmask: 122.1£8.1.54 255 265 .265.0 on VLAN 1,
and address mode: User specified.
Consoled#

Renewing DCHP — DHCP may lease addresses to clients indefinitely or for a
specific period of time. If the address expires or the switch is moved to another
network segment, you will lose management access to the switch. In this case,
you can reboot the switch or submit a client request to restart DHCP service via
the CLI.

Web — If the address assigned by DHCP is no longer functioning, you will not be
able to renew the IP settings via the web interface. You can only restart DHCP
service via the web interface if the current address is still available.

CLI — Enter the following command to restart DHCP service.

Console#lp dhop restart 4-
Consoled

=i
[ ]
bay

Managing Firmware

You can upload/download firmware to or from a TFTP server. By saving runtime
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code to a file on a TFTP server, that file can later be downloaded to the switch to
restore operation. You can also set the switch to use new firmware without
overwriting the previous version. The switch also allows a runtime code file to be
copied to or from another switch unit in the stack.

Command Attributes

* File Transfer Method — The firmware copy operation includes these options:

- file to file — Copies a file within the switch directory, assigning it a new name.

- file to tftp — Copies a file from the switch to a TFTP server.

- tftp to file — Copies a file from a TFTP server to the switch.

- file to unit — Copies a file from this switch to another unit in the stack.

- unit to file — Copies a file from another unit in the stack to this switch.

* TFTP Server IP Address — The IP address of a TFTP server.

* File Name — The file name should not contain slashes (\ or /), the leading letter
of the file name should not be a period (.), and the maximum length for file names
on the TFTP server is 127 characters or 31 characters for files on the switch.
(valid characters: A-Z, a-z, 0-9, “.”, “-", “ ")

» Source/Destination Unit — Specifies the switch stack unit number.

Note: Up to two copies of the system software (i.e., the runtime firmware) can be
stored in the file directory on the switch. The currently designated startup version
of this file cannot be deleted.

Downloading System Software from a Server

When downloading runtime code, you can specify the destination file name to
replace the current image, or first download the file using a different name from
the current runtime code file, and then set the new file as the startup file.

Web — Click System, File, Copy. Select “tftp to file” from the drop-down menu.
Select “opcode” as the file type, then enter the IP address of the TFTP server, set
the file type to “opcode,” enter the file name of the software to download, select
a file on the switch to overwrite or specify a new file name, then click Apply. If you
replaced the current firmware used for startup and want to start using the new
operation code, reboot the system via the System/Reset menu.
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Copy

[ty 12 il =]
|TI'TF' Server P Address (192168114
File Typs oocode x)

Saurce Fle Mames b2 b b

' |I EO_?EY_Syelng_felnet_=5H I'm-:j
& [24-2E215

Diastination File kama

Figure 3-8. Operation Code Image File Transfer

If you download to a new destination file, select the file from the drop-down box for
the operation code used at startup, and click Apply. To start the new firmware,
reboot the system via the System/Reset menu.

Set Start-Up
Name Type Startup Size{bytes|
 |Factory_Default_Config. cfg| Config_File M S5013
# |ctartup Config_File ¥ 3191
= |LEO_50Y VD.05.1.bix  |Operation_Code|Y 1614764

Figure 3-9. Select Start-Up Operation File

To delete a file select System, File, Delete. Select the file name from the given list

by checking the tick box and click Apply. Note that the file currently designated as
the startup code cannot be deleted.

-
Delete
Marme Type Stamtup|Size (hyles)
™ |Factory_Defaull_Confg cfy|Config_File Y 340
[ |startup Config_File I 2934
I Mercury OC Cperation_Code|Y 2042520 |
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Figure 3-10. Deleting Files

CLI — To download new firmware form a TFTP server, enter the IP address of the
TFTP server, select “opcode” as the file type, then enter the source and
destination file names. When the file has completed the download, set the new file
to start up the system and then restart the switch.

To start the new firmware, enter the “reload” command or reboot the system.

Conscolefcopy tftp file 4-62
TFTP server ip address: 10.1.0.1%
Choose file type:
1. config: 2. copcode: «<1-2>: 2
Source file name: M100000.kix
Destination file mame: V1.0
\Write to FLASH Programming.
-Write to FLASH finish.
Success.
Consolefconfig
Console (config) $#boot system cpcode: V1.0 4-67
Conscole (config) #exit
Consoletreload £-2z

Saving or Restoring Configuration Settings

You can upload/download configuration settings to/from a TFTP server or copy
files to and from switch units in a stack. The configuration files can be later
downloaded to restore the switch’s settings.

Command Attributes

* File Transfer Method — The configuration copy operation includes these options:
- file to file — Copies a file within the switch directory, assigning it a new name.

- file to running-config — Copies a file in the switch to the running configuration.

- file to startup-config — Copies a file in the switch to the startup configuration.

- file to tftp — Copies a file from the switch to a TFTP server.

- running-config to file — Copies the running configuration to a file.

- running-config to startup-config — Copies the running config to the startup config.
- running-config to tftp — Copies the running configuration to a TFTP server.

- startup-config to file — Copies the startup configuration to a file on the switch.

- startup-config to running-config — Copies the startup config to the running config.
- startup-config to tftp — Copies the startup configuration to a TFTP server.

- tftp to file — Copies a file from a TFTP server to the switch.

- tftp to running-config — Copies a file from a TFTP server to the running config.

- tftp to startup-config — Copies a file from a TFTP server to the startup config.

- file to unit — Copies a file from this switch to another unit in the stack.

- unit to file — Copies a file from another unit in the stack to this switch.

* TFTP Server IP Address — The IP address of a TFTP server.

* File Type — Specify config (configuration) to copy configuration settings.

* File Name — The file name should not contain slashes (\ or /), the leading letter
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of the file name should not be a period (.), and the maximum length for file names
on the TFTP server is 127 characters or 31 characters for files on the switch.
(valid characters: A-Z, a-z, 0-9, “.”, “-", “ ")

» Source/Destination Unit — Specifies the switch stack unit number.

Note: The maximum number of user-defined configuration files is limited only by
available flash memory space.

Downloading Configuration Settings from a Server

You can download the configuration file under a new file name and then set it as
the startup file, or you can specify the current startup configuration file as the
destination file to directly replace it. Note that the file “Factory_Default_Config.cfg”
can be copied to the TFTP server, but cannot be used as the destination on the
switch.

Web — Click System, File, Copy. Select “tftp to startup-config” or “tftp to file” and
enter the IP address of the TFTP server. Specify the name of the file to download
and select a file on the switch to overwrite or specify a new file name, then click

Apply.

Copy

Itﬁp to startup-config E]

ITFTP Server IP Address{[192168.1.23

|Source File Name lcunfig-stanup

¢ |Factory_Default_Config.cfy »|
O

Startup File Name
startup

Figure 3-11. Copy Configuration Setting
If you download to a new file name using “tftp to startup-config” or “tftp to file,” the
file is automatically set as the start-up configuration file. To use the new settings,
reboot the system via the System/Reset menu.

Note that you can also select any configuration file as the start-up configuration by
using the System/File/Set Start-Up page.
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Set Start-Up

[ Name ' Type  [Starwp|Size(bytes)
| " |Factory Default Config cfg‘Cunﬁg__F:’le I i5E]13

= |startup ‘Canﬁg_File ¥ 53191

@ |LEO_50Y_VD.0.5.1.bix  |Operation_Code Y 1614764

Figure 3-12. Setting the Startup Configuration Settings

CLI — Enter the IP address of the TFTP server, specify the source file on the
server, set the startup file name on the switch, and then restart the switch.

Consclefcopy tftp startup-config 4-62
TFTP server ip address: 192.168.1.1%

Source configuraticn file nams: config-1

Startup configuration £ile name [] : startup

\Write toc FLASE Programming.
-Write to FLASH finish.
Success.

Consolefreload

To select another configuration file as the start-up configuration, use the boot
system command and then restart the switch.

Consclefconfig

Console (config)#boot system config: startup-new 4-65
Console (config) Hexit
Console#reload 4-22

Console Port Settings

You can access the onboard configuration program by attaching a VT100
compatible device to the switch’'s serial console port. Management access
through the console port is controlled by various parameters, including a
password, timeouts, and basic communication settings. These parameters can be
configured via the Web or CLI interface.

Command Attributes

* Login Timeout — Sets the interval that the system waits for a user to log into the
CLI. If a login attempt is not detected within the timeout interval, the connection is
terminated for the session. (Range: 0-300 seconds; Default: 0)

* Exec Timeout — Sets the interval that the system waits until user input is
detected. If user input is not detected within the timeout interval, the current
session is terminated. (Range: 0-65535 seconds; Default: 0 seconds)
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» Password Threshold — Sets the password intrusion threshold, which limits the
number of failed logon attempts. When the logon attempt threshold is reached,
the system interface becomes silent for a specified amount of time (set by the
Silent Time parameter) before allowing the next logon attempt. (Range: 0-120;
Default: 3 attempts)

* Silent Time — Sets the amount of time the management console is inaccessible
after the number of unsuccessful logon attempts has been exceeded. (Range:
0-65535; Default: 0)

» Data Bits — Sets the number of data bits per character that are interpreted
andgenerated by the console port. If parity is being generated, specify 7 data bits
per character. If no parity is required, specify 8 data bits per character. (Default: 8
bits)

» Parity — Defines the generation of a parity bit. Communication protocols
providedby some terminals can require a specific parity bit setting. Specify Even,
Odd, or None. (Default: None)

» Speed — Sets the terminal line’s baud rate for transmit (to terminal) and receive
(from terminal). Set the speed to match the baud rate of the device connected to
the serial port or specify “Auto.” (Default: 9600 bps)

» Stop Bits — Sets the number of the stop bits transmitted per byte. (Range: 1-2;
Default: 1 stop bit)

» Password* — Specifies a password for the line connection. When a connection
is started on a line with password protection, the system prompts for the password.
If you enter the correct password, the system shows a prompt. (Default: No
password)

* Login* — Enables password checking at login. You can select authentication by
a single global password as configured for the Password parameter, or by
passwords set up for specific user-name accounts (the default).

* CLI only.

Web - Click System, Line, Console. Specify the console port connection
parameters as required, then click Apply.

Console

Lagin Timeodt {0-300) [ secs(0:Disabled)|
Exec Timeout (0-65535] [0 secs(0: Disabled)
Facsword Threshold (0-120) |?_ {0 Disabled)
Silent Time (0-B5535) ||17 secs (0 Disabled)
Datz Bits [5 7]

Farity [Hone =]

Speed [5600 =]

Stop Bits [t =]
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Figure 3-13. Console Port Settings
CLI — Enter Line Configuration mode for the console, then specify the connection
parameters as required. To display the current console port settings, use the
show line command from the Normal Exec level.

Consocle (config) #lins conscle 4-10
Console (config-line) #login local 4-11
Console (config-line) §password 0 secret 4-12
Console (config-line) #timscut login response 0 4-13
Console (config-line) Fexec—timeout 0 4-13
Console (config-line) $password-thresh 3 4-14
Console (config-line) #silent-time &0 4-15
Conscle (config-line) $datakits 8 4-15%5
Console (config-line) #parity none d-1g
Console (config-line) fspesd 115200 4-17
Console (config-line) #stopkits 1 4-17
Console (config-line) fend

Console#show line 4-18

Conscle configuration:
FPassword threshold: 3 times
Interactive timsout: Disabled

Login timeout: Digabkled
Silent time: =1
Baudrate: 115200
Databits: g
Farity: none
Stopbits: 1

VTY configuration:
FPassword threshold: 3 times
Interactive timsocut: &00 sec
Login timeout: 300 sec
Console#

Telnet Settings

You can access the onboard configuration program over the network using Telnet
(i.e., a virtual terminal). Management access via Telnet can be enabled/disabled
and other various parameters set, including the TCP port number, timeouts, and a
password. These parameters can be configured via the Web or CLI interface.
Command Attributes

» Telnet Status — Enables or disables Telnet access to the switch. (Default:
Enabled)

* Telnet Port Number — Sets the TCP port number for Telnet on the switch.
(Default: 23)

* Login Timeout — Sets the interval that the system waits for a user to log into the
CLI. If a login attempt is not detected within the timeout interval, the connection is
terminated for the session. (Range: 0-300 seconds; Default: 300 seconds)
 Exec Timeout — Sets the interval that the system waits until user input is
detected. If user input is not detected within the timeout interval, the current
session is terminated. (Range: 0-65535 seconds; Default: 600 seconds)

» Password Threshold — Sets the password intrusion threshold, which limits the
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number of failed logon attempts. When the logon attempt threshold is reached,
the system interface becomes silent for a specified amount of time (set by the
Silent Time parameter) before allowing the next logon attempt.

(Range: 0-120; Default: 3 attempts)

» Password* — Specifies a password for the line connection. When a connection
is started on a line with password protection, the system prompts for the password.
If you enter the correct password, the system shows a prompt. (Default: No
password)

* Login* — Enables password checking at login. You can select authentication by
a single global password as configured for the Password parameter, or by
passwords set up for specific user-name accounts (Default: Local).

Web — Click System, Line, Telnet. Specify the connection parameters for Telnet
access, then click Apply.

Telnet

Telnei Status | ¥ Enazbled

Telnet Port Mumber |23

Login Tirneout (0-300) |[3IZI[I secs (0 : Disabled)
Exac Timeout [0-65535) GO0 secs (0 Disabled)

Password Thrashold (012003 (D : Disabled)

Figure 3-14. Enabling Telnet
CLI — Enter Line Configuration mode for a virtual terminal, then specify the

connection parameters as required. To display the current virtual terminal settings,
use the show line command from the Normal Exec level.
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Conzsole (configl #line viy
Joneole iconfig-line) #login local
Conzaole (config-line) #password 0 sacrat
Zonzaole (config-line) #timecut login response 300
Conzsole (config-line) #exec-timecut s00
Zoneole iconfig-line) dpassword-thresh 3
Conaole (config-line) #and
Zoneolefshow line
Conecle configuration:
Password threszhold: 3 timss
Interactive timecut: Disablad

[P R S A Y
i i
i i

[ S FUI AR A B

W
i

i

o

Login timeout: Disakblad
3ilent tims: Disakled
Baudrata: SE00
Catabits: ]
Farity: none
stopkits: 1

WTY configuration:
Pagsword threzhold: 2 timas
Interactive timecubt: &S00 =zac
Login timeout: 200 sec
Jonaolek

Configuring Event Logging

The switch allows you to control the logging of error messages, including the type
of events that are recorded in switch memory, logging to a remote System Log
(syslog) server, and displays a list of recent event messages.

System Logs Configuration
The system allows you to enable or disable event logging, and specify which
levels are logged to RAM or flash memory.

Severe error messages that are logged to flash memory are permanently stored
in the switch to assist in troubleshooting network problems. Up to 4096 log entries
can be stored in the flash memory, with the oldest entries being overwritten first
when the available log memory (256 kilobytes) has been exceeded.

The System Logs page allows you to configure and limit system messages that
are logged to flash or RAM memory. The default is for event levels 0 to 3 to be
logged to flash and levels 0 to 7 to be logged to RAM.

Command Attributes

» System Log Status — Enables/disables the logging of debug or error messages
to the logging process. (Default: Enabled)

* Flash Level — Limits log messages saved to the switch’s permanent flash
memory for all levels up to the specified level. For example, if level 3 is specified,
all messages from level 0 to level 3 will be logged to flash. (Range:0-7, Default: 3)
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Table 3-3. Logging Levels

Level | Severity Name Description

7 Debug Debugging messages

6 Informational Informational messages only

5 Motice MNormal but significant condition, such as cold start

4 Warning Warning conditions (e.g., return false, unexpected return)

3 Error Error conditions (e.g., invalid input, default used)

2 Critical Critical conditions (e.g., memory allocation, or free memory
error - resource exhausted)

1 Alert Immediate action needed

0 Emergency System unusable

* There are only Level 2, 5 and 6 ermor messages for the current firmware release.

* RAM Level — Limits log messages saved to the switch’'s temporary RAM
memory for all levels up to the specified level. For example, if level 7 is specified,
all messages from level O to level 7 will be logged to RAM. (Range:0-7,Default: 3)

Note: The Flash Level must be equal to or less than the RAM Level.

Web — Click System, Log, System Logs. Specify System Log Status, then change
the level of messages to be logged to RAM and flash memory, then click Apply.

System Logs

Systam Log Status ¥ Enailed
Flash Lewsl (0-T) i
Fam Leval (0-T) i

Figure 3-15. Configuring System Logging Messages
CLI — Enable system logging and then specify the level of messages to be logged

to RAM and flash memory. Use the show logging command to display the
current settings.
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Console {configl#logging on

Console {configi#logging history ram 0
Console (config) #end

Consoles#show logging flash 4-dg
Syvalog logging: Enabled

History logging in FLASH: level smergencies

Consoles

e ks,
o
e s
Ly b

Remote Logs Configuration

The Remote Logs page allows you to configure the logging of messages that are
sent to syslog servers or other management stations. You can also limit the error
messages sent to only those messages below a specified level.

Command Attributes

* Remote Log Status — Enables/disables the logging of debug or error messages
to the remote logging process. (Default: Enabled)

* Logging Facility — Sets the facility type for remote logging of syslog messages.
There are eight facility types specified by values of 16 to 23. The facility type is
used by the syslog server to dispatch log messages to an appropriate service.
The attribute specifies the facility type tag sent in syslog messages. (See RFC
3164.) This type has no effect on the kind of messages reported by the switch.
However, it may be used by the syslog server to process messages, such as
sorting or storing messages in the corresponding database. (Range: 16-23,
Default: 23)

* Logging Trap — Limits log messages that are sent to the remote syslog server
for all levels up to the specified level. For example, if level 3 is specified, all
messages from level O to level 3 will be sent to the remote server.
(Range:0-7,Default: 3)

* Host IP List — Displays the list of remote server IP addresses that receive the
syslog messages. The maximum number of host IP addresses allowed is five.

* Host IP Address — Specifies a new server IP address to add to the Host IP List.

Web — Click System, Log, Remote Logs. To add an IP address to the Host IP List,

type the new IP address in the Host IP Address box, and then click Add. To delete
an IP address, click the entry in the Host IP List, and then click Remove.
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Remote Logs

Remote Laog Status M Enablad
Logging Faciling { 16-23) (|23
Loggoing Trap {0-T) ]

Host IP Address:

Current: MNews:
Hosl IF List

[none)
4 Arid
4' Host IP Acddress
Rarmove

Figure 3-16. Enabling Remote Logging and Adding Host IP Addresses

CLI — Enter the syslog server host IP address, choose the facility type and set the
logging trap.

Console(configi#logging hoast 192.1£2.1.1% 4-44
Console (configi#logging facility 23 4-44
Console(configi#logging trap 4 4-45
Console (config)#and

Consolefshow logging trap 4-45
Evalog logging: Enabled

REMOTELOG status: Enabled

REMCTELOG facility tvpe: local use 7

REMCTELOG level type: Warning conditicons

REMCTELOG =zerver ip address: 1092.1£2.1.1%

REMCTELOG =server ip address=: 0.0.0.0

REMCTELOG =zerver ip addresz: 0.0.0.0

REMCTELOG =server ip address=: 0.0.0.0

REMCTELOG =zerver ip addresz: 0.0.0.0

Console#

Displaying Log Messages

The Logs page allows you to scroll through the logged system and event
messages. The switch can store up to 2048 log entries in temporary random
access memory (RAM; i.e., memory flushed on power reset) and up to 4096
entries in permanent flash memory.

Web — Click System, Log, Logs.
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Logs

Log Messages: Level 6, Module:b. undlions: 1, errar aumbier Informahon’yLAN 1 link=-up notihcation

Log Messages: Level B Module:b, funclions: 1, eror number:1 Informabion:STF iopology change nodfication

Log Messages: Level & Module:b, lunctions:1, armor number:1 Information:Unit 1, redundant power change to good
Log Messages: Level 6 Moduleb, unclions: 1, aror nurmber] InformatianUnit 1, men power change 10 not exisl
Log Messeges: Level &, Module:B. funciions:1, emor number:1 Information:Unit 1, Fort 3 link-up notification

Log Messeqes: Level (6, Module:b, lunctions:1, eror number:1 Information:Sysiem coldStest notification

Figure 3-17. Displaying System Logs

CLI — This example shows that system logging is enabled, the message level for
flash memory is “errors” (i.e., default level 3 - 0), the message level for RAM is
“debugging” (i.e., default level 7 - 0), and lists one sample error.

Conscle$show logging flash 4-43
Syslog logging: Enable
History logging in FLASH: lewvel errors
[0] 0:0:5 1/1/1 "PRI MGR InitDefault function fails."
level: 3, module: 13, functicn: 0, and event no.: 0
Conscle$show logging ram 4-43
Syslog logging: Enable
History logging in REM: level debugging
[0] D:0:5 1/1/1 PRI _MGR InitDefault function fails."
level: 3, module: 13, functicn: 0, and event no.: 0
Conscle#

Resetting the System

Web — Click System, Reset to reboot the switch. When prompted, confirm that
you want reset the switch.

I

Reset tha swilch by selecting ‘Reset’ J
Fiese

=z

Figure 3-18. Resetting the System

CLI — Use the reload command to restart the switch. When prompted, confirm
that you want to reset the switch.
Consoles#reload 4-22

Zyetem will be restarted, continue «<y/n=7? v
Consoles

Note: When restarting the system, it will always run the Power-On Self-Test.
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Setting the System Clock

Simple Network Time Protocol (SNTP) allows the switch to set its internal clock
based on periodic updates from a time server (SNTP or NTP). Maintaining an
accurate time on the switch enables the system log to record meaningful dates
and times for event entries. You can also manually set the clock using the CLI.
(See “calendar set” on page 4-53.) If the clock is not set, the switch will only
record the time from the factory default set at the last bootup.

When the SNTP client is enabled, the switch periodically sends a request for a
time update to a configured time server. You can configure up to three time server
IP addresses. The switch will attempt to poll each server in the configured
sequence.

Configuring SNTP

You can configure the switch to send time synchronization requests to time
servers.

Command Attributes

* SNTP Client — Configures the switch to operate as an SNTP unicast client. This
mode requires at least one time server to be specified in the SNTP Server
field.(Default:Disabled)

« SNTP Poll Interval — Sets the interval between sending requests for a time
update from a time server. (Range: 16-16284 seconds; Default: 16 seconds)

* SNTP Server — Sets the IP address for up to three time servers. The switch
attempts to update the time from the first server, if this fails it attempts an update
from the next server in the sequence.

Web — Select SNTP, Configuration. Modify any of the required parameters, and
click Apply.

SNTP Configuration

SMTP Gl I Enaniad

BHITF Follifig It | {1 6 1-':321:-'15

SNTF Sorvar {0000 jonao 0.000

Figure 3-19 Configuring SNTP

CLI — This example configures the switch to operate as an SNTP unicast client
and then displays the current time and settings.
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Console{config)#antp server 10.1.0.159 1237.82.140.280 128.250.36.2 4-42
Console{config)#=ntp poll &0 d-439
Console{config)#entp cliant 4-42
Console{config)#exit

Consola#show sntp

Current time: Jan & 14:5&6:05 2004

Poll interval: &40

Current mode: unicast

ENTP =tatus : Enabled

ENTP eerver 10.1.0.19 137.82.140.80 128.250.36.2

Current server: 128.250.36.2

Consolag

Setting the Time Zone

SNTP uses Coordinated Universal Time (or UTC, formerly Greenwich Mean Time,
or GMT) based on the time at the Earth’s prime meridian, zero degrees longitude.
To display a time corresponding to your local time, you must indicate the number
of hours and minutes your time zone is east (before) or west (after) of UTC.
Command Attributes

* Current Time — Displays the current time.

* Name — Assigns a name to the time zone. (Range: 1-29 characters)

* Hours (0-12) — The number of hours before/after UTC.

* Minutes (0-59) — The number of minutes before/after UTC.

* Direction — Configures the time zone to be before (east) or after (west) UTC.
Web — Select SNTP, Clock Time Zone. Set the offset for your time zone relative to
the UTC, and click Apply.

Clock Time Zone

Zurrert Time  [Jan 2 02.08: 13 2001

Mame [Tamwan

Hours (0-12) F_________

Minutes {0-59)|fo

Jirection C Bafora lUTC & AfterUTC

Figure 3-20. Setting the System Clock

CLI - This example shows how to set the time zone for the system clock.

Consola{config)f#clock timezone Dhaka hours & minute 0 after-UTC 4-50
Console#
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Simple Network Management Protocol

Simple Network Management Protocol (SNMP) is a communication protocol
designed specifically for managing devices on a network. Equipment commonly
managed with SNMP includes switches, routers and host computers. SNMP is
typically used to configure these devices for proper operation in a network
environment, as well as to monitor them to evaluate performance or detect
potential problems.

The switch includes an onboard SNMP agent that continuously monitors the
status of its hardware, as well as the traffic passing through its ports. A network
management station can access this information using software such as HP
OpenView. Access rights to the onboard agent are controlled by community
strings.

To communicate with the switch, the management station must first submit a valid
community string for authentication. The options for configuring community strings,
trap functions, and restricting access to clients with specified IP addresses are
described in the following sections.

Setting Community Access Strings

You may configure up to five community strings authorized for management
access. All community strings used for IP Trap Managers should be listed in this
table. For security reasons, you should consider removing the default strings.
Command Attributes

« SNMP Community Capability — Indicates that the switch supports up to five
community strings.

« Community String — A community string that acts like a password and permits
access to the SNMP protocol.

Default strings: “public” (read-only access), “private” (read/write access) Range:
1-32 characters, case sensitive

» Access Mode

- Read-Only — Specifies read-only access. Authorized management stations are
only able to retrieve MIB objects.

- Read/Write — Specifies read-write access. Authorized management stations are
able to both retrieve and modify MIB objects.

Web — Click SNMP, Configuration. Add new community strings as required, select
the access rights from the Access Mode drop-down list, then click Add.
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SNMP Configuration

SNMP Community:

SHMP Community Capahility: §

Current [l

private R
public RO %5 Add | Cammunity String inr:-'lr-lrum

Remove | Access Mode  ||Readftvine <)

Figure 3-22. Configuring SNMP

CLI — The following example adds the string “spiderman” with read/write access.

Console({conflg) #snmp-server commanlity spiderman rw 4-98
Consolelconfig)#

Specifying Trap Managers and Trap Types

Traps indicating status changes are issued by the switch to specified trap
managers. You must specify trap managers so that key events are reported by
this switch to your management station (using network management platforms
such as HP OpenView). You can specify up to five management stations that will
receive authentication failure messages and other trap messages from the switch.
Command Attributes

» Trap Manager Capability — This switch supports up to five trap managers.

» Current — Displays a list of the trap managers currently configured.

» Trap Manager IP Address — IP address of the host (the targeted recipient).

» Trap Manager Community String — Community string sent with the notification
operation. (Range: 1-32 characters, case sensitive)

» Trap Version — Specifies whether to send notifications as SNMP v1 or v2c traps.
(The default is version 1.)

* Enable Authentication Traps — Issues a trap message whenever an invalid
community string is submitted during the SNMP access authentication process.
(Default: Enabled.)

e Enable Link-up and Link-down Traps — Issues link-up or link-down traps.
(Default: Enabled.)

Web — Click SNMP, Configuration. Fill in the IP address and community string for
each trap manager that will receive these messages, specify the SNMP version,
mark the trap types required, and then click Add.
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Figure 3-23. Configuring IP Trap Managers

Trap Managers: -
Irap Manager Capability: 3
Current: Mew
(none) Tiap Manager IF addrese 192.168.1.19
<4 Adddd
Trap Manager Commurnity String |pn\;ate
Bamowe |
Trzp Version c =
Enable Authentication Traps: &
Enable Link-up and Lirk-dovwn Traps. W :|

CLI — This example adds a trap manager and enables both authentication and

link-up, link-down traps.

Conazole{config) fenmp-2erver host 152 .162.1.1% private
vergion Zco

[

e
Conzole{config) fenmp-gerver enable traps authentication 4
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User Authentication

You can restrict management access to this switch using the following options:

» User Accounts — Manually configure access rights on the switch for specified
users.

» Authentication Settings — Use remote authentication to configure access rights.
* HTTPS Settings — Provide a secure web connection.

» SSH Settings — Provide a secure shell (for secure Telnet access).

* Port Security — Configure secure addresses for individual ports.

» 802.1x — Use IEEE 802.1x port authentication to control access to specific ports.
* IP Filter — Filters management access to the web, SNMP or Telnet interface.

Configuring User Accounts

The guest only has read access for most configuration parameters. However, the
administrator has write access for all parameters governing the onboard agent.
You should therefore assign a new administrator password as soon as possible,
and store it in a safe place.

The default guest name is “guest” with the password “guest.” The default
administrator name is “admin” with the password “admin.”

Command Attributes

* Account List — Specifies a definable access level.

(Defaults: admin, and guest)

* New Account — Allows configuration of a new account with admin or guest
privilege levels.

» User Name — The name of the user.

(Maximum length: 8 characters;maximum number of users: 5)

» Access Level — Specifies the user level.

(Options: Normal and Privileged)

» Password — Specifies the user password.

(Range: 0-8 characters plain text, case sensitive)

* Change Password— Sets a new password to over-write the old password.

» Add/Remove — Adds or removes an account from the list.

Web — Click Security, User Accounts. To configure a new user account, enter the
user name, access level, then enter a password and confirm it. Click Add to save
the new user account and add it to the Account List. To change the password for
a specific user, enter the user name and new password, confirm the password by
entering it again, then click Apply.
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User Accounts

Account List Mew Account

admin (Frivileged) Izar Mama ||
quest (Manmal)

<< Add | Accass Leval |N-:.rm5l ﬂ

FRemowve Password ]

Confirrm Password

Change Password

Uszer Mame |

Mew Passwond |

Caonfirm Password [ Change :I

Figure 3-24. Access Levels

CLI — Assign a user name to access-level 15 (i.e., administrator), then specify the
password.

Consolelconfig)#uszername bob access-level 16 4-25
Console(config)#username bob password 0 smith
Console (config)#

Configuring Local/Remote Logon Authentication

Use the Authentication Settings menu to restrict management access based on
specified user names and passwords. You can manually configure access rights
on the switch, or you can use a remote access authentication server based on
RADIUS or TACACS+ protocols.

Remote Authentication Dial-in User Service (RADIUS) and Terminal Access
Controller Access Control System Plus (TACACS+) are logon authentication
protocols that use software running on a central server to control access to
RADIUS-aware or TACACS -aware devices on the network. An authentication
server contains a database of multiple user name/password pairs with associated
privilege levels for each user that requires management access to the switch.

RADIUS uses UDP while TACACS+ uses TCP. UDP only offers best effort
delivery, while TCP offers a connection-oriented transport. Also, note that
RADIUS encrypts only the password in the access-request packet from the client
to the server, while TACACS+ encrypts the entire body of the packet.
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anver 6. Switch granis management acoesa.

Command Usage

» By default, management access is always checked against the authentication
database stored on the local switch. If a remote authentication server is used, you
must specify the authentication sequence and the corresponding parameters for
the remote authentication protocol. Local and remote logon authentication control
management access via the console port, web browser, or Telnet.

* RADIUS and TACACS+ logon authentication assign a specific privilege level for
each user name/password pair. The user name, password, and privilege level
must be configured on the authentication server.

* You can specify up to three authentication methods for any user to indicate the
authentication sequence. For example, if you select (1) RADIUS, (2) TACACS
and (3) Local, the user name and password on the RADIUS server is verified first.
If the RADIUS server is not available, then authentication is attempted using the
TACACS+ server, and finally the local user name and password is checked.

Command Attributes

* Authentication — Select the authentication, or authentication sequence
required:

- Local — User authentication is performed only locally by the switch.

- Radius — User authentication is performed using a RADIUS server only.

- TACACS — User authentication is performed using a TACACS+ server only.

- [authentication sequence] — User authentication is performed by up to three
authentication methods in the indicated sequence.

* RADIUS Settings

- Global — Provides globally applicable RADIUS settings.

- Serverindex — Specifies one of five RADIUS servers that may be configured.
The switch attempts authentication using the listed sequence of servers. The
process ends when a server either approves or denies access to a user.

- Server Port Number — Network (UDP) port of authentication server used for
authentication messages. (Range: 1-65535; Default: 1812)

- Secret Text String — Encryption key used to authenticate logon access for
client. Do not use blank spaces in the string. (Maximum length: 20 characters)

- Number of Server Transmits — Number of times the switch tries to authenticate
logon access via the authentication server. (Range: 1-30; Default: 2)
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- Timeout for a reply — The number of seconds the switch waits for a reply from
the RADIUS server before it resends the request. (Range: 1-65535; Default: 5)

* TACACS Settings

- Server IP Address — Address of the TACACS+ server. (Default: 10.11.12.13)

- Server Port Number — Network (TCP) port of TACACS+ server used for
authentication messages. (Range: 1-65535; Default: 49)

- Secret Text String — Encryption key used to authenticate logon access for
client. Do not use blank spaces in the string. (Maximum length: 20 characters)
Note: The local switch user database has to be set up by manually entering user
names and passwords using the CLI. (See “username” on page 4-25.)

Web — Click Security, Authentication Settings. To configure local or remote
authentication preferences, specify the authentication sequence (i.e., one to three
methods), fill in the parameters for RADIUS or TACACS+ authentication if
selected, and click Apply.

Authentication Settings

Anthentication |Local |

EADIUS Sertings:
@ Glebal | Serverlndes &1 ©2 ©32 ©C4 5
Server Port Mumber (1-63333) |1Ei1 2

Secret Text String |

.Nmnber of Server Transmmdts (1-30) |27

Timeont for a reply (1-65535) Iﬁi (sec)
TACACS Settngs:

Server TP Address ]1Dl1.12.13

Server Port Wumber (1-65533) |43

Secret Text String [

Figure 3-25 Authentication Settings

CLI — Specify all the required parameters to enable logon authentication.
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Consoleiconfig)#authentication login radius
Consoleiconfig)#radius-server 1 host 122.1&65.1.25
Consolei{config)#radius-server port 181
Console{config)#radius-server kev gresan
Consoleiconfig)#radius-server refLranamit &
Console{config#radius-server timecut 10
Consoleiconfig) #end

Console#show radius-=sarver

P Y S
]

w] ] Ty Oy Oy Oy

[ R VOR VORI

[=%
I
|
=i

Femote RADIUS server configuration:

Glokal settings:
Communication key with EADIUS zarvelr: #*%#%%

Server port number: 181
Retranamit timesz: LY
Regquest timeout: 14
Server 1:

Server IP address: 192.168.1.25
Communication key with RADIUS =
Server port mumber: 1812
Retransmit times=: 2

Request timeout: 5

SrvVer: *FEk

Consola#

Configuring HTTPS

You can configure the switch to enable the Secure Hypertext Transfer Protocol
(HTTPS) over the Secure Socket Layer (SSL), providing secure access (i.e., an
encrypted connection) to the switch’s web interface.

Command Usage

» Both the HTTP and HTTPS service can be enabled independently on the switch.
However, you cannot configure both services to use the same UDP port.

* If you enable HTTPS, you must indicate this in the URL that you specify in your
browser: https://device[:port_number]

* When you start HTTPS, the connection is established in this way:

- The client authenticates the server using the server’s digital certificate.

- The client and server negotiate a set of security protocols to use for the
connection.

- The client and server generate session keys for encrypting and decrypting data.
* The client and server establish a secure encrypted connection.

A padlock icon should appear in the status bar for Internet Explorer 5.x or above
and Netscape Navigator 4.x or above.

* The following web browsers and operating systems currently support HTTPS:
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Table 3-4. Compatible Operating Systems

Web Browser Operating System

Internet Explorer 5.0 or later Windows 98, Windows NT (with service pack 8a),
Windows 2000, Windows XP

Metscape Mavigator 4.76 or later Windows 98, Windows NT (with service pack 6a),
Windows 2000, Windows XP, Solans 2.6

* To specify a secure-site certificate, see “Replacing the Default Secure-site
Certificate” on page 3-37.

Command Attributes

* HTTPS Status — Allows you to enable/disable the HTTPS server feature on the
switch. (Default: Enabled)

* Change HTTPS Port Number — Specifies the UDP port number used for
HTTPS/ SSL connection to the switch’s web interface. (Default: Port 443)

Web — Click Security, HTTPS Settings. Enable HTTPS and specify the port
number, then click Apply.

HTTPS Settings

HTTPS Stahas W Enabled
Change HITTE Port Mumber [1-65535) |443

Figure 3-26. HTTPS Settings

CLI — This example enables the HTTP secure server and modifies the port
number.
Conscle(configl#ip http secure-servar 4-

Conscle(configi#ip http secure-port 441 4-
Conscle (config)#

bt b
[ =]

Replacing the Default Secure-site Certificate

When you log onto the web interface using HTTPS (for secure access), a Secure
Sockets Layer (SSL) certificate appears for the switch. By default, the certificate
that Netscape and Internet Explorer display will be associated with a warning that
the site is not recognized as a secure site. This is because the certificate has not
been signed by an approved certification authority. If you want this warning to be
replaced by a message confirming that the connection to the switch is secure, you
must obtain a unique certificate and a private key and password from a
recognized certification authority.

Caution: For maximum security, we recommend you obtain a unique Secure
Sockets Layer certificate at the earliest opportunity. This is because the default
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certificate for the switch is not unique to the hardware you have purchased.

When you have obtained these, place them on your TFTP server, and use the
following command at the switch's command-line interface to replace the default
(unrecognized) certificate with an authorized one:

Consolagcopy tftp https-certificate 4-£0
TFTD zarver ip address: <gserver ip-addrass:

Source certificate file name: «certificate file name:

Source private file name: «private key £ils names

Private password: <password for private keys:

Note: The switch must be reset for the new certificate to be activated. To reset the
switch, type: Console#reload

Configuring the Secure Shell

The Berkley-standard includes remote access tools originally designed for Unix
systems. Some of these tools have also been implemented for Microsoft Windows
and other environments. These tools, including commands such as rlogin (remote
login), rsh (remote shell), and rcp (remote copy), are not secure from hostile
attacks.

The Secure Shell (SSH) includes server/client applications intended as a secure
replacement for the older Berkley remote access tools. SSH can also provide
remote management access to this switch as a secure replacement for Telnet.
When the client contacts the switch via the SSH protocol, the switch generates a
public-key that the client uses along with a local user name and password for
access authentication. SSH also encrypts all data transfers passing between the
switch and SSH-enabled management station clients, and ensures that data
traveling over the network arrives unaltered.

Note that you need to install an SSH client on the management station to access
the switch for management via the SSH protocol.

Note: The switch supports both SSH Version 1.5 and 2.0.

Command Usage

The SSH server on this switch supports both password and public key
authentication. If password authentication is specified by the SSH client, then the
password can be authenticated either locally or via a RADIUS or TACACS+
remote authentication server, as specified on the Authentication Settings page
(page 3-33). If public key authentication is specified by the client, then you must
configure authentication keys on both the client and the switch as described in the
following section. Note that regardless of whether you use public key or password
authentication, you still have to generate authentication keys on the switch (SSH
Host Key Settings) and enable the SSH server (Authentication Settings).

To use the SSH server, complete these steps:
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1. Generate a Host Key Pair — On the SSH Host Key Settings page, create a host
public/private key pair.

2. Provide Host Public Key to Clients — Many SSH client programs automatically
import the host public key during the initial connection setup with the switch.
Otherwise, you need to manually create a known hosts file on the management
station and place the host public key in it. An entry for a public key in the known
hosts file would appear similar to the following example:

10.1.0.54102435156849954018676692593339467750546173253136748908365
4725415020245593199868544358361651999923329781766065830956
1082591321289023376546801726272571413428762941301196195566782
5956641048695742788814620651941746772984865468615717739390164779
3559423035774130980227370877945452408397175264635805817671670957
4804776117

3. Import Client’s Public Key to the Switch — Use the copy tftp public-key
command (page 4-60) to copy a file containing the public key for all the SSH
client’s granted management access to the switch. (Note that these clients
must be configured locally on the switch via the User Accounts page as
described on page 3-31.) The clients are subsequently authenticated using
these keys. The current firmware only accepts public key files based on
standard UNIX format as shown in the following example:

1024351341081685609893921040944920155425347631641921872958921143
1738800555361616310517759408386863110929123222682851925437460310
0937187721199696317813662774141689851320491172048303392543241016
3799759237144901193800609025394840848271781943722884025331159521
348610229029789827213532671 31629432532818915045306393916643
steve@192.168.1.19

4. Set the Optional Parameters — On the SSH Settings page, configure the
optional parameters, including the authentication timeout, the number of retries,
and the server key size.

5. Enable SSH Service — On the SSH Settings page, enable the SSH server on
the switch.

6. Challenge-Response Authentication — When an SSH client attempts to contact
the switch, the SSH server uses the host key pair to negotiate a session key
and encryption method. Only clients that have a private key corresponding to
the public keys stored on the switch can access. The following exchanges take
place during this process:

a. The client sends its public key to the switch.

b. The switch compares the client's public key to those stored in memory.

c. If a match is found, the switch uses the public key to encrypt a random
sequence of bytes, and sends this string to the client.
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d. The client uses its private key to decrypt the bytes, and sends the

decrypted bytes back to the switch.

e. The switch compares the decrypted bytes to the original bytes it sent. If the
two sets match, this means that the client's private key corresponds to an
authorized public key, and the client is authenticated.

Notes: 1. To use SSH with only password authentication, the host public key
must still be given to the client, either during initial connection or manually entered
into the known host file. However, you do not need to configure the client’s keys.
2. The SSH server supports up to four client sessions. The maximum number

of client sessions includes both current Telnet sessions and SSH sessions.

Generating the Host Key Pair

A host public/private key pair is used to provide secure communications between
an SSH client and the switch. After generating this key pair, you must provide the
host public key to SSH clients and import the client’s public key to the switch as
described in the proceeding section (Command Usage).

Field Attributes

* Public-Key of Host-Key — The public key for the host.

- RSA: The first field indicates the size of the host key (e.g., 1024), the second
field is the encoded public exponent (e.g., 65537), and the last string is the
encoded modulus.

- DSA: The first field indicates that the encryption method used by SSH is based
on the Digital Signature Standard (DSS). The last string is the encoded modulus.
* Host-Key Type — The key type used to generate the host key pair (i.e., public
and private keys). (Range: RSA, DSA, Both: Default: RSA)

The SSH server uses RSA or DSA for key exchange when the client first
establishes a connection with the switch, and then negotiates with the client to
select either DES (56-bit) or 3DES (168-bit) for data encryption.

» Save Host-Key from Memory to Flash — Saves the host key from RAM (i.e.,
volatile memory to flash memory. Otherwise, the host key pair is stored to RAM by
default. Note that you must select this item prior to generating the host-key pair.

» Generate — This button is used to generate the host key pair. Note that you must
first generate the host key pair before you can enable the SSH server on the SSH
Server Settings page.

Web — Click Security, SSH, Host-Key Settings. Select the host-key type from the
drop-down box, select the option to save the host key from memory to flash (if
required) prior to generating the key, and then click Generate.
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S53H Host-Key Settings

Pulilic-Key of Host.Key

|RSA

e

[DsAL

|Hozt-Key Type Both =

W Save Hostay o Memory 1o Flash

Ganerata Claar

Figure 3-27. SSH Host-Key Settings

CLI — This example generates a host-key pair using both the RSA and DSA
algorithms, stores the keys to flash memory, and then displays the host’s public
keys.

Conecle#ip ssh crypto host-key generate 4-34
Conecle#ip ssh save host-key 4-34
Conecle#show public-key host 4-34
Host:
RER:

1024 55537 1272805225440264021313365145451311896790R10923500760286R300E6761
2240969094744 8320102R248 780605097 7592168322225R8456R223087 791545647900 73956314033
BED2RTA310510RTEE21 22430820 70EE8R548RTE092T260293T866080235684142327R812127
E03259]1968369T705343933643844522333518825871 73896804511 7292005108135159642025
1905321043285 790457548091

DiEk:

ssh-dss RARARINzaClkcaMEARCRANEzwIgCgDE3I 69 Y VEIME]l1 =HLOECE /EechlasfEth Iwm]
hLY400 gl 2pcEQUgC EY Ium 0¥ 2uclka+ Py 91 a8 f2qobUZEI ICukge v 09X Tes T EcOhxfzkR]
FviDa+ 20r Iz eUE+ EvFOgvlDPadlnix¥TVo+ hhvArlea2rpnOe Dk ZARARFOCN Zn,/ x 1 TAwpWE RV
LonEWwdQk+ 6 0RRATEApE kEeBEER hwagHAgUDCYEL 1TmrmE 1 JgEwl SOgRPUMECAKC Cruzxak 07
ArnI Z2yvpMx+ SxERUAMGgES + OvwealocWgHaFY 51 1c2 1IDCHEueeLvk ZzVE+RS+a=TEI L/ z2rJh 8GLG
Hga7EREEvRExFvmeG In/ Q7 IphPay 2o MERLFDEmIELARCATARECES 1 awP 20 PgXTVGoELzVDECST
ETMFy 3 it vy QROVEyE TME c2 1MeggPRUCY XD wIBpENEgi 1095 27 VgbmEmz2 8mWc Ba / /£ 8 TUAG
BHWEVe WohgmshQdotVeDEle+KENTE] OuTwW i j oKy tdndMdoTHgrEl /DMAAf jnteBMEZs=

Coneclag

Configuring the SSH Server

The SSH server includes basic settings for authentication.

Field Attributes

* SSH Server Status — Allows you to enable/disable the SSH server on the switch.
(Default: Disabled)

» Version — The Secure Shell version number. Version 2.0 is displayed, but the
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switch supports management access via either SSH Version 1.5 or 2.0 clients.

* SSH Authentication Timeout — Specifies the time interval in seconds that the
SSH server waits for a response from a client during an authentication attempt.
(Range: 1-120 seconds; Default: 120 seconds)

» SSH Authentication Retries — Specifies the number of authentication attempts
that a client is allowed before authentication fails and the client has to restart the
authentication process. (Range: 1-5 times; Default: 3)

» SSH Server-Key Size — Specifies the SSH server key size. (Range: 512-896
bits)

- The server key is a private key that is never shared outside the switch.

- The host key is shared with the SSH client, and is fixed at 1024 bits.

Web — Click Security, SSH, Settings. Enable SSH and adjust the authentication
parameters as required, then click Apply. Note that you must first generate the
host key pair on the SSH Host-Key Settings page before you can enable the SSH
server.

SSH Server Settings

SSH Server Status ™ Enabled
|Uersic+ﬂ |2. 0
ooH Authentication Timeout (1-120) |'l 20 seconds

e Authentication Eetnies (1-3) |3

SSH Server-Key Size (512-8%6)  ||768

Figure 3-28. SSH Server Settings
CLI — This example enables SSH, sets the authentication parameters, and

displays the current configuration. It shows that the administrator has made a
connection via SHH, and then disables this connection.
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Conacle (configi#ip ssh server 4-34
Conecleiconfigi#lip ssh timsout 100 4-35
Conacle (configi#ip ssh authenticaticon-retries & 4-38
Conecle (config)#ip ssh server-key =size 12 4-36

Conacle (config) #end

Coneclegshow ip =sh 4-
EEH Enabled - wersicon 2.0

Hegotiation timeocut: 120 =ecs; Authenticatlon retries: &

Eervar key size: 512 bits

s
L& ]

Conaclefshow s=h 4-35
Connection Version State Username Encryvpticn
o] 2.0 Sessicn-Started admin cbos assl2B-cho-hmac-mads
ztoc assliE-cho-hmac-mds
Conaclef#disconnect 0O 4-17
Conaclak

Configuring Port Security

Port security is a feature that allows you to configure a switch port with one or
more device MAC addresses that are authorized to access the network through
that port. When port security is enabled on a port, the switch stops learning new
MAC addresses on the specified port. Only incoming traffic with source addresses
already stored in the dynamic or static address table will be accepted as
authorized to access the network through that port. If a device with an
unauthorized MAC address attempts to use the switch port, the intrusion will be
detected and the switch can automatically take action by disabling the port and
sending a trap message.

To use port security, first allow the switch to dynamically learn the <source MAC
address, VLAN> pair for frames received on a port for an initial training period,
and then enable port security to stop address learning. Be sure you enable the
learning function long enough to ensure that all valid VLAN members have been
registered on the selected port. Note that you can also restrict the maximum
number of addresses that can be learned by a port.

To add new VLAN members at a later time, you can manually add secure
addresses with the Static Address Table (page 3-86), or turn off port security to
reenable the learning function long enough for new VLAN members to be
registered. Learning may then be disabled again, if desired, for security.
Command Usage

* A secure port has the following restrictions:

- Cannot use port monitoring.

- Cannot be a multi-VLAN port.

- It cannot be used as a member of a static or dynamic trunk.

- It should not be connected to a network interconnection device.

* The default maximum number of MAC addresses allowed on a secure port is
zero. You must configure a maximum address count from 1 - 1024 for the port to
allow access.
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* If a port is disabled (shut down) due to a security violation, it must be manually
re-enabled from the Port/Port Configuration page (page 3-64).

Command Attributes

* Port — Port number.

* Name — Descriptive text (page 4-137).

» Action — Indicates the action to be taken when a port security violation is
detected:

- None: No action should be taken. (This is the default.)

- Trap: Send an SNMP trap message.

- Shutdown: Disable the port.

- Trap and Shutdown: Send an SNMP trap message and disable the port.

» Security Status — Enables or disables port security on the port. (Default:
Disabled)

* Max MAC Count — The maximum number of MAC addresses that can be
learned on a port. (Range: 0 - 1024)

* Trunk — Trunk number if port is a member (page 3-69 and 3-70).

Web — Click Security, Port Security. Mark the checkbox in the Status column to
enable security for a port, set the maximum number of MAC addresses allowed
on a port, and click Apply.

Configuration: Bl
:Pnrt IName Action Security Status |I'rlax MAC Count {1-1024) | Trunk J
1 [None =l| Enatled | o
2 [ one =|| T Enabled | |U—
_' 3 | None j| ™ Enabled [ I[l—
4 [Mene =l Enabled | o
: E |Trap and Shutdown *||  [F Enabled | IT
6 | [None S| Menabies | o =

Figure 3-28. Configuring Port Security

CLI — This example selects the target port, sets the port security action to send a
trap and disable the port and sets the maximum MAC addresses allowed on the
port, and then enables port security for the port.

onsole (config) $interface ethernet 1/5

onsole (config—if) #port security action trap-and-shutdown
onsole (config-if) #port security max-mac-ccount 20

cngole (config-1if) #port security

cngole (config-if)#

b,
|
|
a

[ A A ]
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Configuring 802.1x Port Authentication

Network switches can provide open and easy access to network resources by
simply attaching a client PC. Although this automatic configuration and access is
a desirable feature, it also allows unauthorized personnel to easily intrude and
possibly gain access to sensitive network data.

The IEEE 802.1x (dotlx) standard defines a port-based access control procedure
that prevents unauthorized access to a network by requiring users to first submit
credentials for authentication. Access to all switch ports in a network can be
centrally controlled from a server, which means that authorized users can use the
same credentials for authentication from any point within the network.

This switch uses the Extensible Authentication Protocol over LANs (EAPOL) to
exchange authentication protocol messages with the client, and a remote
RADIUS authentication server to verify user identity and access rights. When a
client (i.e., Supplicant) connects to a switch port, the switch (i.e., Authenticator)
responds with an EAPOL identity request. The client provides its identity (such as
a user name) in an EAPOL response to the switch, which it forwards to the
RADIUS server. The RADIUS server verifies the client identity and sends an
access challenge back to the client. The EAP packet from the RADIUS server
contains not only the challenge, but the authentication method to be used. The
client can reject the authentication method and request another, depending on the
configuration of the client software and the RADIUS server. The authentication
method must be MD5. The client responds to the appropriate method with its
credentials, such as a password or certificate. The RADIUS server verifies the
client credentials and responds with an accept or reject packet. If authentication is
successful, the switch allows the client to access the network. Otherwise, network
access is denied and the port remains blocked.

‘; ==
BO2.1x

dient \ \

1. Chanl allampls o access a swilch port.
— 2. Swilch sands cliant an idanlity requast.
RADIUS 3. Chant sands back idanlily infarmatiaon.
SENVET 4. Switch forwards this to authentication sarver,
5. Authantication sarar challangas cliant
G. Clianl responds with propar credenfiials.
T. Authanticalion sarvar approvas accass.
B. Bwilch granks chant access o this port.

The operation of 802.1x on the switch requires the following:

» The switch must have an IP address assigned.

* RADIUS authentication must be enabled on the switch and the IP address of the
RADIUS server specified.

» Each switch port that will be used must be set to dotlx “Auto” mode.
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» Each client that needs to be authenticated must have dotlx client software
installed and properly configured.

» The RADIUS server and 802.1x client support EAP. (The switch only supports
EAPOL in order to pass the EAP packets from the server to the client.)

» The RADIUS server and client also have to support the same EAP
authentication type — MD5. (Some clients have native support in Windows,
otherwise the dotlx client must support it.)

Displaying 802.1x Global Setting

The 802.1x protocol must be enabled globally for the switch system before port
settings are active.

Command Attributes

» 802.1x System Authentication Control — The global setting for 802.1x.
Web —click Security, 802.1X,Information.

802.1X Information

202 1 System Authent cation Confrol Disabled

Figure 3-30. 802.1x Information

CLI — This example shows the default global setting for 802.1x.

Consolaffehow dotlx 4-118
3lekal 202.1¥ Paramsters
gyvetem-auth-control: enable

202 .1¥ Port Summary

Port Hame Statua Operation Mode Mode Authorized
1/1 digablad Zingle-Hoat Forceluthorizad nfa

1/2 digablad Single-Hoat ForcelButhorized nfa
802 .1X Port Detaile

202.1X ig disabled on port 1/1
202.1X iz disgabled on port 26

Consocleaf

Configuring 802.1x Global Settings
The 802.1x protocol provides client authentication. The 802.1X protocol must be
enabled globally for the switch system before port settings are active.

Command Attributes

» 802.1x System Authentication Control — Sets the global setting for 802.1x.
(Default: Disabled)

Web — Select Security, 802.1x, Configuration. Enabled 802.1x globally for the
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switch.and click Apply.

802.1X Configuration

H02 1K Systen Authenbcation Controd| I Enabled

Figure 3-31. 802.1x Configuration

CLI — This example enables 802.1x globally for the switch.

Console (config) #dotlx svetem-auth-control 4-109
Conacle (config) #

Configuring Port Settings for 802.1x

When 802.1x is enabled, you need to configure the parameters for the
authentication process that runs between the client and the switch (i.e.,
authenticator), as well as the client identity lookup process that runs between the
switch and authentication server. These parameters are described in this section.

Command Attributes

* Port — Port number.

» Status — Indicates if authentication is enabled or disabled on the port. (Default:
Disabled)

* Operation Mode — Allows single or multiple hosts (clients) to connect to an
802.1X-authorized port. (Options: Single-Host, Multi-Host; Default: Single-Host)

* Max Count — The maximum number of hosts that can connect to a port when
the Multi-Host operation mode is selected. (Range: 1-20; Default: 5)

* Mode — Sets the authentication mode to one of the following options:

- Auto — Requires a dotlx-aware client to be authorized by the authentication
server. Clients that are not dot1x-aware will be denied access.

- Force-Authorized — Forces the port to grant access to all clients, either
dotlx-aware or otherwise. (This is the default setting.)

- Force-Unauthorized — Forces the port to deny access to all clients, either
dotlx-aware or otherwise.

* Re-authen — Sets the client to be re-authenticated after the interval specified by
the Re-authentication Period. Re-authentication can be used to detect if a new
device is plugged into a switch port. (Default: Disabled)

» Max-Req — Sets the maximum number of times the switch port will retransmit an
EAP request packet to the client before it times out the authentication session.
(Range: 1-10; Default 2)

* Quiet Period — Sets the time that a switch port waits after the Max Request
Count has been exceeded before attempting to acquire a new client. (Range:
1-65535 seconds; Default: 60 seconds)

* Re-authen Period — Sets the time period after which a connected client must be
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re-authenticated. (Range: 1-65535; Default: 30 seconds)

* Tx Period — Sets the time period during an authentication session that the
switch waits before re-transmitting an EAP packet. (Range: 1-65535; Default: 30
seconds)

* Authorized —

- Yes — Connected client is authorized.

- No — Connected client is not authorized.

- Blank — Displays nothing when dotlx is disabled on a port.

» Supplicant — Indicates the MAC address of a connected client.

» Trunk — Indicates if the port is configured as a trunk port.

Web — Click Security, 802.1x, Port Configuration. Modify the parameters required,
and click Apply.

802.1X Part Configuration T
Fart Status | Operation Mode -‘[kl ';g::l'l Mudy Peanshos Blac Reyg Fmt:::.:l HE:::::“ Tx Merkod Authorlced Suppllicant Tounk
1 |Dicshlad) [SraleHze =] | [Forca-temonzed =] [ Esable B [&n [7an [ - W00 B0 B A
2 |Dissbled| [Sngletiom =] | [Focertutipices =] T Enane o s [wan [z 09-00-00-00- 00-00
3 |Iisabled) [Sngletoz =] | [Forcesumonzed =] I Enasle B [50 (EE] ] D03-00-00-00- 00-00
4 |igsbled [Sngle-Ho =] | [Forcatamonzed =] ™ Eantls 2 [ [1Eam [ 0000 D0-00- 0000
4 |Bissbled| [Sngletiosi =] | [Forcepunioiced =] F Esaiie £ [5e =T ) D00 000 D00 .
& [Dissbled [SraleHos =] [ [Forceationized =] I Eeable |2 [i [Em [ D10 [0-0- 0001
7 |Dissblad| [Engletee =] | [Forcetemenzed =]  Esaie [eo [z=a0 E2 0000000 D0
3 |Dissbleg [Sngletios =] | [Fomertumonized =]  Enane B [se (=T [ D000 E 0 (-0
3 |eshlad [Sngletdnzd =] | [Farce-tomionzed =] T Enable [ [#Em [@ 0-00- E0-00- [0-00
10 |Dissbind| [Snglesioe =] | [Forcatamonzea =] T Eaatts 2 [0 T 00-00-00-00-00-010
11 |Digsbieg| [Sngierios =] | [Foncerrumies =] ™ enane 2 [b [0 E 0000 -0 - D01
Miashled| [SngleHes =] | [Forepumonted =] ™ Enabla F [in [wan ) OO0 D000 000 =

Figure 3-32. 802.1x Port Configuration
CLI — This example sets the 802.1x parameters on port 2. For a description of the

additional fields displayed in this example, see “show dotlx” on page
4-115.
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Console#show dotlx

80Z2.1X Port Zummary

Fort Hams Status
1/1 dizakblad
1/2 anabled
1/2a digablad

202.1X Port Details

2arvar-timacut: 10
raauth-max: 2

max-reqg: g
2tatus

operation mode

Max count
Fort-control
supplicant

urrent Idantifisr

Authenticator state
2tate
Eeauth Count

2tate
Request Count
Identifier (Server)

2tate

Console#

supplicant-timeout :

Console (configi#interface atharnst 1/2
Console (config-if) #dotlx
Console (config-if) #dotlx
Consoleiconfig-if) #dotlx max-reg S
Console (config-if) #dotlx
Console (config-if) #dotlx
Console (config-1if) #dotix
Console(config-if) #exit
Console (configy#axit

3lckal 802.1X Paramsters
gystam-auth-control: enable

Cpaeraticon Mode
Single-Host
Singla-Host

Single-Host

802.1%X is disabled on port 1/1

802.1X is enabled on port 172
raauth-snakbled: Enakble

reauth-pericd: 1800
quiet-pariod: £l
Lx-paricd: 40

3a

Tnauthorized
Single-Host

5

Buto
00-00-00-00-00-040
[}

Machine
Initializs
[}

Backend State Machine

Initializa
[}
o

Eeauthentication state Machine

Initializs

802.1Y ieg disabled on port 1/2&

port-control auto
re-authentication

Cimacut gquiet-peariod 20
Cimecut re-authpericd 1800
Cimecut tx-pericd 40

Mods
Forcemruthorized
auto

Forcemruthorized

i

o obo oy o] Oy

[L Y R S R A Y
i
w] o w] ] ] w] b

i
L]
=]

AEuthorized
yas
n/a

n/a

Displaying 802.1x Statistics
This switch can display statistics for dotlx protocol exchanges for any port.

Statistical Values
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Table 3-5. 802.1x Statistics

Parameter

Description

Rx EAPOL Start

The number of EAPOL Start frames that have been received by this
Authenticator.

Rx EAPOL Logoff

The number of EAPOL Logoff frames that have been received by this
Authenticator.

Rx EAPOL Invalid

The number of EAPOL frames that have been received by this
Authenticator in which the frame type is not recognized.

Rx EAPOL Total

The number of valid EAPOL frames of any type that have been received
by this Authenticator.

Rx EAP Resp/ld

The number of EAP Resp/ld frames that have been received by this
Authenticator.

Rx EAP Resp/Oth

The number of valid EAP Response frames (other than Resp/ld frames)
that have been received by this Authenticatar.

Rx EAP LenError

The number of EAPOL frames that have been received by this
Authenticator in which the Packet Body Length field is invalid.

Rx Last EAPOLVer

The protocol version number carried in the most recently received EAPOL
frame.

Rx Last EAPOLSrc

The source MAC address carried in the mast recently received EAPOL
frame.

Tx EAPOL Total The number of EAPOL frames of any type that have been transmitted by
this Authenticator.

Tx EAP Req/ld The number of EAP Reg/ld frames that have been transmitted by this
Authenticator.

Tx EAP Req/Oth The number of EAP Request frames (other than Rg/ld frames) that have

been transmitted by this Authenticator

Web — Select Security, 802.1x, Statistics. Select the required port and then click
Query. Click Refresh to update the statistics.
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802.1X Statistics

EF'I]I'T[4 il |

Dumyl
Rx EXPCOL Start | 0|Rx EAP LerEmor | 0
Fx EAPOL Logoff | 0/Rx Last EAPOLVer| 0
Rx EAPOL Invalid 0Rx Last EAPOLSrc| 00-00-00-00-00-00
iHrE__.E_nF_'DLTMQI DiTx EAPOL Total | 1
Rz EAP Respdd

[Rx EAP Resp/Oth

Fefrash

OTx EAP Reg/d | 0
0[Tx EAP Reg/Oth | i

Figure 3-33. Displaying 802.1x Port Statistics

CLI — This example displays the 802.1x statistics for port 4.

Consolefshow dotlx statistice interfacs sthernet 174 4-80
Eth 1/4
Rx: EXFOL EARFOL EAPCL EAFOL EAFP EAF ERF
start Logoff Invalid Total Resp,/Id Eeap/0Lh LenError
z o a 1007 572 o o
Last Last
ERFPOLVEY ERPOLETC
1 Q0-00-E&-98-73-21
Tx: ERPOL ELP EARF
Total Reg/Id Reg/oth
2017 14005 o
Consoled

Filtering Addresses for Management Access

The switch allows you to create a web browser list of up to 16 IP addresses or IP
address groups that are allowed access to the switch through the web interface,

SNMP, or Telnet.
Command Usage

* The management interfaces are open to all IP addresses by default. Once you

add an entry to a filter list, access to that interface is restricted to the specified

addresses.

* If anyone tries to access a management interface on the switch from an invalid
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address, the switch will reject the connection, enter an event message in
thesystem log, and send a trap message to the trap manager.

* IP address can be configured for SNMP, web and Telnet access respectively.
Each of these groups can include up to five different sets of addresses, either
individual addresses or address ranges.

* When entering addresses for the same group (i.e., SNMP, web or Telnet), the
switch will not accept overlapping address ranges. When entering addresses for
different groups, the switch will accept overlapping address ranges.

* You cannot delete an individual address from a specified range. You must delete
the entire range, and reenter the addresses.

* You can delete an address range just by specifying the start address, or by
specifying both the start address and end address.

Command Attributes

* Web IP Filter —Configures IP address(es) for the web group.

* SNMP IP Filter —Configures IP address(es) for the SNMP group

 Telnet IP Fliter — Configures IP address(es) for the Telnet group.

* IP Filter List —IP address which are allowed management access to this
interface.

« Start IP Address —A single IP address, or the starting address of a range.

* End IP Address — The end address of a range.

» Add/Remove Web IP Filtering Entry — Adds/removes an IP address from the
list.

Web — Click Security, IP Filter. Enter the start and end IP addresses, and click
Add Web IP Filtering Entry to update the filter list.
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IP Filter

Weh IP Filter

(none)

Wiel P Filter
List

Start [P I
Address

iEnd IPﬁu:Il:Iressil

Add Web IP Filtenng Entry | Femove Web IP Filtering Entry

Figure 3-34 Creating a Web IP Filter List

CLI — This example allows SNMP access for a specific client.

Conaole{config) fmanagement snmp-client 10.1.2.3 4-39
Conaole {(config) fend

Conscleffshow management all-client

Management IPF Filter

HTTP-Zlient:

Start IP address End IFP address

1. 190.1.2.1 10.1.2.254

SHMP-Client:
Start IF address End IP address

TELMET-Client:
Start IP addressz End IP address

Conaolaf
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Access Control Lists

Access Control Lists (ACL) provide packet filtering for IP frames (based on
address, protocol, Layer 4 protocol port number or TCP control code) or any
frames (based on MAC address or Ethernet type). To filter incoming packets, first
create an access list, add the required rules, specify a mask to modify the
precedence in which the rules are checked, and then bind the list to a specific
port.

Configuring Access Control Lists

An ACL is a sequential list of permit or deny conditions that apply to IP addresses,
MAC addresses, or other more specific criteria. This switch tests ingress or
egress packets against the conditions in an ACL one by one. A packet will be
accepted as soon as it matches a permit rule, or dropped as soon as it matches a
deny rule. If no rules match for a list of all permit rules, the packet is dropped; and
if no rules match for a list of all deny rules, the packet is accepted.

Command Usage

The following restrictions apply to ACLs:

» Each ACL can have up to 32 rules.

» The maximum number of ACLs is 88.

* However, due to resource restrictions, the average number of rules bound to the
ports should not exceed 20.

* This switch supports ACLs for ingress filtering only. However, you can only bind
one IP ACL to any port and one MAC ACL globally for ingress filtering. In other
words, only two ACLs can be bound to an interface - Ingress IP ACL and Ingress
MAC ACL.

The order in which active ACLs are checked is as follows:

1. User-defined rules in the Ingress MAC ACL for ingress ports.

2. User-defined rules in the Ingress IP ACL for ingress ports.

3. Explicit default rule (permit any any) in the ingress IP ACL for ingress ports.

4. Explicit default rule (permit any any) in the ingress MAC ACL for ingress ports.
5. If no explicit rule is matched, the implicit default is permit all.

Setting the ACL Name and Type

Use the ACL Configuration page to designate the name and type of an ACL.
Command Attributes

* Name — Name of the ACL. (Maximum length: 16 characters)

» Type — There are three filtering modes:

- Standard: IP ACL mode that filters packets based on the source IP address.

- Extended: IP ACL mode that filters packets based on source or destination IP
address, as well as protocol type and protocol port number. If the “TCP” protocol
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is specified, then you can also filter packets based on the TCP control code.
- MAC: MAC ACL mode that filters packets based on the source or destination
MAC address and the Ethernet frame type (RFC 1060).

Web — Click Security, ACL, Configuration. Enter an ACL name in the Name field,
select the list type (IP Standard, IP Extended, or MAC), and click Add to open the
configuration page for the new list.

ACL Configuration

Type Hame Remowve Edit

MName W

Add

Figure 3-35. Selecting ACL Type

CLI — This example creates a standard IP ACL named david.

5]
]

Console (configl#access-list ip standard david 4-85
Console(config-std-acl) #

Configuring a Standard IP ACL

Command Attributes

» Action — An ACL can contain all permit rules or all deny rules.

* Address Type — Specifies the source IP address. Use “Any” to include all
possible addresses, “Host” to specify a specific host address in the Address field,
or “IP” to specify a range of addresses with the Address and SubMask fields.
(Options: Any, Host, IP; Default: Any)

* IP Address — Source IP address.

» Subnet Mask — A subnet mask containing four integers from 0 to 255, each
separated by a period. The mask uses 1 bits to indicate “match” and O bits to
indicate “ignore.” The mask is bitwise ANDed with the specified source IP address,
and compared with the address for each IP packet entering the port(s) to which
this ACL has been assigned.

Web — Specify the action (i.e., Permit or Deny). Select the address type (Any,

Host, or IP). If you select “Host,” enter a specific address. If you select “IP,” enter
a subnet address and the mask for an address range. Then click Add.
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Standard ACL

Name: david
Action [P Add.ress| Subnet Mask = Remove

Perrmt (10.1.1.21 |255.255.255.255 Remove |

-ﬁmti@n Parmit '|
Address T].rpeé P =

IP Address [166.92.16.0
Subnet Mask [255.255.240.0

_Ad |

Figure 3-36. Configuring Standard ACLs

CLI — This example configures one permit rule for the specific address 10.1.1.21
and another rule for the address range 168.92.16.x — 168.92.31.x using a
bitmask.

Conaole (config-atd-acl)#permit host 10.1.1.21 4-B5
Conzole (config-atd-acli#parmit 168.922.15.0 Z5E.2E85.240.0
Conzole (config-atd-acl)#

Configuring an Extended IP ACL

Command Attributes

» Action — An ACL can contain either all permit rules or all deny rules.

» Source/Destination Address Type — Specifies the source or destination IP
address. Use “Any” to include all possible addresses, “Host” to specify a specific
host address in the Address field, or “IP” to specify a range of addresses with the
Address and SubMask fields. (Options: Any, Host, IP; Default: Any)

» Source/Destination Address — Source or destination IP address.

» Source/Destination Subnet Mask — Subnet mask for source or destination
address. (See the description for Subnet Mask on page 3-80.)

» Service Type — Packet priority settings based on the following criteria:

- Precedence — IP precedence level. (Range: 0-8)

- TOS — Type of Service level. (Range: 0-16)

- DSCP — DSCP priority level. (Range: 0-63)

* Protocol — Specifies the protocol type to match as TCP, UDP or Others, where
others indicates a specific protocol number (0-255). (Options: TCP, UDP, Others;
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Default: TCP)
» Source/Destination Port — Source/destination port number for the specified
protocol type. (Range: 0-65535)
» Control Code — Decimal number (representing a bit string) that specifies flag
bits in byte 14 of the TCP header. (Range: 0-63)
» Control Code Bitmask — Decimal number representing the code bits to match.
The control bitmask is a decimal number (for an equivalent binary bit mask) that is
applied to the control code. Enter a decimal number, where the equivalent binary
bit “1” means to match a bit and “0” means to ignore a bit. The following bits may
be specified:

- 1 (fin) — Finish

- 2 (syn) — Synchronize

- 4 (rst) — Reset

- 8 (psh) — Push

- 16 (ack) — Acknowledgement

- 32 (urg) — Urgent pointer
For example, use the code value and mask below to catch packets with the
following flags set:

- SYN flag valid, use control-code 2, control bitmask 2

- Both SYN and ACK valid, use control-code 18, control bitmask 18

- SYN valid and ACK invalid, use control-code 2, control bitmask 18

Web — Specify the action (i.e., Permit or Deny). Specify the source and/or
destination addresses. Select the address type (Any, Host, or IP). If you select
“Host,” enter a specific address. If you select “IP,” enter a subnet address and the
mask for an address range. Set any other required criteria, such as service type,
protocol type, or TCP control code. Then click Add.

Extended ACL -l
MName: Tem
. N - Caonirel
SeowrcelP Source  Destination  Destination - Source Destination Contral ™=

Actian Address Subnet Mask | I Address  Subnet Mask TLS Frecedence DILF Frotacal Fort Paort Code ﬂ{l:k Remove
Femmit| 1051 32 0 255 255 2550 10,3 4.5 ~eE AEE 25E EG|T A P e Ay Ay Torenre
Courca Aad I' j

Caurca [ Ad I

SOurce Suonef Mask |
Li=shnaton AGIress Type I‘-_'l

S L || = Adir I
Cisctnation Subnatback ||

=1 i LY & TOS (018 Freca Tm W8} i
R L TOFE] “LUDF{1Tp ¢ s

=ource Port (DsE R ’

bzt B Rare

Zonbod Cio |

Canbeol Cods B 'ZE-I
_hud | _

Figure 3-37. Configuring Extended ACLs
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CLI — This example adds two rules:

(1) Accept any incoming packets if the source address is in subnet 10.7.1.x. For
example, if the rule is matched; i.e., the rule (10.7.1.0 & 255.255.255.0) equals
the masked address (10.7.1.2 & 255.255.255.0), the packet passes through.

(2) Allow TCP packets from class C addresses 192.168.1.0 to any destination
address when set for destination TCP port 80 (i.e., HTTP).

(3) Permit all TCP packets from class C addresses 192.168.1.0 with the TCP
control code set to “SYN.”

Console (config-ext-acl) #permit 10.7.1.1 255.255.255 any 4-89

Console (config-ext-acl) #permit tecp 192.168.1.0 255.255.255.0 an
destination-port 80

Console(config-ext-acl) #permit tep 192.163.1.0 255.255.255.0 any
control-flag 2 2

Console (config-std-acl) s

Configuring a MAC ACL

Command Attributes

» Action — An ACL can contain all permit rules or all deny rules.

» Source/Destination Address Type — Use “Any” to include all possible
addresses, “Host” to indicate a specific MAC address, or “MAC” to specify an
address range with the Address and Bitmask fields. (Options: Any, Host, MAC;
Default: Any)

» Source/Destination MAC Address — Source or destination MAC address.

» Source/Destination Bitmask — Hexidecimal mask for source or destination
MAC address.

* VID — VLAN ID. (Range: 1-4094)

* Ethernet Type — This option can only be used to filter Ethernet Il formatted
packets. (Range: 0-65535)

A detailed listing of Ethernet protocol types can be found in RFC 1060. A few of
the more common types include 0800 (IP), 0806 (ARP), 8137 (IPX).

Web — Specify the action (i.e., Permit or Deny). Specify the source and/or
destination addresses. Select the address type (Any, Host, or MAC). If you select
“Host,” enter a specific address (e.g., 11-22-33-44-55-66). If you select “MAC,”
enter a base address and a hexidecimal bitmask for an address range. Set any
other required criteria, such as VID or Ethernet type. Then click Add.
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Mame: Joe

. Source MAC Source Destination Destination Ethernet
Action| ™s ydress | Bitmask | MAC Address | Bitmask |'I°| Type |i°TOYe

Action m

Source Address Type lany =]

Seurce MAC Address  ([00-00-00-00-00-00
Source Bitmask [oc-on-no-o0-00-00
Diectination Address Type [Host =]
Ciestination MAC Address|[it-e0-25-94-34-da
Diectinztion Bitmask T

VIO (1-4024) & Hange: [F00 -
Ethernct Type (-665325) | & Range
Add B

Figure 3-38. Configuring MAC ACLs

CLI — This rule permits packets from any source MAC address to the destination
address 00-e0-29-94-34-de where the Ethernet type is 0800.
Conzaole (config-mac-acl)#permit any host 00-20-29-24-34-de

athartypsa QBOQ 4-93
Conzole (config-mac-acl)#

Binding a Port to an Access Control List

After configuring Access Control Lists (ACL), you should bind them to the ports
that need to filter traffic. You can only assign one IP access list and/or one MAC
access list to any port.but you can only assign one MAC access list to all the ports
on the switch.

Command Usage

* You must configure a mask for an ACL rule before you can bind it to

a port.

* This switch only supports ACLs for ingress filtering. You can only bind one IP
ACL to any port, and one MAC ACL globally, for ingress filtering.

Command Attributes

* Port — Fixed port or SFP module. (Range: 1-26)

* |IP — Specifies the IP Access List to enable for a port.

* MAC — Specifies the MAC Access List to enable globally.
* IN — ACL for ingress packets.

* ACL Name — Name of the ACL.
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Web — Click Security, ACL, Port Binding. Mark the Enabled field for the port you
want to bind to an ACL, select the required ACL from the drop-down list, then click

Apply.

ke,
—

ACL Port Binding

MAC (@) I Enabled [[1510) =]

Port TP (IN)

1 |F Enabled |david <]

2 | Enabled|[covid ]

3 |V Enabled |[dovid x|

4 |I[" Enabled | o

5 | Enabled [covid 7]

6 | Enabled|covid =] |

Figure 3-39. Binding a Port to an ACL

CLI — This examples assigns an IP and MAC access list to port 1, and an IP
access list to port 3.

Conesocle (configl#interface sthernst 1/1 4-1458
Conescle (config-1fi#ip access-group dawid in 4-128
Congole (config-if) fmac accese-group jerry in 4-133

Conzole (config-if) fexit

Conzole (config)#interface ethernet 1/3
Conacle (config-if) #ip accese-group david in
Conescle (config-1i£) #

3-62



Port Configuration

Displaying Connection Status

You can use the Port Information or Trunk Information pages to display the
current connection status, including link state, speed/duplex mode, flow control,
and auto-negotiation.

Field Attributes (Web)

* Name — Interface label.

» Type — Indicates the port type. (L00BASE-TX, 1000BASE-T, or SFP)

* Admin Status — Shows if the interface is enabled or disabled.

* Oper Status — Indicates if the link is Up or Down.

» Speed Duplex Status — Shows the current speed and duplex mode.

(Auto, or fixed choice)

* Flow Control Status — Indicates the type of flow control currently in use.

(IEEE 802.3x%, Back-Pressure or None)

* Autonegotiation — Shows if auto-negotiation is enabled or disabled.

* Trunk Member3 — Shows if port is a trunk member.

» Creation4 — Shows if a trunk is manually configured or dynamically set via
LACP.

Web — Click Port, Port Information or Trunk Information.

-

Port Information

Porthame  Type | GRC | Ghs | St | Stawe . Putomegotiation TIEC

1| 100Base-T | Enabled Up 1001ull | Mane Enanled
T| Base-Tx Enablzd Dionan 1Ol | Nang Enadled

3 100Base-Tx Enablzd Up | DO ull Mg [ Enabled
4 | 100Bace.T | Enabled | Deown | | 00full Mahe [ Enabled
Tl 100Base-TX Enahlzd Diovan | DOl | Mane Enabled | i |
5 | I0BaseT | Enabld | Down 1007l Mane | Enasled

7 100Base-Tx Enablzd D | DOl Marne Enabled

B 100Base-Tx Enablzd Dianan | DOl Mone Enabled |

3 [ 100Gas5e-TK Enabilzd [ Clonem | 1007wl Marg [ Enanled
?l 100Base-TX Enablad D | DOl | Mang Enzbled

1 100Base-Tx Enahlzd (v 1004ull Maone | Fnaoled
12 | IDDBaseT< | Enabled | Down | 00l Mane [ Enaled

13 100Bzse-TX | Enabled Dievn 100wl Mane Enasled LI

Figure 3-40. Displaying Port/Trunk Information

Field Attributes (CLI)

Basic Information:

 Port type — Indicates the port type. (L00BASE-TX, 1000BASE-T, or SFP)

* MAC address — The physical layer address for this port. (To access this item on
the web, see “Setting the Switch’s IP Address” on page 3-17.)
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Configuration:
* Name — Interface label.
* Port admin — Shows if the interface is enabled or disabled (i.e., up or down).
» Speed-duplex — Shows the current speed and duplex mode. (Auto, or fixed
choice)
» Capabilities — Specifies the capabilities to be advertised for a port during
auto-negotiation. (To access this item on the web, see “Configuring Interface
Connections” on page 3-48.) The following capabilities are supported.
- 10half - Supports 10 Mbps half-duplex operation
- 10full - Supports 10 Mbps full-duplex operation
- 100half - Supports 100 Mbps half-duplex operation
- 100full - Supports 100 Mbps full-duplex operation
- 1000full - Supports 1000 Mbps full-duplex operation
- Sym - Transmits and receives pause frames for flow control
- FC - Supports flow control
* Broadcast storm — Shows if broadcast storm control is enabled or disabled.
* Broadcast storm limit — Shows the broadcast storm threshold.
(64-95232000 octets per second)
* Flow control — Shows if flow control is enabled or disabled.
* LACP — Shows if LACP is enabled or disabled.
* Port Security — Shows if port security is enabled or disabled.
* Max MAC count — Shows the maximum number of MAC address that can be
learned by a port. (0 - 1024 addresses)
» Port security action — Shows the response to take when a security violation is
detected. (shutdown, trap, trap-and-shutdown, or none)

Current Status:

* Link Status — Indicates if the link is up or down.

* Port Operation Status — Provides detailed information on port state.
(Displayed only when the link is up.)

» Operation speed-duplex — Shows the current speed and duplex mode.
* Flow control type — Indicates the type of flow control currently in use.
(IEEE 802.3x%, Back-Pressure or none)

CLI — This example shows the connection status for Port 5.
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Zonscle#show interfaces status ethernet 1/5

Informaticn of Eth 1/5
Basic informaticon:

rort type:

Mac address:
Configuration:

Hamsa :

100TXE
oo-30-f1-47-55-4¢

[
[

Port admin: up

Spead-duplax: zuto

Capabilitisz: 10half, 1o0full, 1achalf, 1oofull
Broadeoast storm: Enabled

Broadeast storm limit: 32000 octetbs/second
Flow control: Dizablad

Lacp: Dizabled

Port security: Di=zakled

Max MAC count: 0

Port security action: Hone

Combo forced mods: None
Turrent status:

Link status: Down

operaticn speed-duplex: 1o00full

Flow control typse: None

Jonsola#

Configuring Interface Connections

You can use the Port Configuration or Trunk Configuration page to enable/disable
an interface, set auto-negotiation and the interface capabilities to advertise, or
manually fix the speed, duplex mode, and flow control.

Command Attributes
* Name — Allows you to label an interface. (Range: 1-64 characters)
* Admin — Allows you to manually disable an interface. You can disable an
interface due to abnormal behavior (e.g., excessive collisions), and then reenable
it after the problem has been resolved. You may also disable an interface for
security reasons.
» Speed/Duplex — Allows you to manually set the port speed and duplex mode.
(i.e., with auto-negotiation disabled)
* Flow Control — Allows automatic or manual selection of flow control.
» Autonegotiation (Port Capabilities) — Allows auto-negotiation to be enabled/
disabled. When auto-negotiation is enabled, you need to specify the capabilities
to be advertised. When auto-negotiation is disabled, you can force the settings for
speed, mode, and flow control.The following capabilities are supported.
- 10half - Supports 10 Mbps half-duplex operation
- 10full - Supports 10 Mbps full-duplex operation
- 100half - Supports 100 Mbps half-duplex operation
- 100full - Supports 100 Mbps full-duplex operation
- 1000full - Supports 1000 Mbps full-duplex operation
- Sym (Gigabit only) - Check this item to transmit and receive pause frames, or
clear it to auto-negotiate the sender and receiver for asymmetric pause frames.
- FC - Supports flow control
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-Flow control can eliminate frame loss by “blocking” traffic from end stations or
segments connected directly to the switch when its buffers fill. When enabled,
back pressure is used for half-duplex operation and IEEE 802.3x for full-duplex
operation. (Avoid using flow control on a port connected to a hub unless it is
actually required to solve a problem. Otherwise back pressure jamming signals
may degrade overall performance for the segment attached to the hub.)

(Default: Autonegotiation enabled; Advertised capabilities for 100BASE-TX —
10half, 10full, 100half, 100full; 1000BASE-T — 10half, 10full, 100half, 100full,
1000full; 2000BASE-SX/LX/LH — 1000full)
* Trunk — Indicates if a port is a member of a trunk. To create trunks and select
port members, see “Creating Trunk Groups” on page 3-93.

Note: Auto-negotiation must be disabled before you can configure or force the
interface to use the Speed/Duplex Mode or Flow Control options.

Web — Click Port, Port Configuration or Trunk Configuration. Modify the required
interface settings, and click Apply.

Port Configuration

Port MName Admin  Speed Duu]l:xiFltm' 'Uutllml_ Autonegoiation .TI'I.I.I:IIi.

— [+ Enakled & 10k F 1000 7 1000k I Sy
(L1 SE) 1 00fu L I i
vl ¥l Enabled 2 | I Eaabled W 10f W 1006 [ 1000f [ EC

. - - ¥ Enabled # 10k F 1000 T 1000k 7 Syra
I [ Enablad u I Enabled & 10f @ 1006 T 1000f 7 EC

Ii i I—:I rr— ™o W Enakbled M 10k M 100 T 1000k 7 Sy
B Eenbled ' M Ensicd W 10f #1006 [ 1000f B

W Enabled ¥ 108 W 1006 I 1000k 7 Sym
4 I . : 10l = _
™ Enabled " Eanbled W 10f @ 1006 [ 1000f B =l

[

(PN )

Figure 3-41. Port/Trunk Configuration

CLI — Select the interface, and then enter the required settings.

Console (configi#interface etharnst 1,712 4-104
Console (config-ifi#description RD SwWHl2 4-105
Console (config-1if) #shutdown 4-1p29

Console (config-if)#no shutdown

Console (config-if)#no negotiation 4-106
Console jconfig-if) #speed-duplex 10chalf 4-1p5
Consoleiconfig-if) #floveontrol 4-108

Console (config-ifi#negotiation

Console (config-if)#capakbilitiss 100half 4-107
Console jconfig-if) #capakilitias 100full

Console (config-ifi#capakbilitiss flowcontrol
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Creating Trunk Groups

You can create multiple links between devices that work as one virtual, aggregate
link. A port trunk offers a dramatic increase in bandwidth for network segments
where bottlenecks exist, as well as providing a fault-tolerant link between two
devices. You can create up to four trunks at a time.

The switch supports both static trunking and dynamic Link Aggregation Control
Protocol (LACP). Static trunks have to be manually configured at both ends of the
link, and the switches must comply with the Cisco EtherChannel standard. On the
other hand, LACP configured ports can automatically negotiate a trunked link with
LACP-configured ports on another device. You can configure any number of ports
on the switch as LACP, as long as they are not already configured as part of a
static trunk. If ports on another device are also configured as LACP, the switch
and the other device will negotiate a trunk link between them. If an LACP trunk
consists of more than four ports, all other ports will be placed in a standby mode.
Should one link in the trunk fail, one of the standby ports will automatically be
activated to replace it.

Command Usage

Besides balancing the load across each port in the trunk, the other ports provide
redundancy by taking over the load if a port in the trunk fails. However, before
making any physical connections between devices, use the web interface or CLI
to specify the trunk on the devices at both ends. When using a port trunk, take
note of the following points:

* Finish configuring port trunks before you connect the corresponding network
cables between switches to avoid creating a loop.

* You can create up to four trunks on the switch, with up to eight ports per trunk. «
The ports at both ends of a connection must be configured as trunk ports.

* When configuring static trunks on switches of different types, they must be
compatible with the Cisco EtherChannel standard.

» The ports at both ends of a trunk must be configured in an identical manner,
including communication mode (i.e., speed, duplex mode and flow control), VLAN
assignments, and CoS settings.

* All the ports in a trunk have to be treated as a whole when moved from/to, added
or deleted from a VLAN.

* STP, VLAN, and IGMP settings can only be made for the entire trunk.

Statically Configuring a Trunk

Command Usage

» When configuring static trunks, you may not be able to link switches of different
types, depending on the manufacturer’'s implementation. However, note that the
static trunks on this switch are Cisco EtherChannel compatible.

» To avoid creating a loop in the network, be sure you add a static trunk via the
configuration interface before connecting the ports, and also disconnect the ports
before removing a static trunk via the configuration interface.
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Command Attributes

* Member List (Current) — Shows configured trunks (Trunk ID, Unit, Port).
* New — Includes entry fields for creating new trunks.

- Trunk — Trunk identifier. (Range: 1-4)

- Unit — Stack unit. (Range: 1-8)

- Port — Port identifier. (Range: 1-26)

Web — Click Port, Trunk Membership. Enter a trunk ID of 1-4 in the Trunk field,
select any of the switch ports from the scroll-down port list, and click Add. After
you have completed adding ports to the member list, click Apply.

Trunk Membership

Member List:

Cumrert Mew
Trunk?. Lkl Fortl
Trunkg Unil PortZ e
— |Trunk -f1-d‘,||
EJ:Lii I ;1
HEmoee T TIER |
[Port m

Figure 3-42. Configuring Port Trunks

CLI - This example creates trunk 2 with ports 1 and 2. Just connect these ports to
two static trunk ports on another switch to form a trunk.
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Console {configl#interface port-chanmel 2
Conaole(config-ififaxit
Conzole (configl#intarface ethernet 1/1 4-104
Conaole (config-if)#chamnel -group 2
Conscle (config-if)faxit
Conaocle (configlfintarface ethernet 1/2
Conzsole (config-if)#chamnel -group 2
Conzole (config-if)#and
Cconscledshow interfaces status port-channel 1 4-111
Information of Trunk 2
Eazic informaticon:
Fort type:
Mac addrass:
Configuration:

100TX
Q0-00-ES-ALX-RR-01

Hame:
Fort admin: p
Spaed-duplex: Euto

Capakilities: 10half, 10full, 1oohalf, 1o0full

Flow control: Disabled
Fort security: Cisabled
Max MAC count: a
Current astatus:

Created Ly: User
Link status: Up

Port operatien status: Up
Cpaeration speaed-duplex: 100full
Flow control tyvpe: Hone

Member Ports: Ethl/1, Ethi/z,
Conzoled

Enabling LACP on Selected Ports

Command Usage

* To avoid creating a loop in the network, be sure you enable LACP before
connecting the ports, and also disconnect the ports before disabling

LACP.

« If the target switch has also enabled LACP on the connected ports, the trunk will
be activated automatically.

* A trunk formed with another switch using LACP will automatically be assigned
the next available trunk ID.

* If more than four ports attached to the same target switch have LACP enabled,
the additional ports will be placed in standby mode, and will only be enabled if one
of the active links fails.

« All ports on both ends of an LACP trunk must be configured for full duplex, either
by forced mode or auto-negotiation.
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Command Attributes

* Member List (Current) — Shows configured trunks (Unit, Port).
* New — Includes entry fields for creating new trunks.

- Unit — Stack unit. (Range: 1-8)

- Port — Port identifier. (Range: 1-26)

Web — Click Port, LACP, Configuration. Select any of the switch ports from the
scroll-down port list and click Add. After you have completed adding ports to the
member list, click Apply.

LACP Configuration

Member List:
Currant; Meve

Lnit1 Porl =
Llrat] Prari2
Urit] Prart3
LImit] Fortd
ILnit1 oS
Urit1 Porb
Urit] Porty
Unit1 Portd x|

Figure 3-43. LACP Configuration

CLI — The following example enables LACP for ports 1 to 6. Just connect these
ports to LACP-enabled trunk ports on another switch to form a trunk.
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[

Console iconfigl#interface athernst 1/1
Console (config-ifi#lacp
Console (config-if)#exit

[

Console jconfigl#interface athernst 1/6

Console (config-ifi#lacp

Console (config-if)#and

Console#show interfaces status port-channsl 1 4-1131
Informaticon of Trunk =z

Basic information:

Port type: 100TX

Mac address: 22-22-22-22-22-z24
Coenfiguraticon:

Wame :

Port admin: up

Spead-duplex: zuto
Capabilitie=: 1ohalf, 10full, 1oohalf, 1oo0full
Flow control status: Dizaklsad

Port sacurity: Dizablad

Max MAC count: 0

Current status:

Created by Usar

Link status: up

Port operaticn status: TUp

Coperaticon speed-duplex: loofull

Flow control type: Nons

Member Ports: Ethl/l, Ethl/z, Ethl/3, Ethl/4, Ethl/s, Ethl/&,
Consoled

Configuring LACP Parameters

Dynamically Creating a Port Channel —

Ports assigned to a common port channel must meet the following criteria:

* Ports must have the same LACP System Priority.

 Ports must have the same LACP port Admin Key.

* However, if the “port channel” Admin Key is set (page 4-142), then the port
Admin Key must be set to the same value for a port to be allowed to join a channel

group.

Note If the port channel admin key (lacp admin key, page 4-171) is not set
(through the CLI) when a channel group is formed (i.e., it has a null value of 0),
this key is set to the same value as the port admin key used by the interfaces that
joined the group (lacp admin key, as described in this section and on page 4-170).

Command Attributes

Set Port Actor — This menu sets the local side of an aggregate link; i.e., the ports
on this switch.

* Port — Port number. (Range: 1-26)

» System Priority — LACP system priority is used to determine link aggregation
group (LAG) membership, and to identify this device to other switches during LAG
negotiations. (Range: 0-65535; Default: 32768)

- Ports must be configured with the same system priority to join the same LAG.
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- System priority is combined with the switch’s MAC address to form the LAG
identifier. This identifier is used to indicate a specific LAG during LACP
negotiations with other systems.

* Admin Key — The LACP administration key must be set to the same value for
ports that belong to the same LAG. (Range: 0-65535; Default: 1)

* Port Priority — If a link goes down, LACP port priority is used to select a backup
link. (Range: 0-65535; Default: 32768)

Set Port Partner — This menu sets the remote side of an aggregate link; i.e., the
ports on the attached device. The command attributes have the same meaning as
those used for the port actor. However, configuring LACP settings for the partner
only applies to its administrative state, not its operational state, and will only take
effect the next time an aggregate link is established with the partner.

Web — Click Port, LACP, Aggregation Port. Set the System Priority, Admin Key,
and Port Priority for the Port Actor. You can optionally configure these settings for
the Port Partner. (Be aware that these settings only affect the administrative state
of the partner, and will not take effect until the next time an aggregate link is
formed with this device.) After you have completed setting the port LACP
parameters, click Apply.

Aggregation Port r
Set Port Actor:
Port System Priority Admin Key | Port Priority &
_ 065535 | (D65535) | (D-65535)
I RE 120 [3¢758
2| |3 120 |32758
3|3 120 |32788
4| |3 120 [32768
s |3 [z0 [32756
6 | [3 [120 [32758
7| [ [z [2768
I BE [120 [32768
e | 3 [1z0 [512 C

Figure 3-44. LACP Port Configuration

CLI - The following example configures LACP parameters for ports 1-4. Ports 1-4
are used as active members of the LAG.
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Cconzolefconfigl#interface ethernet 1,1
Consoleiconfig-ifif#lacp actor system-pricrity 3
Conzolefconfig-ifi#lacp actor admin-key 120
Conzolefconfig-ifi#lacp actor port-pricority 128
Conzsolefconfig-if)#axit

|
[
[

[} ' S TR Y
|
i

By b3 by ooy
[

|
[
Wi

Conaolel(config)f#interface ethernet 1,4
Conzolefconfig-ifi#lacp actor system-pricrity 2
Conzolefconfig-ifi#lacp actor admin-key 120
conzsole jconfig-if)#lacp actor port-pricrity 51z
Conaolelconfig-if)#and
Conzoledsh lacp syaid 4-125
Channel Sroup Zystem Priority Systaem MAC Address
1 32768 00-00-E9-31-31-31
2 32768 00-00-E9-31-31-31
3 32768 00-00-E2-31-31-31
4 32768 00-00-E9-31-31-31
Conzolegshow lacp 1 internal 4-125
Channel group : 1
oper Key : 120
admin Eey : 120
consoled

Displaying LACP Port Counters
You can display statistics for LACP protocol messages.
Counter Information

Table 3-6. LACP Statistics

Field Description

LACPDUs Sent Mumber of valid LACPDUs transmitted from this channel group.

LACPDUs Received MNumber of valid LACPDUs received on this channel group.

Marker Sent Mumber of valid Marker PDUs transmitted from this channel group.

Marker Received MNumber of valid Marker PDUs received by this channel group.

LACPDUs Unknown Pkts Mumber of frames received that either (1) Carry the Slow Protocols
Ethernet Type value, but contain an unknown POU, or {2) are addressed
to the Slow Protocols group MAC Address, but do not carry the Slow
Protocols Ethemet Type.

LACPDUs lllegal Pkts Mumber of frames that carry the Slow Protocaols Ethernet Type value, but
contain a badly formed PDU or an illegal value of Protocal Subtype.

Web - Click Port, LACP, Port Counters Information. Select a member port to
display the corresponding information.
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LACP Port Counters Information

Mamber Port i1 "I

Trunk 1D : 2

ECF'DUE Sant | 307 LACPDUs Receive 206 |
[Marker Sent | 0 tdarker Receiva ]
{Marker Unknown Ptz | 0 Marker lllegal Plts o]

Figure 3-45. Displaying LACP Port Counters

CLI — The following example displays LACP counters.

Consolefshow lacp countars 4-125
Port chamnel : 1

LACPDU=s Sent : 21
LACPDUs Raceived : 21
Marker Sent : 0

Marker Raceived : ©
LACPDUs Unknown FPkbs : ©
LECPDUs Illegal Fkbs : ©

Consolek

Displaying LACP Settings and Status for the Local Side
You can display configuration settings and the operational state for the local side
of an link aggregation.

Table 3-7. Displaying LACP Local Settings

Field Description

Oper Key Current operational value of the key for the aggregation port.

Admin Key Current administrative value of the key for the aggregation port.
LACPDUs Internal Mumber of seconds before invalidating received LACPDU information.
LACP System Priority | LACP system priarity assigned to this port channel.
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Table 3-7. Displaying LACP Local Settings (Continued)

Field Description

LACP Port Priority LACF port priority assigned to this interface within the channel group.

Admin State, Administrative or operational values of the actor’s state parameters:
Oper State * Expired — The actor's receive machine is in the expired state;

* Defaulted — The actor’s receive machine is using defaulted operational partner
information, administratively configured for the pariner.

* Distributing — If false, distribution of outgoing frames on this link is disabled; i e
distribution is currently disabled and is not expected to be enabled in the absence
of administrative changes or changes in received protocol information.

* Collecting — Collection of incoming frames on this link is enabled; i.e., collection
is currently enabled and is not expected fo be disabled in the absence of
administrative changes or changes in received protocol information.

* Synchronization — The System considers this link to be IN_SYNC:; i.e., it has
been allocated to the correct Link Aggregation Group, the group has been
associated with a compatible Aggregator, and the identity of the Link Aggregation
Group is consistent with the System |D and operational Key information
transmitted.

* Aggregation — The system considers this link to be aggregatable; i.e., a potential
candidate for aggregation.
* Long timeout — Periodic fransmission of LACPDUs uses a slow fransmission rate.

* LACP-Activity — Activity control value with regard to this link.
(0: Passive; 1: Active)

Web — Click Port, LACP, Port Internal Information. Select a port channel to
display the corresponding information.

LACP Port Internal Information

hlemiber Par I'E] .

Trunk 1D : 2

LACP Syslem Priority I 3 |LACP Pait Priority | 2750

|Admin key 120 |Oper Key | 120

LACPDUS Intenval (secs) | 30 secands i

(Admin State | Expired J | Oper State | Expired

LAdmin State | Deiaolied | | Ooer State  Defaulled

lAdmin Slate ; Distibuting Caer State © Distributing by
l&dmin State : Coleciing | Crar State - Collecting W
Admin Fale Caar State W
Synchronization | Synchronzation

Al Slale | Aggregation W Owar Slate | Apsragation W
M Sate : Tameout | Lu:ln_ﬁElf:-Er State : Tinsaut 1 Lan 5
Vidme State : LACP-Acthity| V{Oper State - LACP-Actiy v

Figure 3-46. Displaying LACP Port Internal Information
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CLI — The following example displays the LACP configuration settings and
operational state for the local side of port channel 1.

Consolefshow lacp 1 internal 4-1258
Channel group : 1
Oper Key : 4
Admin Eey : 0O
Eth 1/1
LACPDUs Internal : 20 sac
LACE Zystem Pricrity : 2z27es
LACP Port Pricrity : 22768
Edmin Key : 4
Oper Key : 4
2dmin state : defaulted, aggregation, long timeout, LACP-activity
Oper Stakte : distributing, ccllecting, synchronization, aggregation,
long timecub, LACP-activity
Console#

Displaying LACP Settings and Status for the Remote Side

You can display configuration settings and the operational state for the remote

side of an link aggregation.
Table 3-8. Displaying LACP Remote Settings

Field Description

Partner Admin System ID

LAG partner’s system ID assigned by the user.

Partner Oper System ID

LAG partner’s system ID assigned by the LACP protocol.

Partner Admin Port Number

Current administrative value of the port number for the protocol Partner.

Partner Oper Port Number

Operational port number assigned to this aggregation port by the port’s
protocol partner.

Part Admin Priarity

Current administrative value of the port priority for the protocal partner.

Part Oper Priority

Priority value assigned fo this aggregation port by the partner.

Admin Key Current administrative value of the Key for the protocaol partner.

Oper Key Current operational value of the Key for the protocol partner.

Admin State Administrative values of the pariner’s state parameters. (3ee preceding table )
Oper 3tate Operational values of the partner’s state parameters. (See preceding table )

Web — Click Port, LACP, Port Neighbors Information. Select a port channel to
display the corresponding information.

3-76



LACP Port Neighbors Information

Intedace | Por m

Trunk 1D : 1

Fartrar &dmin System 1D 276 00-00- 00- 000000 | Paner Oper Systam 10 327EE, D0-30-F1-06-26.00|
Farmer &dmin Por Humber 3 |Parmer '.'F‘F" Fort Mumier | .:.
Fart Admin Priosty Y03 |Part Oper Prioety 12768
Kdm i ey 0 |Oper Kay 3|
Addmm Stale | Expead Oper Slate | Expired

Addmn Seate | Derzhed o (O er State - Defaulred |
Admin Stale Lli'lll"l.'ll'll'j W '.|F=.| State - Ligirbui ] o
VAdmin State | Colbecting | Oper State - Collecting 4
Admm Stale . Synchromzation o |Oper State - Synchronizalan |
Admin Stale | Aggregation Oper State © Agaregation o
Ledmin Stale | Timaoul LCFI;I LIpEr State - Timeaul Lars|
LAdmin State | LACP-Actialy Opr State - LACP-Actty o

Figure 3-47. Displaying LACP Port Neighbors Information

CLI — The following example displays the LACP configuration settings and
operational state for the remote side of port channel 1.

Port chamnal 1 neighkbors

Fartner admin Svestem ID : 22763, 00-00-00-00-00-00

Partner oper System ID : 32768, 00-00-00-00-00-01

Partner Admin Port Mumber : 1

Fartner COper Port Number : 1

FPort Bdmin Priority : 32768

rort Oper Priority : 32768

Admin Key : 0

Oper Key : 4

Admin 2tate : defaulted, distributing, collecting, svnchronization,
long timecut,

Cpar State : distributing, collecting, svnochronization, aggregation,

long timeout, LACE-activity

Consoled

Conzoledshow lacp 1 neighbors 4-125

Setting Broadcast Storm Thresholds

Broadcast storms may occur when a device on your network is malfunctioning, or
if application programs are not well designed or properly configured. If there is too
much broadcast traffic on your network, performance can be severely degraded

or everything can come to complete halt.

You can protect your network from broadcast storms by setting a threshold for
broadcast traffic. Any broadcast packets exceeding the specified threshold will

then be dropped.
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Command Usage

* Broadcast Storm Control is enabled by default.

» The default threshold is 32000 octets per second.

 Broadcast control does not effect IP multicast traffic.

* The specified threshold applies to all ports on the switch.

Command Attributes

* Port — Port number.

e Trunk — Trunk number.

» Type — Indicates the port type. (L00BASE-TX, 1000BASE-T, or SFP)
* Threshold — Threshold as percentage of port bandwidth.

(Range: 64-95232000; Default: 32000 octets per second)

* Protect Status — Shows whether or not broadcast storm control has been
enabled. (Default: Enabled)

Web — Click Port, Port/Trunk Broadcast Control. Set the threshold, mark the
Enabled field for the desired interface and click Apply.

Port Broadcast Control

Threshold (64-95232000) [F2000 sctets/sec

Port Type Protect Status Trunk
100Base-TX | T Enabled
| 100Base-T2C | ™ Enabled
| 100Base-TI | ™ Enabled
| 100Base-TX | I Enabled
| 100Base-TX | I Enabled
100Base-TI | [ Enabled
100Base-T2X | I Enabled -|

)| Ox| LR | B d] B =

Figure 3-48. Enabling Port Broadcast Control

CLI — Specify any interface, and then enter the threshold. The following disables
broadcast storm control for port 1, and then sets broadcast suppression at 600

octets per second for port 2. which applies to all ports
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Conaole (config)#interface ethernet 1,1 4-104
Conzaole (config-ifi#no switchport broadcast 4-110
Conasole (config-if) #exit

Coneole (config) #interface ethernet 1z

Conzaole (config-ifi#ewitchport broadcast octet-rate e00 4-110
Conaole (config-if) #and

Coneolefshow interfaces switchport ethernet 1/z 4-113
Information of Eth 1/2

Eroadcast threzshold: Enakblad, s00 octets/second

Lacp =tatus: Enaklad

Ingreass rate limit: disable, Level: 20
Egrasz rate limit: di=able, Lewvel: 30

VLAN memberzship mode: Hybrid
Ingress rule: Cisabled
mocaptable frame type: 211 framas
Mative VLAN: 1
Priority for untagged traffic: 0

Gvrp atatus: Disabled
Ellowed WVlan: 1iul,
Forbidden vlan:

Private-vLaN mode: HONE
Private-vILAN host-associaticn: WONE
Private-VLAN mapping: HNONE
Conaoled

Configuring Port Mirroring

You can mirror traffic from any source port to a target port for real-time analysis.
You can then attach a logic analyzer or RMON probe to the target port and study
the traffic crossing the source port in a completely unobtrusive manner.

er% \I

Source 4 Single
port(s) target
port

Command Usage

» Monitor port speed should match or exceed source port speed, otherwise traffic
may be dropped from the monitor port.

* All mirror sessions have to share the same destination port.

* When mirroring port traffic, the target port must be included in the same VLAN
as the source port.

Command Attributes

* Mirror Sessions — Displays a list of current mirror sessions.

» Source Unit — The unit whose port traffic will be monitored.

» Source Port — The port whose traffic will be monitored.

» Type — Allows you to select which traffic to mirror to the target port, Rx (receive),
or Tx (transmit).

» Target Unit — The unit whose port will “duplicate” or “mirror” the traffic on the
source port.
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» Target Port — The port that will “duplicate” or “mirror” the traffic on the source
port.

Web — Click Port, Mirror Port Configuration. Specify the source port/unit, the
traffic type to be mirrored, and the monitor port/unit, then click Add.

Mirror Port Configuration

Mirror Sessions; M

Source: 1/10 Fx Destination: 174 Source Unit [1 =]
<<Add Source Port ]1 j
Femove | Type IRK_:"

Target Unit |1 j

Target Port (|1 v|

Figure 3-49. Mirror Port Configuration

CLI — Use the interface command to select the monitor port, then use the port
monitor command to specify the source port and traffic type.

Conecla{config) #interfacae ethernet 1,710
Conscla{config-ifi#port monitor ethernet 1/13 t£x
console {config-if)#

Configuring Rate Limits

This function allows the network manager to control the maximum rate for traffic
transmitted or received on a port. Rate limiting is configured on ports at the edge
of a network to limit traffic coming into or out of the network. Traffic that falls within
the rate limit is transmitted, while packets that exceed the acceptable amount of
traffic are dropped.

Rate limiting can be applied to individual ports or trunks. When an interface is
configured with this feature, the traffic rate will be monitored by the hardware to
verify conformity. Non-conforming traffic is dropped, conforming traffic is
forwarded without any changes.

Rate Limit Granularity

Rate limit granularity is an additional feature enabling the network manager
greater control over traffic on the network. The “rate limit granularity” is multiplied
by the “rate limit level” (page 3-114) to set the actual rate limit for an interface.
Granularity is a global setting that applies to Fast Ethernet or Gigabit Ethernet
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interfaces.

Command Usage

» For Fast Ethernet interfaces, the rate limit granularity is 512 Kbps, 1 Mbps, or
3.3 Mbps

* For Gigabit Ethernet interfaces, the rate limit granularity is 33.3 Mbps.

Web — Click Port, Rate Limit, Granularity. Select the required rate limit granularity
for Fast Ethernet and Gigabit Ethernet, and click apply.

Rate Limit Granularity

Fast Etharnet Granularity 33Mbps >

Zlgebit Ethernet Granularity 333 Mbps =

Figure 3-50 Rate Limit Granularity Configuration

CLI - This example sets and displays Fast Ethernet and Gigabit Ethernet
granularity.

Console (config) #irate-limit fastethernet gramalarity 512 4-162
Console (config)#rate-limit gigakitethernet granularity 23300 4-1&2
consgolefshow rate-limit 4-183

Fast ethernet gramilarity: 512

Figabit ethernet gramalarity: 22300
Consoled

Rate Limit Configuration

Use the rate limit configuration pages to apply rate limiting.

Command Usage

* Input and output rate limit can be enabled or disabled for individual interfaces.
Command Attribute

» Port/Trunk — Displays the port number.

* Rate Limit Status — Enables or disables the rate limit. (Default: Disabled)

* Rate Limit Level — Sets the rate limit level. (Range: 1-30: Default: 30)

Note: Actual rate limit = Rate Limit Level * Granularity

Web — Click Rate Limit, Input/Output Port/Trunk Configuration. Enable the Rate
Limit Status for the required interfaces, set the Rate Limit Level, and click Apply.
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Output Rate Limit Port Configuration

.Purl|0utput Rate Limit Status|0utput Rate Limit Level (1 3I]]|Trunk

1 | ™ Enabled I?I’ |
2 | [ Enabled IJL |
3 | W Enabled |25 |
4 | ™ Enabled IJL |
5| T Enabled [50 |
6 | I Enabled IJL |
7| T Enabled Ja0 |
= | ™ Enabled I«“— | hd
Figure 3-51 Output Rate Limit Port Configuration
CLI - This example sets the rate limit level for input and output traffic passing
through port 3.
Console (config)#interface ethernet 1/3 4-146
Console (config-if)f#rate-limit input lewvel 25 4-162
Console (config-if)#rate-limit ocutput lewvel 25 4-162
Console (config-if)§#

Showing Port Statistics

You can display standard statistics on network traffic from the Interfaces Group
and Ethernet-like MIBs, as well as a detailed breakdown of traffic based on the
RMON MIB. Interfaces and Ethernet-like statistics display errors on the traffic
passing through each port. This information can be used to identify potential
problems with the switch (such as a faulty port or unusually heavy loading).
RMON statistics provide access to a broad range of statistics, including a total
count of different frame types and sizes passing through each port. All values
displayed have been accumulated since the last system reboot, and are shown as
counts per second. Statistics are refreshed every 60 seconds by default.

Note: RMON groups 2, 3 and 9 can only be accessed using SNMP management
software such as HP OpenView.
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Table 3-9. Port Statistics

Parameter

Description

Interface Statistics

Received Cctets

The total number of octets received on the interface, including framing
characters.

Received Unicast Packets

The number of subnetwaork-unicast packets delivered to a higher-layer
protocaol.

Received Multicast Packets

The number of packets, delivered by this sub-layer to a higher (sub-)layer,
which were addressed to a multicast address at this sub-layer.

Received Broadcast Packets

The number of packets, delivered by this sub-layer to a higher (sub-)layer,
which were addressed to a broadcast address at this sub-layer.

Received Discarded Packets

The number of inbound packets which were chosen to be discarded even
though no errars had been detected to prevent their being deliverable to a
higher-layer protocol. One possible reason for discarding such a packet
could be to free up buffer space.

Received Unknown Packeis

The number of packets received via the interface which were discarded
because of an unknown or unsupported protocal.

Received Errars

The number of inbound packets that contained errors preventing them
from being deliverable to a higher-layer protocol.

Transmit Octets

The total number of octets transmitted out of the interface, including
framing characters.

Transmit Unicast Packets

The total number of packets that higher-level protocaols requested be
transmitted to a subnetwork-unicast address, including those that were
discarded or not sent.

Transmit Multicast Packets

The total number of packets that higher-level protocols requested be
transmitted, and which were addressed to a multicast address at this
sub-layer, including those that were discarded or not sent.

Transmit Broadcast Packets

The total number of packets that higher-level protocols requested be
transmitted, and which were addressed to a broadcast address at this
sub-layer, including those that were discarded or not sent.

Transmit Discarded Packets

The number of cutbound packets which were chosen to be discarded even
though no errors had been detected fo prevent their being transmitted.
One possible reason for discarding such a packet could be to free up
buffer space.

Transmit Errors

The number of outbound packets that could not be transmitted because of
EITOIS.

Etherlike Statistics

Alignment Errors

The number of alignment errors (missynchronized data packets).

Late Collisions

The number of times that a collision is detected later than 512 bit-times
into the transmission of a packet.

FCS Errors

A count of frames received on a particular interface that are an integral
number of actets in length but do not pass the FCS check. This count does
not include frames received with frame-too-long or frame-too-short error.
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Table 3-9. Port Statistics (Continued)

Parameter

Description

Excessive Collisions

A count of frames for which transmission on a particular interface fails due
to excessive collisions. This counter does not increment when the
interface is operating in full-duplex mode.

Single Collision Frames

The number of successfully transmitted frames for which transmission is
inhibited by exactly one collision.

Internal MAC Transmit Errors

A count of frames for which transmission on a particular interface fails due
to an internal MAC sublayer transmit error.

Multiple Collision Frames

A count of successfully transmitted frames for which fransmission is
inhibited by more than one collision.

Carrier Sense Errors

The number of times that the carrier sense condition was lost or never
asserted when attempting to transmit a frame.

SQE Test Errors

A count of imes that the SQE TEST ERROR message is generated by the
PLS sublayer for a particular interface.

Frames Too Long

A count of frames received on a particular interface that exceed the
maximum permitted frame size.

Deferred Transmissions

A count of frames for which the first transmission attempt on a particular
interface is delayed because the medium was busy

Internal MAC Receive Errors

A count of frames for which reception an a particular interface fails due to
an internal MAC sublayer receive error.

RMON Statistics

Drop Events

The total number of events in which packets were dropped due to lack of
resources.

Jabbers The total number of frames received that were longer than 1518 octets
(excluding framing bits, but including FCS3 octets), and had either an FC3
or alignment errar.

Receved Bytes Total number of bytes of data received on the network. This statistic can
be used as a reasonable indication of Ethernet utilization.

Collisions The best estimate of the fotal number of collisions on this Ethernet

segment.

Recerved Frames

The fotal number of frames (bad, broadcast and multicast) received.

Broadcast Frames

The total number of good frames received that were directed fo the
broadcast address. Note that this does not include multicast packets.

Multicast Frames

The total number of good frames received that were directed to this
multicast address.

CRC/Alignment Errors

The number of CRC/alignment errors (FCS or alignment errors).

Undersize Frames

The total number of frames received that were less than 64 octets long
(excluding framing bits, but including FCS octets) and were otherwise well
formed.

Oversize Frames

The total number of frames received that were longer than 1518 octets
(excluding framing bits, but including FCS octets) and were otherwise well
formed.
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Table 3-9. Port Statistics (Continued)

Parameter Description

Fragments The total number of frames received that were less than 84 octets in length

(excluding framing bits, but including FCS octets) and had either an FCS
or alignment error.

64 Bytes Frames The fotal number of frames (including bad packets) received and
transmitted that were 64 octets in length (excluding framing bits but
including FCS octets).

65-127 Byte Frames The total number of frames (including bad packets) received and
128-255 Byte Frames transmitted where the number of octets fall within the specified range
256-511 Byte Frames {excluding framing bits but including FCS octets).

512-1023 Byte Frames
1024-1518 Byte Frames
1519-1536 Byte Frames

Web - Click Port, Port Statistics. Select the required interface, and click Query.
You can also use the Refresh button at the bottom of the page to update the
screen.

-

Port Statistics

Interface| & Por |1 'I L“"Trun'hl_L'
Quarny

Interface Statistics: L |
Received Octets 15020[Receed Unicast Packets| i
ﬁsruwﬂ-r! fulticast 177 Fecenad Broadcast 0
Paclets Packeis

&ﬂl'ni{rﬂri.ﬁinnal ded i [Recewsd Unknown o
Packels “|Packels

IF'Ece'rvELi Errors O Transmit Octets | 153087
Transmd Unicast Fackets [ ;r:tll}_s;lt Multicast 24720
I*ansmi Broadocast & Tranzmit Discarded 0
Packels Packels

Trancmit Errors il |
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Etherlike Statistics:

Fragments [

0

'ﬁhgnrnent Errars OlLate Gnliusunng__
FCS Ermors | Excesswe Collisions
Zingle Colligion Frames Elernal s i L
rrots

htultiple Callizion Frames O Carier Sense Emors
SQE Test Ernors O Frames Too Long
Clefarred Trangmissions Internal MAL Receive

Errars
RMON Statistics:
_Drclp Events | . labbers ]
Receied Fyles [ 188155 Collisions a
Received Frames [ 0 Fd Bytes Frames 2249
Eroadcast Frames | 4/ BS-127 Byles Framag 4549
fdulticast Frames i 2872 128-255 Bytes Frames i1
CRC/Agnmert Ermars | 0256-511 Bytes Frames ]
|Indersize Frames [ 051241023 Byles Frames 0
_I:'versi:e Frames ' 0 1024-1515G Bytes Frames 0

Fafrach

Figure 3-52. Port Statistics

CLI — This example shows statistics for port 13.
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Conzolegshow interfaces counters ethernet 1/13 4-112
Ethernet 1/13
Iftakls stats:
ootets inpub: 288453, Octets output: 2492122
nicast input: 7315, nitcast ocutput: &858
Digcard input: 0, Discard cutput: ©
Error input: 0, Error output: 0
nknown protoz input: 0, QLen ocutput: o©
Extendsd iftabkle =stats:
Milti-cast input: 0, Multi-cast cutput: 17027
Broadcast input: 231, EBroadecast ocukputb: 7
Ether-1like =tats:
Blignment errors: 0, FCS errors: 0
2ingle Collision framez: 0, Multiple collisicon frames: ©
ZQE Test errcre: 0, Defarred transmissicons: 0O
Late collisicns: 0, Excaessive collisions: @
Internal mac transmit errors: 0, Inkternal mac raceive errors: O
Frame too longs: 0, Carrier senss arrors: 0
Zymbol errors: a4
EMON =tats:
Drop events: 0, Octekbs: 4422873, Packeks: 15E2
Broadcast pkta: 233, Multi-cast pktes: 17022
mderzize pktz: 0, Oversize pkts: ©
Fragments: 0, Jabbers: O
CEC align errors: 0, Collisions: O
Packet z2ize == &4 ooctets: 25568, Packet gize &5 to 127 ooteta: 1616
Packet =zize 128 to 2E85 octetz: 1249, Packet size 258 to G511 octets: 1449
Packet size 512z to 1023 ocktetz: 802, Packet =ize 1024 Lo 1518 octets: &871
Conscled
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Address Table Settings

Switches store the addresses for all known devices. This information is used to
pass traffic directly between the inbound and outbound ports. All the addresses
learned by monitoring traffic are stored in the dynamic address table. You can
also manually configure static addresses that are bound to a specific port.

Setting Static Addresses

A static address can be assigned to a specific interface on this switch. Static
addresses are bound to the assigned interface and will not be moved. When a
static address is seen on another interface, the address will be ignored and will
not be written to the address table.

Command Attributes

* Static Address Counts* — The number of manually configured addresses.

* Current Static Address Table — Lists all the static addresses.

* Interface — Port or trunk associated with the device assigned a static address.

* MAC Address — Physical address of a device mapped to this interface.

* VLAN — ID of configured VLAN (1-4094).

*Web Only

Web — Click Address Table, Static Addresses. Specify the interface, the MAC
address and VLAN, then click Add Static Address.

Static Addresses

Static Address Counts |

00-E0-29-99-34-DE. %LAN 1LUnit 1, Fort 1, Farmaneant

Current Static Address Tahle

Intarface = Pprt|1 = O Trunk _L|
MALC Addrezs |
i BT O A )
AN | 1 =
Add Static Addiess | Femove Static Address |

Figure 3-53. Configuring a Static Address Table
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CLI — This example adds an address to the static address table, but sets it to be
deleted when the switch is reset.

Console (config)#mac-addresse-takbls gtatic 00-20-29-24-24-de interfacs
atharnat 1/1 vlan 1 delete-on-reszat 4-127
Cconsole (config)#

Displaying the Address Table

The Dynamic Address Table contains the MAC addresses learned by monitoring
the source address for traffic entering the switch. When the destination address
for inbound traffic is found in the database, the packets intended for that address
are forwarded directly to the associated port. Otherwise, the traffic is flooded to all
ports.

Command Attributes

* Interface — Indicates a port or trunk.

* MAC Address — Physical address associated with this interface.

* VLAN — ID of configured VLAN (1-4094).

» Address Table Sort Key — You can sort the information displayed based on
MAC address, VLAN or interface (port or trunk).

» Dynamic Address Counts — The number of addresses dynamically learned.

* Current Dynamic Address Table — Lists all the dynamic addresses.

Web — Click Address Table, Dynamic Addresses. Specify the search type (i.e.,

mark the Interface, MAC Address, or VLAN checkbox), select the method of
sorting the displayed addresses, and then click Query.
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Dynamic Addresses

Quary by

[ Irtedace * Pon G T Trunk I_;|
™ WAL Address |

™ VLAN =]

Mddress Table Sort Key|| Address =|

Cuary

ymamic Address Table

Dynamic Address Cours

{Q0-20-3C-23-C0-60, WLAN 2 Uni 1, Part 1, Cynamic

Cirrerd Dy naric Addraze Tabla) |

Figure 3-54. Configuring a Dynamic Address Table

CLI — This example also displays the address table entries for port 1.

Consoclafshow mac-addreses-table interface stharnst 1/1 4-
Interface Mac Address Vlan Tvpe

Eth 1/ 1 00-E0-29-24-34-0E 1 Delete-on-rezat
Eth 1/ 1 00-20-9C-22-CD-60 2 Learned
Consoled

[
5]
L)

Changing the Aging Time

You can set the aging time for entries in the dynamic address table.

Command Attributes

* Aging Status — Enables/disables the function.

* Aging Time — The time after which a learned entry is discarded.
(Range: 10-30000 seconds; Default: 300 seconds)

Web — Click Address Table, Address Aging. Specify the new aging time, click
Apply.
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Address Aging

Agmg Status ¥ Enabled
Az Tame (10-Z200007% iSUD seconds

Figure 3-55. Setting the Address Aging Time

CLI — This example sets the aging time to 400 seconds.

Conzoele{config) fmac-addreze-table aging-tims 400 4-182
Consclef{config)$
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Spanning Tree Algorithm Configuration

The Spanning Tree Algorithm (STA) can be used to detect and disable network
loops, and to provide backup links between switches, bridges or routers. This
allows the switch to interact with other bridging devices (that is, an STA-compliant
switch, bridge or router) in your network to ensure that only one route exists
between any two stations on the network, and provide backup links which
automatically take over when a primary link goes down.

The spanning tree algorithms supported by this switch include these versions:
* STP — Spanning Tree Protocol (IEEE 802.1D)
* RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

STA uses a distributed algorithm to select a bridging device (STA-compliant
switch, bridge or router) that serves as the root of the spanning tree network. It
selects a root port on each bridging device (except for the root device) which
incurs the lowestpath cost when forwarding a packet from that device to the root
device. Then it selects a designated bridging device from each LAN which incurs
the lowest path cost when forwarding a packet from that LAN to the root device.
All ports connected to designated bridging devices are assigned as designated
ports. After determining the lowest cost spanning tree, it enables all root ports and
designated ports, and disables all other ports. Network packets are therefore only
forwarded between root ports and designated ports, eliminating any possible

network loops.
Dasignalad ) 4 Eﬁt
Da lad Part
Brrj-ggana |D ‘}D D D |
.

Once a stable network topology has been established, all bridges listen for Hello
BPDUs (Bridge Protocol Data Units) transmitted from the Root Bridge. If a bridge
does not get a Hello BPDU after a predefined interval (Maximum Age), the bridge
assumes that the link to the Root Bridge is down. This bridge will then initiate
negotiations with other bridges to reconfigure the network to reestablish a valid
network topology.

Drasignated
Raot

RSTP is designed as a general replacement for the slower, legacy STP. RSTP
achieves must faster reconfiguration (i.e., around one tenth of the time required
by STP) by reducing the number of state changes before active ports start
learning, predefining an alternate route that can be used when a node or port fails,
and retaining the forwarding database for ports insensitive to changes in the tree
structure when reconfiguration occurs.
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When using STP or RSTP, it may be difficult to maintain a stable path between all
VLAN members. Frequent changes in the tree structure can easily isolate some of
the group members.

Displaying Global Settings

You can display a summary of the current bridge STA information that applies to
the entire switch using the STA Information screen.

Field Attributes

* Spanning Tree State — Shows if the switch is enabled to participate in an
STA-compliant network.

» Bridge ID — A unique identifier for this bridge, consisting of the bridge priority
and MAC address (where the address is taken from the switch system).

* Max Age — The maximum time (in seconds) a device can wait without receiving
a configuration message before attempting to reconfigure. All device ports (except
for designated ports) should receive configuration messages at regular intervals.
Any port that ages out STA information (provided in the last configuration
message) becomes the designated port for the attached LAN. If it is a root port, a
new root port is selected from among the device ports attached to the network.
(References to “ports” in this section mean “interfaces,” which includes both ports
and trunks.)

* Hello Time — Interval (in seconds) at which the root device transmits a
configuration message.

* Forward Delay — The maximum time (in seconds) the root device will wait
before changing states (i.e., discarding to learning to forwarding). This delay is
required because every device must receive information about topology changes
before it starts to forward frames. In addition, each port needs time to listen for
conflicting information that would make it return to a discarding state; otherwise,
temporary data loops might result.

» Designated Root — The priority and MAC address of the device in the Spanning
Tree that this switch has accepted as the root device.

- Root Port — The number of the port on this switch that is closest to the root. This
switch communicates with the root device through this port. If there is no root
port, then this switch has been accepted as the root device of the Spanning Tree
network.

- Root Path Cost — The path cost from the root port on this switch to the root
device.

» Configuration Changes — The number of times the Spanning Tree has been
reconfigured.

» Last Topology Change — Time since the Spanning Tree was last reconfigured.

These additional parameters are only displayed for the CLI:
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* Spanning tree mode — Specifies the type of spanning tree used on this switch:
- STP: Spanning Tree Protocol (IEEE 802.1D)

- RSTP: Rapid Spanning Tree (IEEE 802.1w)

* Priority — Bridge priority is used in selecting the root device, root port, and
designated port. The device with the highest priority becomes the STA root device.
However, if all devices have the same priority, the device with the lowest MAC
address will then become the root device.

* Root Hello Time — Interval (in seconds) at which this device transmits a
configuration message.

* Root Maximum Age — The maximum time (in seconds) this device can wait
without receiving a configuration message before attempting to reconfigure. All
device ports (except for designated ports) should receive configuration messages
at regular intervals. If the root port ages out STA information (provided in the last
configuration message), a new root port is selected from among the device ports
attached to the network. (References to “ports” in this section means “interfaces,”
which includes both ports and trunks.)

* Root Forward Delay — The maximum time (in seconds) this device will wait
beforechanging states (i.e., discarding to learning to forwarding). This delay is
requiredbecause every device must receive information about topology changes
before itstarts to forward frames. In addition, each port needs time to listen for
conflicting information that would make it return to a discarding state; otherwise,
temporarydata loops might result.

* Transmission limit — The minimum interval between the transmission of
consecutive RSTP BPDUSs.

» Path Cost Method — The path cost is used to determine the best path between
devices. The path cost method is used to determine the range of values that can
be assigned to each interface.

Web — Click Spanning Tree, STA, Information.

STA Information

Spanning Tree:

Spanning Trea State Enabled Decignated Kool 32788.00004BC L0000
Endge ID 2768 0000ABCO0000 | Roat Pod ]

Max Age 20 Raat Path Cost ]

Hello Time P Configuration Changes 2

Forward Delay 15 Last Topology Change 0@ 0 b O men 535 <

Figure 3-56. Displaying Spanning Tree Information

CLI — This command displays global STA settings, followed by settings for each
port.
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Consoclefshow spanning-tres 4-140
Spanning-tree informaticn

Spanning tres mode :RSTP

Spanning tres enable/dizabls :enablad

Priority 132768

Eridge Hello Time (sec.) 2

Eridge Max Age (sec.) 120

Eridge Forward Delay (sec.) :1E

Root Hello Time {(sac.) 1 2

Roob Max age (2ac.) 120

Root Forwvard Delay {(sac.) :1E

Dezignated Root :32768.0.0000ABCDOOO0
Current rooct port :1

Current root cost 200000

Humber of topology changas :1

Last topology changes time {(sec.) :13280

Transmissicon limit : 3

Path Cost Method :long

Note: The current root port and current root cost display as zero when this device
is not connected to the network.

Configuring Global Settings

Global settings apply to the entire switch.

Command Usage

» Spanning Tree Algorithm6
Uses RSTP for the internal state machine, but sends only 802.1D
BPDUs.

» Spanning Tree Protocol
Uses RSTP for the internal state machine, but sends only 802.1D BPDUs.

* Rapid Spanning Tree Protocol
RSTP supports connections to either STP or RSTP nodes by monitoring the
incoming protocol messages and dynamically adjusting the type of protocol
messages the RSTP node transmits, as described below:
- STP Mode - If the switch receives an 802.1D BPDU (i.e., STP BPDU) after a
port’s migration delay timer expires, the switch assumes it is connected to an
802.1D bridge and starts using only 802.1D BPDUSs.
- RSTP Mode - If RSTP is using 802.1D BPDUs on a port and receives an
RSTP BPDU after the migration delay expires, RSTP restarts the migration
delay timer and begins using RSTP BPDUs on that port.

Command Attributes
Basic Configuration of Global Settings
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* Spanning Tree State — Enables/disables STA on this switch. (Default: Enabled)
» Spanning Tree Type — Specifies the type of spanning tree used on this switch:
- STP: Spanning Tree Protocol (IEEE 802.1D); i.e., when this option is selected,
the switch will use RSTP set to STP forced compatibility mode).
- RSTP: Rapid Spanning Tree (IEEE 802.1w); RSTP is the default.
* Priority — Bridge priority is used in selecting the root device, root port, and
designated port. The device with the highest priority becomes the STA root device.
However, if all devices have the same priority, the device with the lowest MAC
address will then become the root device. (Note that lower numeric values
indicate higher priority.)
- Default: 32768
- Range: 0-61440, in steps of 4096
- Options: 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440

Root Device Configuration
* Hello Time — Interval (in seconds) at which the root device transmits a
configuration message.

- Default: 2

- Minimum: 1

- Maximum: The lower of 10 or [(Max. Message Age / 2) -1]
 Maximum Age — The maximum time (in seconds) a device can wait without
receiving a configuration message before attempting to reconfigure. All device
ports (except for designated ports) should receive configuration messages at
regular intervals. Any port that ages out STA information (provided in the last
configuration message) becomes the designated port for the attached LAN. If it is
a root port, a new root port is selected from among the device ports attached to
the network. (References to “ports” in this section mean “interfaces,” which
includes both ports and trunks.)

- Default: 20

- Minimum: The higher of 6 or [2 x (Hello Time + 1)].

- Maximum: The lower of 40 or [2 x (Forward Delay - 1)]
* Forward Delay — The maximum time (in seconds) this device will wait before
changing states (i.e., discarding to learning to forwarding). This delay is required
because every device must receive information about topology changes before it
starts to forward frames. In addition, each port needs time to listen for conflicting
information that would make it return to a discarding state; otherwise, temporary
data loops might result.

- Default: 15

- Minimum: The higher of 4 or [(Max. Message Age / 2) + 1]

- Maximum: 30

Configuration Settings for RSTP

» Path Cost Method — The path cost is used to determine the best path between
devices. The path cost method is used to determine the range of values that can
be assigned to each interface.
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- Long: Specifies 32-bit based values that range from 1-200,000,000.

(This is the default.)

- Short: Specifies 16-bit based values that range from 1-65535.
* Transmission Limit — The maximum transmission rate for BPDUs is specified
by setting the minimum interval between the transmission of consecutive protocol
messages. (Range: 1-10; Default: 3)

Web - Click Spanning Tree, STA, Configuration. Modify the required attributes,
and click Apply.

STA Configuration

Swiich:

spennmg Tree State| 2 Enabled
Spannmg Tree Type |F¥E'|T’ *I

Prionty (0-61440) ISE?EB

When the S5witch Becomes Root:

[npast Format 2 % (hello tme + 10 == max age <= 2 * (forward delay - 1)

Helle Tame (1-100 |2 seconds
Waarmm Age (F-40) |E'IZI seconds
Ferveard Delay (4-30) | 5 seconds

Advanced:

Fath Cost Method Long *

Transrwssien Lt (1-107]3

Figure 3-57. Configuring Spanning Tree

CLI - This example enables Spanning Tree Protocol, sets the mode to RSTP, and
then configures the STA and RSTP parameters.
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CJonsclea
Jonsocla
Consocle
Consoclea
Jonsola
Zonsolea
Console
Jonsola

{configl #spanning-trae
{configldespamming-trae
{configldspanning-trae
{config) #spanning-trae
{oonfigldepamming-trae
{configl#spanning-trae
(configl dspamning-trae
{oonfigldepamming-trae

modas ret

priority 45058
helloc-tima &

max-ags 38
forward-time z0
pathcocost method long
transmission-limit 4

1
[y

[aepy
[N TR PR P PO P PP
ba b b M

[T O R O A | A S %
noin

Conscle{config)#

Displaying Interface Settings

The STA Port Information and STA Trunk Information pages display the current
status of ports and trunks in the Spanning Tree.

Field Attributes

* Spanning Tree — Shows if STA has been enabled on this interface.

» STA Status — Displays current state of this port within the Spanning Tree:

* Discarding - Port receives STA configuration messages, but does not forward
packets.

* Learning - Port has transmitted configuration messages for an interval set by
the Forward Delay parameter without receiving contradictory information. Port
address table is cleared, and the port begins learning addresses.

» Forwarding - Port forwards packets, and continues learning addresses.

The rules defining port status are:
- A port on a network segment with no other STA compliant bridging device is
always forwarding.
- If two ports of a switch are connected to the same segment and there is no
other
STA device attached to this segment, the port with the smaller ID forwards
packets and the other is discarding.
- All ports are discarding when the switch is booted, then some of them change
state to learning, and then to forwarding.
* Forward Transitions — The number of times this port has transitioned from the
Learning state to the Forwarding state.
* Designated Cost — The cost for a packet to travel from this port to the root in the
current Spanning Tree configuration. The slower the media, the higher the cost.
» Designated Bridge — The bridge priority and MAC address of the device
through which this port must communicate to reach the root of the Spanning Tree.
» Designated Port — The port priority and number of the port on the designated
bridging device through which this switch must communicate with the root of the
Spanning Tree.
* Oper Link Type — The operational point-to-point status of the LAN segment
attached to this interface. This parameter is determined by manual configuration
or by auto-detection, as described for Admin Link Type in STA Port Configuration
on page 3-139.
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» Oper Edge Port — This parameter is initialized to the setting for Admin Edge
Port in STA Port Configuration on page 3-139 (i.e., true or false), but will be set to
false if a BPDU is received, indicating that another bridge is attached to this port.
* Port Role — Roles are assigned according to whether the port is part of the
active topology connecting the bridge to the root bridge (i.e., root port),
connecting a LAN through the bridge to the root bridge (i.e., designated port), or
is an alternate or backup port that may provide connectivity if other bridges,
bridge ports, or LANs fail or are removed. The role is set to disabled (i.e.,
disabled port) if a port has no role within the spanning tree.

* Trunk Member — Indicates if a port is a member of a trunk.

(STA Port Information only)

Altemate port receives more R: Root Port
useful EFDUs from ancother Az Altemate Port
bridge and is therefore not D: Designated Port
selected as the designated B: Backup Port
port. R R
A D B
X

Backup port receives more
useful BPDUs from the same
bridge and is therefore not
selected as the designated
port.

A D B

X

These additional parameters are only displayed for the CLI:

* Admin status — Shows if this interface is enabled.

* Path cost — This parameter is used by the STA to determine the best path
between devices. Therefore, lower values should be assigned to ports attached to
faster media, and higher values assigned to ports with slower media. (Path cost
takes precedence over port priority.)

* Priority — Defines the priority used for this port in the Spanning Tree Algorithm.
If the path cost for all ports on a switch is the same, the port with the highest
priority (i.e., lowest value) will be configured as an active link in the Spanning Tree.
This makes a port with higher priority less likely to be blocked if the Spanning Tree
Algorithm is detecting network loops. Where more than one port is assigned the
highest priority, the port with the lowest numeric identifier will be enabled.
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» Designated root — The priority and MAC address of the device in the Spanning
Tree that this switch has accepted as the root device.
* Fast forwarding — This field provides the same information as Admin Edge port,
and is only included for backward compatibility with earlier products.
» Admin Edge Port — You can enable this option if an interface is attached to a
LAN segment that is at the end of a bridged LAN or to an end node. Since end
nodes cannot cause forwarding loops, they can pass directly through to the
spanning tree forwarding state. Specifying Edge Ports provides quicker
convergence for devices such as workstations or servers, retains the current
forwarding database to reduce the amount of frame flooding required to rebuild
address tables during reconfiguration events, does not cause the spanning tree to
reconfigure when the interface changes state, and also overcomes other
STA-related timeout problems. However, remember that Edge Port should only
be enabled for ports connected to an end-node device.
* Admin Link Type — The link type attached to this interface.

- Point-to-Point — A connection to exactly one other bridge.

- Shared — A connection to two or more bridges.

- Auto — The switch automatically determines if the interface is attached to a

point-to-point link or to shared media.

Web — Click Spanning Tree, STA, Port Information or STA Trunk Information.

STA Port Information
Por it s e D e Caot ol Por el
1 Emzhled |F '\-'\-L'-I.:rdl‘u] 7 LU 1 2TEE, 0 DOE0F 1ESE2000 14 24 ._:.::1“- Chszhled Rt
2 | Emsbled |Discarding n COMOD0 614400 D000ES13431 | 1282 Fa l':;l“' Enabled | Disabled
Ensbled |Discarding | O Z0000 14400 001131 | 1263 o | Enabied | Dissboled
4 |Ensbled |Discanding | O 20000 S14000000Es 133 | 120 | TR eraneg | Disabled
£ | Emshled |Ciscarding 0 0000 SIADODO0ERIIET | 185 | = :'_:““ —nabled | Dissbled o

Figure 3-58. Displaying Spanning Tree Information

CLI — This example shows the STA attributes for port 5.
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Consclefshow spanning-tree athernst 1/5

Eth 1/ & information

Admin status : enakled
Role : designats
2tats : digearding
Path cost : 100040
Pricrity : lza
Designated cost : 0
Cesignated port : 128.5

Designated root
Cesignated bridge

: 61440.0.0000E2313121
¢ 6l440.0.0000E2213121

4-140

Fast forwarding : disablad
Forward transitions : ©

2dmin edge port : digabled
oper adgse port : digakbled
Admin Link typs : auko

Opaer Link typsa : point-to-point
Zpanning Tree sStatus : anabled
Zonsclea#

Configuring Interface Settings

You can configure RSTP attributes for specific interfaces, including port priority,
path cost, link type, and edge port. You may use a different priority or path cost for
ports of the same media type to indicate the preferred path, link type to indicate a
point-to-point connection or shared-media connection, and edge port to indicate if
the attached device can support fast forwarding.

Command Attributes
The following attributes are read-only and cannot be changed:

» STA State — Displays current state of this port within the Spanning Tree. (See
Displaying Interface Settings on page 3-96 for additional information.)
- Discarding - Port receives STA configuration messages, but does not forward
packets.
- Learning - Port has transmitted configuration messages for an interval set by
the Forward Delay parameter without receiving contradictory information. Port
address table is cleared, and the port begins learning addresses.
- Forwarding - Port forwards packets, and continues learning addresses.
* Trunk — Indicates if a port is a member of a trunk. (STA Port Configuration only)
The following interface attributes can be configured:
» Spanning Tree — Enables/disables STA on this interface. (Default: Enabled).
* Priority — Defines the priority used for this port in the Spanning Tree Protocol. If
the path cost for all ports on a switch are the same, the port with the highest
priority (i.e., lowest value) will be configured as an active link in the Spanning Tree.
This makes a port with higher priority less likely to be blocked if the Spanning Tree
Protocol is detecting network loops. Where more than one port is assigned the
highest priority, the port with lowest numeric identifier will be enabled.
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* Default: 128

» Range: 0-240, in steps of 16
* Path Cost — This parameter is used by the STP to determine the best path
between devices. Therefore, lower values should be assigned to ports attached to
faster media, and higher values assigned to ports with slower media. (Path cost
takes precedence over port priority.) Note that when the Path Cost Method is set
to short (page 3-63), the maximum path cost is 65,535.
* Range —

- Ethernet: 200,000-20,000,000

- Fast Ethernet: 20,000-2,000,000

- Gigabit Ethernet: 2,000-200,000
* Default —

- Ethernet — Half duplex: 2,000,000; full duplex: 1,000,000; trunk: 500,000

- Fast Ethernet — Half duplex: 200,000; full duplex: 100,000; trunk: 50,000

- Gigabit Ethernet — Full duplex: 10,000; trunk: 5,000
* Admin Link Type — The link type attached to this interface.

- Point-to-Point — A connection to exactly one other bridge.

- Shared — A connection to two or more bridges.

- Auto — The switch automatically determines if the interface is attached to a

point-to-point link or to shared media. (This is the default setting.)
» Admin Edge Port (Fast Forwarding) — You can enable this option if an interface
is attached to a LAN segment that is at the end of a bridged LAN or to an end
node. Since end nodes cannot cause forwarding loops, they can pass directly
through to the spanning tree forwarding state. Specifying Edge Ports provides
quicker convergence for devices such as workstations or servers, retains the
current forwarding database to reduce the amount of frame flooding required to
rebuild address tables during reconfiguration events, does not cause the
spanning tree to initiate reconfiguration when the interface changes state, and
also overcomes other STA-related timeout problems. However, remember that
Edge Port should only be enabled for ports connected to an end-node device.
(Default: Disabled)
* Migration — If at any time the switch detects STP BPDUSs, including
Configuration or Topology Change Notification BPDUSs, it will automatically set the
selected interface to forced STP-compatible mode. However, you can also use
the Protocol Migration button to manually re-check the appropriate BPDU format
(RSTP or STP-compatible) to send on the selected interfaces. (Default: Disabled)

Web — Click Spanning Tree, STA, Port Configuration or Trunk Configuration.
Modify the required attributes, then click Apply.
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STA Port Confizuration
Port Spanning Tree STA Stace UJPIL;-“::L - [L_I"”j ‘T"’Gm Addrnin Tnk Type {?‘i’;‘;ﬂi:‘:;] Wigration Tk
1 F Enakled | Dnizessrdmg |I ] |I n0onon |A‘--.In ;[ ™ Enabled ™ Enabled
2 | FEnabled |Discardng E [t onooo [te =l I Enabled | Enabled
3 | # Easkled  Forwrarding [1z6 [t anoni [0 =] M Erabled | Enabled
4 | FEasbled |Duecardns [Tz [roooon [#ada =| [ Enabled | Enabled
5 | F Enabled | Discardng [1za [ ogoon [ =l [ Erabled [ Enabled
6 | B Eastled | Diseardng [1es [t unoon [0 =l I Enakled | T Enabled
Figure 3-59. Configuring Spanning Tree per Port
CLI — This example sets STA attributes for port 7.
Consclaiconfigi#interface ethernet 177 4-104
Consclel{config-ifi#spanning-tree port-priority O 4-137
Consolaei{config-ifi#spanning-tree cost &Q 4-138
Consclai{config-if#epanning-tree link-typs auto 4-139
Consolai{config-ifi#no spanning-tree adge-port 4-137
Consolaed{config-ifi#
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VLAN Configuration

IEEE 802.1Q VLANS

In large networks, routers are used to isolate broadcast traffic for each subnet into
separate domains. This switch provides a similar service at Layer 2 by using
VLANS to organize any group of network nodes into separate broadcast domains.
VLANs confine broadcast traffic to the originating group, and can eliminate
broadcast storms in large networks. This also provides a more secure and cleaner
network environment.

An IEEE 802.1Q VLAN is a group of ports that can be located anywhere in the
network, but communicate as though they belong to the same physical segment.

VLANSs help to simplify network management by allowing you to move devices to
a new VLAN without having to change any physical connections. VLANs can be
easily organized to reflect departmental groups (such as Marketing or R&D),
usage groups (such as e-mail), or multicast groups (used for multimedia
applications such as videoconferencing).

VLANS provide greater network efficiency by reducing broadcast traffic, and allow
you to make network changes without having to update IP addresses or IP
subnets.VLANSs inherently provide a high level of network security since traffic
must pass through a configured Layer 3 link to reach a different VLAN.

This switch supports the following VLAN features:

» Up to 255 VLANS based on the IEEE 802.1Q standard

* Distributed VLAN learning across multiple switches using explicit or implicit
tagging and GVRP protocol

* Port overlapping, allowing a port to participate in multiple VLANs

* End stations can belong to multiple VLANS

* Passing traffic between VLAN-aware and VLAN-unaware devices

* Priority tagging

Assigning Ports to VLANSs

Before enabling VLANS for the switch, you must first assign each port to the VLAN
group(s) in which it will participate. By default all ports are assigned to VLAN 1 as
untagged ports. Add a port as a tagged port if you want it to carry traffic for one or
more VLANSs, and any intermediate network devices or the host at the other end
of the connection supports VLANs. Then assign ports on the other VLAN-aware
network devices along the path that will carry this traffic to the same VLAN(S),
either manually or dynamically using GVRP. However, if you want a port on this
switch to participate in one or more VLANS, but none of the intermediate network
devices nor the host at the other end of the connection supports VLANS, then you
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should add this port to the VLAN as an untagged port.

Note: VLAN-tagged frames can pass through VLAN-aware or VLAN-unaware
network interconnection devices, but the VLAN tags should be stripped off before
passing it on to any end-node host that does not support VLAN tagging.

(e -y = e
L] B
iy iy
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WU VLAN Unawane

IE tagged untagged IE
e =
WA WA Wi .

VLAN Classification — When the switch receives a frame, it classifies the frame
in one of two ways. If the frame is untagged, the switch assigns the frame to an
associated VLAN (based on the default VLAN ID of the receiving port). But if the
frame is tagged, the switch uses the tagged VLAN ID to identify the port broadcast
domain of the frame.

Port Overlapping — Port overlapping can be used to allow access to commonly
shared network resources among different VLAN groups, such as file servers or
printers. Note that if you implement VLANs which do not overlap, but still need to
communicate, you can connect them by enabled routing on this switch.

Untagged VLANs — Untagged (or static) VLANSs are typically used to reduce
broadcast traffic and to increase security. A group of network users assigned to a
VLAN form a broadcast domain that is separate from other VLANs configured on
the switch. Packets are forwarded only between ports that are designated for the
same VLAN. Untagged VLANs can be used to manually isolate user groups or
subnets. However, you should use IEEE 802.3 tagged VLANs with GVRP
whenever possible to fully automate VLAN registration.

Automatic VLAN Registration — GVRP (GARP VLAN Registration Protocol)
defines a system whereby the switch can automatically learn the VLANSs to which
each end station should be assigned. If an end station (or its network adapter)
supports the IEEE 802.1Q VLAN protocol, it can be configured to broadcast a
message to your network indicating the VLAN groups it wants to join. When this
switch receives these messages, it will automatically place the receiving port in
the specified VLANS, and then forward the message to all other ports. When the
message arrives at another switch that supports GVRP, it will also place the
receiving port in the specified VLANSs, and pass the message on to all other ports.
VLAN requirements are propagated in this way throughout the network. This
allows GVRP-compliant devices to be automatically configured for VLAN groups
based solely on endstation requests.
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To implement GVRP in a network, first add the host devices to the required
VLANSs (using the operating system or other application software), so that these
VLANSs can be propagated onto the network. For both the edge switches attached
directly to these hosts, and core switches in the network, enable GVRP on the
links between these devices. You should also determine security boundaries in
the network and disable GVRP on the boundary ports to prevent advertisements
from being propagated, or forbid those ports from joining restricted VLANS.

Note: If you have host devices that do not support GVRP, you should configure
static or untagged VLANSs for the switch ports connected to these devices (as
described in “Adding Static Members to VLANs (VLAN Index)” on page 3-108).
But you can still enable GVRP on these edge switches, as well as on the core
switches in the network.

Port-hased VLAN

Forwarding Tagged/Untagged Frames

If you want to create a small port-based VLAN for devices attached directly to a
single switch, you can assign ports to the same untagged VLAN. However, to
participate in a VLAN group that crosses several switches, you should create a
VLAN for that group and enable tagging on all ports.

Ports can be assigned to multiple tagged or untagged VLANs. Each port on the

switch is therefore capable of passing tagged or untagged frames. When
forwarding a frame from this switch along a path that contains any VLAN-aware
devices, the switch should include VLAN tags. When forwarding a frame from this
switch along a path that does not contain any VLAN-aware devices (including the
destination host), the switch must first strip off the VLAN tag before forwarding the
frame. When the switch receives a tagged frame, it will pass this frame onto the
VLAN(S) indicated by the frame tag. However, when this switch receives an
untagged frame from a VLAN-unaware device, it first decides where to forward
the frame, and then inserts a VLAN tag reflecting the ingress port’s default VID.
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Enabling or Disabling GVRP (Global Setting)

GARP VLAN Registration Protocol (GVRP) defines a way for switches to
exchange VLAN information in order to register VLAN members on ports across
the network.VLANs are dynamically configured based on join messages issued
by host devices and propagated throughout the network. GVRP must be enabled
to permit automati VLAN registration, and to support VLANs which extend
beyond the local switch. (Default: Disabled)

Web — Click VLAN, 802.1Q VLAN, GVRP Status. Enable or disable GVRP, and
click Apply.

GVRP Status

GYRP ¥ Enable

Figure 3-60. Enabling GVRP

CLI — This example enables GVRP for the switch.

Conaole (config) #bridge-ext gvrp 4-158
Conzsole(config)#

Displaying Basic VLAN Information

The VLAN Basic Information page displays basic information on the VLAN type
supported by the switch.

Field Attributes

* VLAN Version Number* — The VLAN version used by this switch as specified in
the IEEE 802.1Q standard.

e Maximum VLAN ID — Maximum VLAN ID recognized by this switch.

* Maximum Number of Supported VLANs — Maximum number of VLANSs that
can be configured on this switch.

Web — Click VLAN, 802.1Q VLAN, Basic Information.
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VLAN Basic Information

LAM Wersion Mumber
Ml axirmm AN 10 4094
flazimum Mumber of Supported YLANs 255

Figure 3-61. Displaying Basic VLAN Information
CLI — Enter the following command.

Consoleg#show bridge-axt 4-1E57
Max support vlan numbers: 255

Max support wlan ID: 4094
Extended multicast filtering services: Mo
Static antry individual port: Yas

VLAN learning: IVL
Configurable FVID Cagging: Yas
Local VLAN capable: o
Traffic clas=zes: Enabled
Glchal GVRE status: Enabled
GMEP: Disabled
Consoled

Displaying Current VLANS

The VLAN Current Table shows the current port members of each VLAN and
whether or not the port supports VLAN tagging. Ports assigned to a large VLAN
group that crosses several switches should use VLAN tagging. However, if you
just want to create a small port-based VLAN for one or two switches, you can
disable tagging.

Command Attributes (Web)

* VLAN ID — ID of configured VLAN (1-4094).

* Up Time at Creation — Time this VLAN was created (i.e., System Up Time).
* Status — Shows how this VLAN was added to the switch.

- Dynamic GVRP: Automatically learned via GVRP.

- Permanent: Added as a static entry.

* Egress Ports — Shows all the VLAN port members.

* Untagged Ports — Shows the untagged VLAN port members.

Web - Click VLAN, 802.1Q VLAN, Current Table. Select any ID from the
scroll-down list.
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VLAN Current Table

YLAN 10: [1 2]

-

Ip Tirne at Creation|
Status

Egress Ports

Figure 3-62. Displaying Current VLANs

Command Attributes (CLI)
* VLAN — ID of configured VLAN (1-4094, no leading zeroes).

* Type — Shows how this VLAN was added to the switch.

- Dynamic: Automatically learned via GVRP.
- Static: Added as a static entry.
* Name — Name of the VLAN (1 to 32 characters).

» Status — Shows if this VLAN is enabled or disabled.
- Active: VLAN is operational.
- Suspend: VLAN is suspended; i.e., does not pass packets.

» Ports / Channel groups — Shows the VLAN interface members.

CLI = Current VLAN information can be displayed with the following command.

Vlan ID:

TYpe:

Hame :

2tatus:

Porta/Channel groups:

Consoleg

Conaoclegshow vlan id 1

1
Static

Cefaultvlan

Botdive
Ethl/ 1(8])
Ethl/ &(5)
Ethl/11(8)
Ethl/1& (2]
Ethl/21(8)
Ethl/z& (8]

Ethl/ 2(8)
Ethl/ 7(5)
Ethil/12 (8]
Ethl/17(2)
Ethl,/22 (5]

Ethl/ 3(5)
Ethl/ 8(3)
Ethl/13 (5}
Ethl/18(3)
Ethl/23(3)

Ethl/ 4(58)
Ethl/ @(3)
Ethl/14 (58]
Ethl/12{3)
Ethl/24 (58]

4-150

Ethl/ Ei(&)
Ethl/10(s)
Ethl/15(s)
Ethl/20(s)
Ethl/2E5(8)
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Creating VLANSs

Use the VLAN Static List to create or remove VLAN groups. To propagate
information about VLAN groups used on this switch to external network devices,
you must specify a VLAN ID for each of these groups.

Command Attributes
» Current — Lists all the current VLAN groups created for this system. Up to 255
VLAN groups can be defined. VLAN 1 is the default untagged VLAN.
* New — Allows you to specify the name and numeric identifier for a new VLAN
group. (The VLAN name is only used for management on this system; it is not
added to the VLAN tag.)
* VLAN ID - ID of configured VLAN (1-4094, no leading zeroes).
* VLAN Name — Name of the VLAN (1 to 32 characters).
» Status (Web) — Enables or disables the specified VLAN.

- Enabled: VLAN is operational.

- Disabled: VLAN is suspended; i.e., does not pass packets.
« State (CLI) — Enables or disables the specified VLAN.

- Active: VLAN is operational.

- Suspend: VLAN is suspended; i.e., does not pass packets.
* Add — Adds a new VLAN group to the current list.
* Remove — Removes a VLAN group from the current list. If any port is assigned
to this group as untagged, it will be reassigned to VLAN group 1 as untagged.

Web — Click VLAN, 802.1Q VLAN, Static List. To create a new VLAN, enter the
VLAN ID and VLAN name, mark the Enable checkbox to activate the VLAN, and
then click Add.

VLAN Static List

Current: Mew:
Delaultyian, Enabled WLAM D {1400} lzi
‘mdd il 1 £
WLB e A&
e [ YLAN Name [F&D
Status  Enabled

I_:_igure_3-_6-3. _Con_i‘igu-ring a VLAN Static List

CLI — This example creates a new VLAN.
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Cconsole (config) $vlan datakase 4-142

Conzsole (config-vlan) #vlan 2 name ReD media etharnet state active 4-143

Console (config-vlan) gend

Cconsolegshow vlan 4-150

Vlan ID: 1

TYEE : Static

Hams : Defaultvlan

2tatus: Ective

Porta/Channel groups: Ethl,/ 1{2) Ethil/ 2(2) EBEthil/ 2{(8) Ethl,/ 4(2) Ethl/ E(S)
Ethl/ &(3) Ethl/ 7(2) Ethl/ &8(2) Ethl/ 8(3) Ethl/10(s)
Ethl/11(&) Ethl/1z (=) Ethl/13(2) Ethl/14(3) Ethl/15(s)
Ethl/1&({2) Eth1l/17(2) Ethl/l18{2) Ethl/15{2) Ethl/f20(s)
Ethl/21(2) Ethl/22(2) Ethl/z3(8) Ethl/24(2) Ethl/2:(5)
Ethl/z& (3]

Vlan ID: z

TYRe : Static

Hame : R&D

Status: Aotive

Porte/Port Channel:

Conzole (config-vlan) 4

Adding Static Members to VLANs (VLAN Index)

Use the VLAN Static Table to configure port members for the selected VLAN
index. Assign ports as tagged if they are connected to 802.1Q VLAN compliant
devices, or untagged they are not connected to any VLAN-aware devices. Or
configure a port as forbidden to prevent the switch from automatically adding it to
a VLAN via the GVRP protocol.

Notes: 1. You can also use the VLAN Static Membership by Port page to
configure VLAN groups based on the port index (page 3-110). However, note that
this configuration page can only add ports to a VLAN as tagged members.

2. VLAN 1 is the default untagged VLAN containing all ports on the switch, and
can only be modified by first reassigning the default port VLAN ID as described
under “Configuring VLAN Behavior for Interfaces” on page 3-156.

Command Attributes
* VLAN — ID of configured VLAN (1-4094).
* Name — Name of the VLAN (1 to 32 characters).
* Status — Enables or disables the specified VLAN.
- Enable: VLAN is operational.
- Disable: VLAN is suspended; i.e., does not pass packets.
* Port — Port identifier.
* Membership Type — Select VLAN membership for each interface by marking
the appropriate radio button for a port or trunk:
- Tagged: Interface is a member of the VLAN. All packets transmitted by the port
will be tagged, that is, carry a tag and therefore carry VLAN or CoS information.
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- Untagged: Interface is a member of the VLAN. All packets transmitted by the
port will be untagged, that is, not carry a tag and therefore not carry VLAN or
CoS information. Note that an interface must be assigned to at least one group
as an untagged port.

- Forbidden: Interface is forbidden from automatically joining the VLAN via GVRP.
For more information, see “Automatic VLAN Registration” on page

3-145.

- None: Interface is not a member of the VLAN. Packets associated with this
VLAN will not be transmitted by the interface.

* Trunk Member — Indicates if a port is a member of a trunk. To add a trunk to the
selected VLAN, use the last table on the VLAN Static Table page.

Web - Click VLAN, 802.1Q VLAN, Static Table. Select a VLAN ID from the
scroll-down list. Modify the VLAN name and status if required. Select the
membership type by marking the appropriate radio button in the list of ports or
trunks. Click Apply.

VLAN Static Table

VLAN: |2 =]
'emelF&D -

Status| W Enshile

Port Taggad Untagyed Forbidden Nons | Trunk Member

- - -~ -

2 T i { &
i 8 '
| i i T "
. =
Figure 3-64. Configuring a VLAN Static Table
CLI — The following example adds tagged and untagged ports to VLAN 2.
Console (configi#intarface atharnst 1/1 4-104
Console(config-if)#ewitchport allowad vlan add 2 tagged 4-148

Console(config-if) #axit

Console (configi#intaerface etharnst 1/2

Console (config-if#ewitchport allowad vlan add z untagged
Console (config-if) #exit

Console (configi#interface ethernst 1/12
Consoleiconfig-if) #switchport allowed wlan add z tagged
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Adding Static Members to VLANs (Port Index)

Use the VLAN Static Membership by Port menu to assign VLAN groups to the
selected interface as a tagged member.

Command Attributes

* Interface — Port or trunk identifier.

» Member — VLANSs for which the selected interface is a tagged member.

* Non-Member — VLANS for which the selected interface is not a tagged member.

Web — Open VLAN, 802.1Q VLAN, Static Membership by Port. Select an
interface from the scroll-down box (Port or Trunk). Click Query to display
membership information for the interface. Select a VLAN ID, and then click Add to
add the interface as a tagged member, or click Remove to remove the interface.
After configuring VLAN membership for each interface, click Apply.

VLAN Static Membership by Port

Interface & Po |.' =|| © Trunk [T_]

Query
(R Man-Mernbear
%lan 1 ["1an 2

< Add

Remova > |

=

Figure 3-65. VLAN Static Membership by Port

CLI — This example adds Port 3 to VLAN 1 as a tagged port, and removes Port 3
from VLAN 2.
Conscleiconfigl#interface ethernet 1,72

Conscleiconfig-ifi#switchport allowed vlan add 1 tagged
Conscle (config-ifi#ewitchport allowed vlan remove 2

[
i

[

Ha 03

[T

Configuring VLAN Behavior for Interfaces

You can configure VLAN behavior for specific interfaces, including the default
VLAN identifier (PVID), accepted frame types, ingress filtering, GVRP status, and
GARP timers.

Command Usage

* GVRP — GARP VLAN Registration Protocol defines a way for switches to
exchange VLAN information in order to automatically register VLAN members on
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interfaces across the network.

* GARP - Group Address Registration Protocol is used by GVRP to register or
deregister client attributes for client services within a bridged LAN. The default
values for the GARP timers are independent of the media access method or data
rate. These values should not be changed unless you are experiencing difficulties
with GVRP registration/deregistration.

Command Attributes
* PVID — VLAN ID assigned to untagged frames received on the interface.
(Default: 1)

If an interface is not a member of VLAN 1 and you assign its PVID to this VLAN,
the interface will automatically be added to VLAN 1 as an untagged member. For
all other VLANS, an interface must first be configured as an untagged member
before you can assign its PVID to that group.

» Acceptable Frame Type — Sets the interface to accept all frame types,
including tagged or untagged frames, or only tagged frames. When set to receive
all frame types, any received frames that are untagged are assigned to the default
VLAN. (Options: All, Tagged; Default: All)

* Ingress Filtering — Determines how to process frames tagged for VLANs for
which the ingress port is not a member. (Default: Disabled)

- Ingress filtering only affects tagged frames.

- If ingress filtering is disabled and a port receives frames tagged for VLANSs for
which it is not a member, these frames will be flooded to all other ports (except for
those VLANSs explicitly forbidden on this port).

- If ingress filtering is enabled and a port receives frames tagged for VLANs for
which it is not a member, these frames will be discarded.

- Ingress filtering does not affect VLAN independent BPDU frames, such as
GVRP or STP. However, they do affect VLAN dependent BPDU frames, such as
GMRP.

* GVRP Status — Enables/disables GVRP for the interface. GVRP must be
globally enabled for the switch before this setting can take effect. (See “Displaying
Bridge Extension Capabilities” on page 3-11.) When disabled, any GVRP packets
received on this port will be discarded and no GVRP registrations will be
propagated from other ports. (Default: Disabled)

* GARP Join Timer* — The interval between transmitting requests/queries to
participate in a VLAN group. (Range: 20-1000 centiseconds; Default: 20)

* GARP Leave Timer* — The interval a port waits before leaving a VLAN group.
This time should be set to more than twice the join time. This ensures that after a
Leave or LeaveAll message has been issued, the applicants can rejoin before the
port actually leaves the group. (Range: 60-3000 centiseconds; Default: 60)

* GARP LeaveAll Timer* — The interval between sending out a LeaveAll query
message for VLAN group participants and the port leaving the group. This interval
should be considerably larger than the Leave Time to minimize the amount of
traffic generated by nodes rejoining the group.

(Range: 500-18000 centiseconds; Default: 1000)
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» Mode — Indicates VLAN membership mode for an interface. (Default: Hybrid)

- 1Q Trunk — Specifies a port as an end-point for a VLAN trunk. A trunk is a direct
link between two switches, so the port transmits tagged frames that identify the
source VLAN. Note that frames belonging to the port's default VLAN (i.e.,
associated with the PVID) are also transmitted as tagged frames.

- Hybrid — Specifies a hybrid VLAN interface. The port may transmit tagged or
untagged frames.

* Trunk Member — Indicates if a port is a member of a trunk. To add a trunk to the
selected VLAN, use the last table on the VLAN Static Table page.

* Timer settings must follow this rule: 2 x (join timer) < leave timer < leaveAll timer

Web - Click VLAN, 802.1Q VLAN, Port Configuration or VLAN Trunk
Configuration. Fill in the required settings for each interface, click Apply.

VLAN Port Configuration

GARP | GARP | E"’“ﬁu
Join Leave ':?mer
Acceptable | Ingress LVRF limer limer " Trunk
Port| PYAD Frame Type| Fillering Status [(Centi [Canti Sn“:‘:::ils:l Made Member

Seconds] Seconds)

w8
1 [ [ALL =] | Enabled ™ Enabied| [20 [0 [foog [Hybnd =]
2 [AL =] | Enabled I Enabled| [20 [ [loo0 [Hybnd =]
3 |3 [Togmed =| ™ Enabled I Enabled 20 [ [too [Hubed =]
a i [ALL =] | Enabled I Enabied| [20 [0 [too0 [Hybnd =]
s i [aL =] ¥ Enabled W Enabled [30 a0 o0 [Hyena #]
= ] [4LL =] ™ Enabled I Enabled [20 [0 [too0 [Hvbnd =]

Figure 3-66. Configuring VLANSs per Port

CLI — This example sets port 3 to accept only tagged frames, assigns PVID 3 as
the native VLAN ID, enables GVRP, sets the GARP timers, and then sets the
switchport mode to hybrid.

Console (configi#interface ethernat 1/2

Console (config-ifi#ewitchport acceptable-frame-types tagged
Console (config-ifi#ewitchport ingress-filtering
Consoleiconfig-ifi#switchport native vlan 3

Console jconfig-1if) #switchport gvrp

Consoleiconfig-ifi#garp timer join 20

Console (config-ifi#garp timer laave 90

Console (config-ifi#garp timer leavezll 2000

Console (config-ifi#ewitchport mode hybrid
Console(config-ifi#

i i i i
= = = =

i i i
[ I ]

[ O O S R S Y A A
i i
i i
W oo oW s W
o oo o os] ]y W
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Private VLANS

Private VLANS provide port-based security and isolation between ports within the
assigned VLAN. This switch supports two types of private VLAN ports:
promiscuous, and community ports. A promiscuous port can communicate with all
interfaces within a private VLAN. Community ports can only communicate with
other ports in their own community VLAN, and with their designated promiscuous
ports. (Note that private VLANs and normal VLANsS can exist simultaneously
within the same switch.)

Each private VLAN consists of two components: a primary VLAN and one or more
community VLANSs. A primary VLAN allows traffic to pass between promiscuous
ports, and between promiscuous ports and community ports subordinate to the
primary VLAN. A community VLAN conveys traffic between community ports, and
from the community ports to their associated promiscuous ports. Multiple primary
VLANS can be configured on this switch, and multiple community VLANs can be
configured within each primary VLAN.

To configure private VLANS, follow these steps:

1. Use the Private VLAN Configuration menu (page 3-115) to designate one or
more community VLANs and the primary VLAN that will channel traffic outside of
the community groups.

2. Use the Private VLAN Association menu (page 3-116) to map the secondary
(i.e., community) VLAN(S) to the primary VLAN.

3. Use the Private VLAN Port Configuration menu (page 3-118) to set the port
type to promiscuous (i.e., having access to all ports in the primary VLAN) or host
(i.e., having access restricted to community VLAN members, and channeling all
other traffic through a promiscuous port). Then assign any promiscuous ports to a
primary VLAN and any host ports a secondary VLAN (i.e., community VLAN).

Displaying Current Private VLANS

The Private VLAN Information page displays information on the private VLANs
configured on the switch, including primary and community VLANS, and their
associated interfaces.

Command Attributes

* VLAN ID - ID of configured VLAN (1-4094, no leading zeroes).

* Primary VLAN — The primary VLAN with which the selected VLAN is associated.
(Note that this displays as VLAN 0 if the selected VLAN is itself a primary VLAN.)
* Ports List — The list of ports (and assigned type) in the selected private VLAN.

Web — Click VLAN, Private VLAN, Information. Select the desired port from the
VLAN ID drop-down menu.
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Private VLAN Information

VLAN ID: |5 Primany Vian =]

Erimary ¥lan|Vlan EJ|

Forts List

LInit 1, Fort 14, Hormad
nit1, Fart 15 Morme
Unit1, Fart 1k Mormad
Unit1, Fort 17, Marme

Figure 3-67. Private VLAN Information

CLI — This example shows the switch configured with primary VLAN 5 and
secondary VLAN 6. Port 3 has been configured as a promiscuous port and
mapped to VLAN 5, while ports 4 and 5 have been configured as a host ports and
are associated with VLAN 6. This means that traffic for port 4 and 5 can only pass
through port 3.

Console#show vlan private-vlan 4-153
Frimary Sacondary Typs Intarfaces

5 primary Ethl/ 2

5 & comminity Ethl/ 4 Ethl;/ &
Consoled

Configuring Private VLANS

The Private VLAN Configuration page is used to create/remove primary or
community VLANS.

Command Attributes

* VLAN ID - ID of configured VLAN (1-4094).

» Type — There are three types of VLANSs within a private VLAN:

- Primary VLANs — Conveys traffic between promiscuous ports, and to
community ports within secondary VLANS.

- Community VLANs - Conveys traffic between community ports, and to their
associated promiscuous ports.

- Isolated VLANs — Conveys traffic only between the VLAN's isolated ports and
promiscuous ports. Traffic between isolated ports within the VLAN is blocked.
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* Current — Displays a list of the currently configured VLANSs.

Web — Click VLAN, Private VLAN, Configuration. Enter the VLAN ID number,
select Primary, Isolated or Community type, then click Add. To remove a private
VLAN from the switch, highlight an entry in the Current list box and then click
Remove. Note that all member ports must be removed from the VLAN before it
can be deleted.

Private VLAN Configuration

Current: New:

5. Primary WVLAR]

6. Community WLAN teAdd | [VLAK |0 (1-4094)

7. Community Y LAN S EEEEE—
Femove | |[Type Frimary 'I

Figure 3-68. Configuring Private VLANs

CLI — This example configures VLAN 5 as a primary VLAN, and VLAN 6 and 7 as
community VLANS.

Consoleiconfigi#vlan databazs
Consoleiconfig-vilan)#private-vlan & primary
Console (config-vlani#private-vlan & community
Consoleiconfig-vlani#private-vlan 7 community
Consoleiconfig-vlan)#

Associating Community VLANS

Each community VLAN must be associated with a primary VLAN.

Command Attributes

* Primary VLAN ID — ID of primary VLAN (1-4094, no leading zeroes).

* Association — Community VLANSs associated with the selected primary VLAN.

* Non-Association — Community VLANSs not associated with the selected primary
VLAN.

Web — Click VLAN, Private VLAN, Association. Select the required primary VLAN
from the scroll-down box, highlight one or more community VLANs in the
Non-Association list box, and click Add to associate these entries with the
selected primary VLAN. (A community VLAN can only be associated with one
primary VLAN.)

3-118



Private VLAN Association

Primary VLAN ID; |5 =]

Aasociation. Man-Association:

B, Cammunity vlan
T Community Ylan

[nanej

coidd

Ramove

Figure 3-69. Private VLAN Association

CLI — This example associates community VLANs 6 and 7 with primary VLAN 5.

Consoleiconfigi#vlan databaze 4-142
tonsole (config-vlanj#private-vlan &5 associaktion & 4-153
Consoleiconfig-vlani#private-vlan & agsociation 7 4-153

Console (config)#

Displaying Private VLAN Interface Information

Use the Private VLAN Port Information and Private VLAN Trunk Information
menus to display the interfaces associated with private VLANS.

Command Attributes

* Port/Trunk — The switch interface.

* PVLAN Port Type — Displays private VLAN port types.

- Normal — The port is not configured in a private VLAN.

- Host — The port is a community port and can only communicate with other ports
in its own community VLAN, and with the designated promiscuous port(s).

- Promiscuous — A promiscuous port can communicate with all the interfaces
within a private VLAN.

* Primary VLAN — Conveys traffic between promiscuous ports, and between
promiscuous ports and community ports within the associated secondary VLANS.
 Community VLAN — A community VLAN conveys traffic between community
ports, and from community ports to their designated promiscuous ports.

* Isolated VLAN — Conveys traffic only between the VLAN’s isolated ports and
promiscuous ports. Traffic between isolated ports within the VLAN is blocked.

* Trunk — The trunk identifier. (Port Information only)

Web — Click VLAN, Private VLAN, Port Information or Trunk Information.
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Private VLAN Port Information
Port PYLAN Port Type Primary VLAN Community VLAN Isolated VLAN Trunk
1 MNormal —
2 Normal |
3 Promiscuous &
4 Host B
5 Host B
B Normal '
7 Mormal
& Mormal . . . :J

Figure 3-70. Displaying Private VLAN Port Information

CLI — This example shows the switch configured with primary VLAN 5 and
community VLAN 6. Port 3 has been configured as a promiscuous port and
mapped to VLAN 5, while ports 4 and 5 have been configured as host ports and
associated with VLAN 6. This means that traffic for port 4 and 5 can only pass
through port 3.

Console#dshow vlan private-vlan 4-155
Primary Sacondary Typs Interfaces

5 primary Ethl/ =

5 a comminity Ethl/ 4 Ethl/ &
Consoled

Configuring Private VLAN Interfaces

Use the Private VLAN Port Configuration and Private VLAN Trunk Configuration
menus to set the private VLAN interface type, and associate the interfaces with a
private VLAN.

Command Attributes

* Port/Trunk — The switch interface.

* PVLAN Port Type — Sets the private VLAN port types.

- Normal — The port is not configured into a private VLAN.

- Host — The port is a community port and can only communicate with other ports
in its own community VLAN, and with the designated promiscuous port(s).

- Promiscuous — A promiscuous port can communicate with all interfaces within
a private VLAN.

* Primary VLAN — Conveys traffic between promiscuous ports, and between
promiscuous ports and community ports within the associated secondary VLANS.
If PVLAN type is “Promiscuous,” then specify the associated primary VLAN. For
“Host” type, the Primary VLAN displayed is the one to which the selected
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secondary VLAN has been associated.

» Secondary VLAN — On this switch all secondary VLANs are community VLANS.
A community VLAN conveys traffic between community ports, and from
community ports to their designated promiscuous ports. If PVLAN Port Type is
“Host,” then specify the associated secondary VLAN.

Web — Click VLAN, Private VLAN, Port Configuration or Trunk Configuration. Set
the PVLAN Port Type for each port that will join a private VLAN. For promiscuous
ports, set the associated primary VLAN. For host ports, set the associated
secondary VLAN. After all the ports have been configured, click Apply.

Private VLAN Port Configuration
Fort PYLAN Fort Type |[Primary YLAN Secondary VLAN Isolated VLAN Trunk
1| [rest =] | [reodd =  rlood
z [Fromiscuous x| |& | l—_l r I—_I .
4 | [wormat =] | [ivcee) 2] | nome) 2 m {inore) 1
2 [Fromiscuous =] [5 | I—_I r I—_I
| owa o | [wod | [eod | Fleod
8 |H:~|n'.-:l LJ | J l—_l r I—_I
9 | [owa = | lrood | Momsl | Fleod &

Figure 3-71. Private VLAN Port Configuration

CLI — This example shows the switch configured with primary VLAN 5 and
secondary VLAN 6. Port 3 has been configured as a promiscuous port and
mapped to VLAN 5, while ports 4 and 5 have been configured as a host ports and
associated with VLAN 6. This means that traffic for port 4 and 5 can only pass
through port 3.

Zonsole (configl#interface sethernaet 1/3

Console (config-ifi#awitehport mode private-vlan promisouous 4-153
Console (config-ifi#ewitchport private-vlan mapping S 4-155
Console (config-ifi#exit

Console (config)#interface athernat 1/4

Console (config-ifi#ewitchport mode private-vlan host 4-153
Console (config-ifi#ewitchport private-vlan host-associaticon & 4-154
Consolelconfig-if)#exit

Console (config)#interface ethernat 1/:

Console (config-ifi#ewitchport mode private-vlan host

Console (config-ifi#switchport private-vlan host-associaticon &
Consolelconfig-ifi#
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Class of Service Configuration

Class of Service (CoS) allows you to specify which data packets have greater
precedence when traffic is buffered in the switch due to congestion. This switch
supports CoS with four priority queues for each port. Data packets in a port’s
high-priority queue will be transmitted before those in the lower-priority queues.
You can set the default priority for each interface, and configure the mapping of
frame priority tags to the switch’s priority queues.

Layer 2 Queue Settings

Setting the Default Priority for Interfaces

You can specify the default port priority for each interface on the switch. All
untagged packets entering the switch are tagged with the specified default port
priority, and then sorted into the appropriate priority queue at the output port.

Command Usage

* This switch provides four priority queues for each port. It uses Weighted Round
Robin to prevent head-of-queue blockage.

» The default priority applies for an untagged frame received on a port set to
accept all frame types (i.e, receives both untagged and tagged frames). This
priority does not apply to IEEE 802.1Q VLAN tagged frames. If the incoming
frame is an IEEE 802.1Q VLAN tagged frame, the IEEE 802.1p User Priority bits
will be used.

* If the output port is an untagged member of the associated VLAN, these frames
are stripped of all VLAN tags prior to transmission.

Command Attributes

» Default Priority* — The priority that is assigned to untagged frames received on
the specified interface. (Range: 0-7, Default: 0)

* Number of Egress Traffic Classes — The number of queue buffers provided for
each port.

* CLI displays this information as “Priority for untagged traffic.”

Web — Click Priority, Default Port Priority or Default Trunk Priority. Modify the
default priority for any interface, then click Apply.
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Default Port Priority
Fort Default Priority {0-7) Number of Egress Traffic Classes Trunk
F__ 4
2 I 4
3 T 4
4 [o 4
5 o 4
B b 4 |

Figure 3-72. Port Priority Configuration

CLI — This example assigns a default priority of 5 to port 3.

Consoleiconfig)#interface sthernst 1/3 4-104
Console (config-if) #ewitchport pricrity default © 4-150
Console (config-if) #and

Console#show interfaces switchport ethesrnst 1/2 4-113
Informaticon of EEh 1/3

Ercadcast thrashold: Dizabled

LAECP status: Dizabled

Ingress rate limit: disable, Level: 20
Egress rate limit: disakls, Level: 30

VLAN membarship mods: Hybrid
Ingresa rule: Enablead
Acceptable frame type: Tagged framss only
Matiwve VLAN: 1
Priority for untagged traffic: &

GVRP status: Dizabled
Allowed VLAN: liuy,
Forbiddsn VIAN:

Private-vVLAN mode: HCHE
Private-VLAN host-association: NCONE
Private-VLAN mapping: HCHE
Console#

Mapping CoS Values to Egress Queues

This switch processes Class of Service (CoS) priority tagged traffic by using four
priority queues for each port, with service schedules based on strict or Weighted
Round Robin (WRR). Up to eight separate traffic priorities are defined in IEEE
802.1p. The default priority levels are assigned according to recommendations in
the IEEE 802.1p standard as shown in the following table.
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Table 3-10. Egress Queue Priority Mapping

Queue 0 1 2 3

Priority 1,2 0.3 45 6,7

12+ Q,
03+ Q, Serviced

by weighted
45—+ 0, round robin
67+ Q,

The priority levels recommended in the IEEE 802.1p standard for various network
applications are shown in the following table. However, you can map the priority
levels to the switch’s output queues in any way that benefits application traffic for
your own network.

Table 3-11. Priority Level Descriptions

Priority Level Traffic Type

1 Background

2 (Spare)

0 (default) Best Effort

3 Excellent Effort
4 Controlled Load

Video, less than 100 milliseconds latency and jitter

Voice, less than 10 milliseconds latency and jitter

=l | Q3| N

Network Control

Command Attributes

* Priority — CoS value. (Range: 0-7, where 7 is the highest priority)

* Traffic Class* — Output queue buffer. (Range: 0-3, where 3 is the highest CoS
priority queue)

* CLI shows Queue ID.

Web - Click Priority, Traffic Classes. Assign priorities to the trafficclasses (i.e.,
output queues) for the selected interface, then click Apply.
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Traffic Classes

PriorityTraffic Class
[T (0-3)
[0 (0-3)
[ 03
T (0-3)
27 (0-3)
27 (0-3)
[ (0-3)
[ 0-3)

|| Al W N =D

Figure 3-73. Traffic Classes

CLI — The following example shows how to change the CoS assignments to
aone-to-onemapping.

Console (config) #interface ethernst 171 4-104
Console (config-if) #gqueus cos-map 0 0 4-153
Console (config-if)#queus cos-map 1 1
Console (config-if) #gqueus cos-map 2 2
Console (config-if) #and
Console#show queus cos-map ethernet 171 4-185
Information of Eth 1/1

Traffic Class : 0 1 2 2 4 5 & 7

Priority Cgueus: 0 1 2 1 2 2 3 3
Information of Eth 1/z2

Traffic Class : 0 1 2 2 4 5 & 7

Priority Cgueus: 0 1 2 1 2 2 3 3

NOTE Mapping specific values for CoS priorities is implemented as an interface
configuration command, but any changes will apply to the all interfaces on the
switch.

Selecting the Queue Mode

You can set the switch to service the queues based on a strict rule that requires
all traffic in a higher priority queue to be processed before lower priority queues
are serviced, or use Weighted Round-Robin (WRR) queuing that specifies a
relative weight of each queue. WRR uses a predefined relative weight for each
gueue that determines the percentage of service time the switch services each
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gueue before moving on to the next queue. This prevents the head-of-line
blocking that can occur with strict priority queuing.

Command Attributes

* WRR - Weighted Round-Robin shares bandwidth at the egress ports by using
scheduling weights 1, 2, 4, 6 for queues 0 through 3 respectively. (This is the
default selection, queue 0 is non-configurable.)

* Strict - Services the egress queues in sequential order, transmitting all traffic in
thehigher priority queues before servicing lower priority queues.

Web — Click Priority, Queue Mode. Select Strict or WRR, then click Apply.

Queue Mode

Cuyeus Mode || W -ri

Figure 3-74 Queue Mode

CLI — The following sets the queue mode to strict priority service mode.

Conzole (config) $#gueuse modse wrr 4-161
Console jconfig)#exit
Conaolegshow queus mods 4-154

Juels mode: wWrr
consoled

Setting the Service Weight for Traffic Classes

This switch uses the Weighted Round Robin (WRR) algorithm to determine the
frequency at which it services each priority queue. As described in “Mapping CoS
Values to Egress Queues” on page 3-121, the traffic classes are mapped to one
of the four egress queues provided for each port. You can assign a weight to each
of these queues (and thereby to the corresponding traffic priorities). This weight
sets the frequency at which each queue will be polled for service, and
subsequently affects the response time for software applications assigned a
specific priority value.

Command Attributes

* WRR Setting Table* — Displays a list of weights for each traffic class (i.e.,
queue).

» Weight Value — Set a new weight for the selected traffic class. (Range: 1-31)

Web — Click Priority, Queue Scheduling.Highlight a traffic class (i.e., output
gueue), enter a weight, then click Apply.
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Queue Scheduling

Traffic Class 0 -weight 1
Traffic Class 1 -weight 1
YWRR Setting Table || Traffic Class 2 -weight 4
Traffic Clase 3 -weight 18

WWeight Value (1-31) |

Figure 3-75. Configuring Queue Scheduling

CLI — The following example shows how to assign WRR weights to each of the
priority queues.

onsole (config) #gueus bandwidth 1 & 9 12
cngole (config) fexit

onsole#show gueus bandwidth

ususe ID Weight

(159
|
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Layer 3/4 Priority Settings

Mapping Layer 3/4 Priorities to CoS Values

This switch supports several common methods of prioritizing layer 3/4 traffic to
meet application requirements. Traffic priorities can be specified in the IP header
of a frame, using the priority bits in the Type of Service (ToS) octet or the number
of the TCP port. If priority bits are used, the ToS octet may contain three bits for IP
Precedence or six bits for Differentiated Services Code Point (DSCP) service.
When these services are enabled, the priorities are mapped to a Class of Service
value by the switch, and the traffic then sent to the corresponding output queue.

Because different priority information may be contained in the traffic, this switch
maps priority values to the output queues in the following manner:

» The precedence for priority mapping is IP Port Priority, IP Precedence or DSCP

Priority, and then Default Port Priority.
* IP Precedence and DSCP Priority cannot both be enabled. Enabling one of
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these priority types will automatically disable the other.

Selecting IP Precedence/DSCP Priority

The switch allows you to choose between using IP Precedence or DSCP priority.
Select one of the methods or disable this feature.

Command Attributes

* Disabled — Disables both priority services. (This is the default setting.)

* IP Precedence — Maps layer 3/4 priorities using IP Precedence.

» IP DSCP — Maps layer 3/4 priorities using Differentiated Services Code Point
Mapping.

Web — Click Priority, IP Precedence/DSCP Priority Status. Select Disabled,
IP Precedence or IP DSCP from the scroll-down menu, then click Apply.

IP Precedence/DSCP Priority Status

F Precedence/DSCF Promy Status | IF Frecedence 'I

Figure 3-76. IP Precedence/DSCP Priority Status

CLI — The following example enables IP Precedence service on the switch.

Console (configy#map ip precedencs 4-166
Console (config)#

Mapping IP Precedence

The Type of Service (ToS) octet in the IPv4 header includes three precedence
bits defining eight different priority levels ranging from highest priority for network
control packets to lowest priority for routine traffic. The default IP Precedence
values are mapped one-to-one to Class of Service values (i.e., Precedence value
0 maps to CoS value 0, and so forth). Bits 6 and 7 are used for network control,
and the other bits for various application types. ToS bits are defined in the
following table.
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Table 3-12.

Mapping IP Precedence

Priority Level | Traffic Type Priority Level | Traffic Type
7 Netwark Control 3 Flash

6 Internetwork Control 2 Immediate

5 Crifical 1 Priority

4 Flash Cverride 0 Routine

Command Attributes

* IP Precedence Priority Table — Shows the IP Precedence to CoS map.
» Class of Service Value — Maps a CoS value to the selected IP Precedence
value. Note that “0” represents low priority and “7” represent high priority.

Web — Click Priority, IP Precedence Priority. Select the required interface, select
an entry from the IP Precedence Priority Table, enter a value in the Class of

Service Value field, and then click Apply.

IP Precedence Priority

IF Precedence Priority Table

IF Precedence 0 - Co3 0
IP Precedence 1 - Co3 1
IP Precedence 2 - oS 2
IF Precedence 3 - Co3 3
IP Precedence 4 - Co3 4
IP Precedence 5 - CoS B
IP Precedence 6 - Co3 6
IP Precedence T — Co3 T

Class of Service Value (0-T) I_

Festore Default

CLI — The following example globally enables IP Precedence service on the
switch, maps IP Precedence value 1 to CoS value 0 (on port 1), and then displays

Figure 3-77. Selecting IP Precedence Priority

the IP Precedence settings.
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conscle (configi#map ip precedence

Coneole iconfigl#interface ethernet 11
Conaole (config-ifi#map ip pracedence 1 cos 0O
Conzole (config-if£)#and

Cconscledshow map ip precedence athernst 171 4-170
Precadence mapping status: enabled

i
[

Port Fracedence C0OZ
Eth 1/ 1 a a
Eth 1/ 1 1 a
Eth 1/ 1 2 2
Eth 1/ 1 3 3
Eth 1/ 1 4 4
Eth 1/ 1 g c
Eth 1/ 1 & &
Eth 1/ 1 7 7

Conzoled

* Mapping specific values for IP Precedence is implemented as an interface

Mapping DSCP Priority

The DSCP is six bits wide, allowing coding for up to 64 different forwarding
behaviors. The DSCP replaces the ToS bits, but it retains backward compatibility
with the three precedence bits so that non-DSCP compliant, ToS-enabled devices,
will not conflict with the DSCP mapping. Based on network policies, different kinds
of traffic can be marked for different kinds of forwarding. The DSCP default values
are defined in the following table. Note that all the DSCP values that are not
specified are mapped to CoS value 0.

Table 3-13. Mapping DSCP Priority Values
IP DSCP Value CoS Value
0 0
8 1
10,12,14,16 2
18, 20,22 24 3
26, 28, 30, 32, 34, 36 4
38,40, 42 5
48 ]
46, 56 7

Command Attributes

* DSCP Priority Table — Shows the DSCP Priority to CoS map.

* Class of Service Value — Maps a CoS value to the selected DSCP Priority
value. Note that “0” represents low priority and “7” represent high priority.

Note: IP DSCP settings apply to all interfaces.
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Web — Click Priority, IP DSCP Priority. Select the required interface, select an
entry from the DSCP table, enter a value in the Class of Service Value field, then
click Apply.

IP DSCP Priority

DSCP 0 - CoS 0 Al
DSCP 1 - CoS 0
DSCP 2 - CeS 0
DSCF Priority Table DSCP 3 - CoS O
DSCP 4 - CaS 0

DSCP 5 - CoS D
DSCP 6 - CoS 0 x|

Class of Service Values (0-T) I_

Restore Default |

Figure 3-78. Mapping IP DSCP Priority Values

CLI - The following example globally enables DSCP Priority service on the switch,
maps DSCP value 0 to CoS value 1 (on port 1), and then displays the DSCP
Priority settings.

Conzoleiconfig)f#map ip d=cp 4-189
Consolelconfigi#interface ethernet 1/1 4-104
consolejconfig-ififmap ip descp 1 cos O 4-169
Console iconfig-ifi#and

Conaolegshow map ip dacp sethearmneat 1/1 4-171

DSCP mapping status: disabled

|=Lab iy o DECF 05
Eth 1/ 1 a a
Eth 1/ 1 1 a
Eth 1/ 1 2 a
Eth 1/ 1 3 0
Eth 1/ 1 &1 a
Eth 1/ 1 B2 a
Eth 1/ 1 63 a

Conzole#

Note:Mapping specific values for IP DSCP is implemented as an interface
configuration command, but any changes will apply to the all interfaces on the
switch.
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Mapping IP Port Priority

You can also map network applications to Class of Service values based on the
IP port number (i.e., TCP/UDP port number) in the frame header. Some of the
more common TCP service ports include: HTTP: 80, FTP: 21, Telnet: 23 and
POP3: 110.

Command Attributes

* IP Port Priority Status — Enables or disables the IP port priority.

* IP Port Priority Table — Shows the IP port to CoS map.

* IP Port Number (TCP/UDP) — Set a new IP port number.

* Class of Service Value — Sets a CoS value for a new IP port. Note that “0”
represents low priority and “7” represent high priority.

Note: IP Port Priority settings apply to all interfaces.

Web — Click Priority, IP Port Priority Status. Set IP Port Priority Status to Enabled.

IP Port Priority Status

|IF‘ Port Prionty Global Status) [ Enabled

Figure 3-79 IP Port Priority Status
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IP Port Priority

{nans)

IF Fort Priority Table

IF Port Number (TCP/UDF) |
Class of Service Value (0-7) I_

Remowve IF Port |

Figure 3-79. Enabling IP Port Priority Status

Click Priority, IP Port Priority.Enter the port number for a network application in

the IP Port Number box and the new CoS value in the Class of Service box, and
then click Add IP Port.

IP Port Priority

Interface o an « TrunklE‘
Select I

(none)

IP Part Priority Table

IF Port Nurnber (TCPAIDF)
Class of Serice Walue (0-7)

Femove IF Fort J

Figure 3-80. IP Port Priority

CLI — The following example globally enables IP Port Priority service on the

switch, maps HTTP traffic on port 5 to CoS value 0, and then displays all the IP
Port Priority settings for that port.
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Cconsole (configlf#map ip port 4-166
Coneoleconfigl#intaerface ethernet 1/5

Conzaole (config-ifi#map ip port 80 cog QO 4-167
Conzole (config-if)#and
Consolef#show map ip port ethernet 1/5 4-167

TCFP port mapping status: disakled

PoY FPort no. COS
Eth 1/ & a0 [}
Conzoled

Note: Mapping specific values for IP Port Priority is implemented as an interface
configuration command, but any changes will apply to the all interfaces on the
switch.

Mapping CoS Values to ACLs

Use the ACL CoS Mapping page to set the output queue for packets matching an
ACL rule as shown in the following table. Note that the specified CoS value is only
used to map the matching packet to an output queue; it is not written to the packet
itself. For information on mapping the CoS values to output queues, see page
3-170.

Table 3-14. Egress Queue Priority Mapping

Queaue 0 1 Z 3

Priority 1,2 0.3 45 6,7

Command Attributes

» Port — Port identifier.

* Name* — Name of ACL.

* Type — Type of ACL (IP or MAC).

» CoS Priority — CoS value used for packets matching an IP ACL rule. (Range:
0-7)

® For information on configuring ACLS, see page 3-77.

Web - Click Priority, ACL CoS Priority. Enable mapping for any port, select an
ACLfrom the scroll-down list, then click Add.
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ACL CoS Priority

ACL CoS Prionty Configure
Part Nam@,‘wpg:g_j}_ﬁjpnm'w‘
[ =|ees] | | | Add |
ACL CoSs Priornity Mapping
Port Name Type CoS Priority|
1| bill | 1P 0| Remove

Figure 3-81. ACL CoS Priority

CLI — This example assigns a CoS value of zero to packets matching rules within
the specified ACL on port 24.

Console (configi#interface ethernat 1/24
Console (config-if)#map access-list ip bill cos O
Console(config-if)#

4-104
4-30
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Multicast Filtering

Multicasting is used to support real-time applications such as videoconferencing
or streaming audio. A multicast server does not have to establish a separate
connection with each client. It merely broadcasts its service to the network, and
any hosts that want to receive the multicast register with their local multicast
switch/ router. Although this approach reduces the network overhead required by
a multicast server, the broadcast traffic must be carefully pruned at every
multicast switch/router it passes through to ensure that traffic is only passed on to
the hosts which subscribed to this service.

Unicast
Flow

O
O 00 O

Multicast
Flow

O

This switch uses IGMP (Internet Group Management Protocol) to query for any
attached hosts that want to receive a specific multicast service. It identifies the
ports containing hosts requesting to join the service and sends data out to those
ports only. It then propagates the service request up to any neighboring multicast
switch/router to ensure that it will continue to receive the multicast service. This
procedure is called multicast filtering.

The purpose of IP multicast filtering is to optimize a switched network’s
performance, so multicast packets will only be forwarded to those ports containing
multicast group hosts or multicast routers/switches, instead of flooding traffic to all
ports in the subnet (VLAN).

Layer 2 IGMP (Snooping and Query)

IGMP Snooping and Query — If multicast routing is not supported on other
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switches in your network, you can use IGMP Snooping and Query (page 3-134) to
monitor IGMP service requests passing between multicast clients and servers,
and dynamically configure the switch ports which need to forward multicast traffic.

Static IGMP Router Interface — If IGMP snooping cannot locate the IGMP querier,
you can manually designate a known IGMP querier (i.e., a multicast router/switch)
connected over the network to an interface on your switch (page 3-137). This
interface will then join all the current multicast groups supported by the attached
router/switch to ensure that multicast traffic is passed to all appropriate interfaces
within the switch.

Static IGMP Host Interface — For multicast applications that you need to control
more carefully, you can manually assign a multicast service to specific interfaces
on the switch (page 3-138).

Configuring IGMP Snooping and Query Parameters

You can configure the switch to forward multicast traffic intelligently. Based on the
IGMP query and report messages, the switch forwards traffic only to the ports that
request multicast traffic. This prevents the switch from broadcasting the traffic to
all ports and possibly disrupting network performance.

Command Usage

* IGMP Snooping — This switch can passively snoop on IGMP Query and Report
packets transferred between IP multicast routers/switches and IP multicast host
groups to identify the IP multicast group members. It simply monitors the IGMP
packets passing through it, picks out the group registration information, and
configures the multicast filters accordingly.

* IGMP Querier — A router, or multicast-enabled switch, can periodically ask their
hosts if they want to receive multicast traffic. If there is more than one
router/switch on the LAN performing IP multicasting, one of these devices is
elected “querier” and assumes the role of querying the LAN for group members. It
then propagates the service requests on to any upstream multicast switch/router
to ensure that it will continue to receive the multicast service.

Note: Multicast routers use this information, along with a multicast routing
protocol such as DVMRP or PIM, to support IP multicasting across the Internet.
Command Attributes

* IGMP Status — When enabled, the switch will monitor network traffic to
determine which hosts want to receive multicast traffic. This is also referred to as
IGMP Snooping. (Default: Enabled)

» Act as IGMP Querier — When enabled, the switch can serve as the Querier,
which is responsible for asking hosts if they want to receive multicast traffic.
(Default: Enabled)

* IGMP Query Count — Sets the maximum number of queries issued for which
there has been no response before the switch takes action to drop a client from
the multicast group. (Range: 2-10, Default: 2)

* IGMP Query Interval — Sets the frequency at which the switch sends IGMP
host-query messages. (Range: 60-125 seconds, Default: 125)
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* IGMP Report Delay — Sets the time between receiving an IGMP Report for an
IP multicast address on a port before the switch sends an IGMP Query out of that
port and removes the entry from its list. (Range: 5-25 seconds, Default: 10)
* IGMP Query Timeout — The time the switch waits after the previous querier
stops before it considers the router port (i.e., the interface which had been
receiving query packets) to have expired. (Range: 300-500 seconds, Default:
300)
* IGMP Version — Sets the protocol version for compatibility with other devices
on the network. (Range: 1-2; Default: 2)
Notes: 1. All systems on the subnet must support the same version.

2. Some attributes are only enabled for IGMPv2, including IGMP Report
Delay and IGMP Query Timeout.

Web — Click IGMP Snooping, IGMP Configuration. Adjust the IGMP settings as
required, and then click Apply. (The default settings are shown below.)

IGMPE Configuration

IG5 Srams W Enabled
At az TGWEF Quernier W Enabled

IGRAP Cluery Count [2-100 IE

TG Query Interval (60-125) 175 secends
1GHLP Beport Delay (5-25) |1 0 seconds
IGLLP Chuery Timecut (300-500) |3EIE' seconcs

IGIP Wersion (1,2) IZ

Figure 3-82. IGMP Configuration
CLI — This example modifies the settings for multicast filtering, and then displays
the current status.

Consclaiconfigi#ip igmp snooping

Consclae{configi#ip igmp snooping queriser
Conscle{configi#ip igmp snooping query-count 10
Conscla{configi#ip igmp snooping gquary-interval 100
Conscla{configi#ip igmp snooping query-max-rasponse-time Z0
Conscla{configi#ip igmp snooping query-time-out 00
Zonscle{configi#ip igmp snooping wversion 2

Conscla{config) #exit

W Wa Ha W Ha Ha Hs
|
[
b I B B B T IR |
e omgonow] oy

Conscle#cshow ip igmp snocping 4-174
Zarvice status : Enakled
Juarisr status : Enablad
ouery count : 10
ouary interwval : 100 =sac

Quary max reaponsse time : 20 sec
Router port expire time : 200 =zac
IGMFP snocping version : Version 2
Consolad
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Displaying Interfaces Attached to a Multicast Router

Multicast routers that are attached to ports on the switch use information obtained
from IGMP, along with a multicast routing protocol such as DVMRP or PIM, to
support IP multicasting across the Internet. These routers may be dynamically
discovered by the switch or statically assigned to an interface on the switch.

You can use the Multicast Router Port Information page to display the ports on
this switch attached to a neighboring multicast router/switch for each VLAN ID.
Command Attributes

* VLAN ID - ID of configured VLAN (1-4094).

» Multicast Router List — Multicast routers dynamically discovered by this switch
or those that are statically assigned to an interface on this switch.

Web - Click IGMP Snooping, Multicast Router Port Information. Select the
required VLAN ID from the scroll-down list to display the associated multicast
routers.

Multicast Router Port Information

VLAN 1D:[1 =]

Multicast Houter List:

_ Uit Fort11, Stafic

Figure 3-83. Displaying Multicast Router Port Information
CLI — This example shows that Port 11 has been statically configured as a port
attached to a multicast router.

Conscla#show ip igmp snooping mrouter vlan 1 4-180
VLAN M'cast Router Port Type

1 Eth 1/11 sStatic

Specifying Static Interfaces for a Multicast Router

Depending on your network connections, IGMP snooping may not always be able
to locate the IGMP querier. Therefore, if the IGMP querier is a known multicast
router/ switch connected over the network to an interface (port or trunk) on your
switch, you can manually configure the interface (and a specified VLAN) to join all
the current multicast groups supported by the attached router. This can ensure
that multicast traffic is passed to all the appropriate interfaces within the switch.

Command Attributes
« Interface — Activates the Port or Trunk scroll down list.
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* VLAN ID - Selects the VLAN to propagate all multicast traffic coming from the
attached multicast router.
» Port or Trunk — Specifies the interface attached to a multicast router.

Web - Click IGMP Snooping, Static Multicast Router Port Configuration. Specify
the interfaces attached to a multicast router, indicate the VLAN which will forward
all the corresponding multicast traffic, and then click Add. After you have finished
adding interfaces to the list, click Apply.

Static Multicast Router Port Canfiguration

_urrent i

¥anl, UnitT Porti
Inteface || Fost 'i
ccAdd | vLan D)1 »]

Hemove Far 1 =
Trurk r:]

Figure 3-84. Static Multicast Router Port Configuration
CLI — This example configures port 11 as a multicast router port within VLAN 1.

Conecla(configlfip igmp snooping vlan 1 mroutser atharnat 1/11 4-173
Conscla{config) #exit
Conscla#eshow ip igmp snooping mrouter vlan 1 4-180

VLAN M'oast Router Port Type

1 Eth 1711 =tatic
consEcla#

Displaying Port Members of Multicast Services
You can display the port members associated with a specified VLAN and
multicast service.

Command Attribute

* VLAN ID - Selects the VLAN for which to display port members.

* Multicast IP Address — The IP address for a specific multicast service.

* Multicast Group Port List — Shows the interfaces that have already been
assigned to the selected VLAN to propagate a specific multicast service.

Web - Click IGMP Snooping, IP Multicast Registration Table. Select a VLAN ID

and the IP address for a multicast service from the scroll-down lists. The switch
will display all the interfaces that are propagating this multicast service.
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IP Multicast Registration Table

VILAN ID: 1>
Multicast IP Address: (22471112 =
Mulhicast Group Fart List

[Urit] Postl. Uses

Figure 3-85. IP Multicast Registration Table
CLI — This example displays all the known multicast services supported on VLAN
1, along with the ports propagating the corresponding services. The Type field
shows if this entry was learned dynamically or was statically configured.

J=i
=]
a

Conscletshow bridge 1 multicast wvlan 1 4-
VLAN M'cast IP addr. Mamber ports Typse

1 2z24.1.1.12 Ethil/1z TZEER
1 224.1.2.3 Ethl/1z IGEHE
Conscla

Assigning Ports to Multicast Services

Multicast filtering can be dynamically configured using IGMP Snooping and IGMP
Query messages as described in “Configuring IGMP snooping and Query
Parameters” on page 3-133. For certain applications that require tighter control,
you may need to statically configure a multicast service on the switch. First add all
the ports attached to participating hosts to a common VLAN, and then assign the
multicast service to that VLAN group.

Command Usage

* Static multicast addresses are never aged out.

* When a multicast address is assigned to an interface in a specific VLAN, the
corresponding traffic can only be forwarded to ports within that VLAN.

Command Attributes

* Interface — Activates the Port or Trunk scroll down list.

* VLAN ID - Selects the VLAN to propagate all multicast traffic coming from the
attached multicast router/switch.

* Multicast IP — The IP address for a specific multicast service

» Port or Trunk — Specifies the interface attached to a multicast router/switch.

Web — Click IGMP Snooping, IGMP Member Port Table. Specify the interface
attached to a multicast service (via an IGMP-enabled switch or multicast router),
indicate the VLAN that will propagate the multicast service, specify the multicast
IP address, and click Add. After you have completed adding ports to the member
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list, click Apply.
IGMP Member Port Table

ChP Member Port Lizt Mew Statc [ShP Meamber Port
WLAM 1,224.1.1.12, Unit 1, Pon 1 Interface  ||Port x|
vianin |1 =
<<Add —

Wulticast IF ||

FReamove |
Port 1 =
Trurik :r:]

Figure 3-86. IGMP Member Port Table
CLI — This example assigns a multicast address to VLAN 1, and then displays all
the known multicast services supported on VLAN 1.

Consolelconfigi4ip igmp snooping vlan 1 static 224.1.1.12

athernet 1,/12 4-173
Console(config) #axit
Consolegshow mac-addrezs-table multicast wlan 1 4-175

VLAM M'caskt IP addr. Member ports Typs

1 224.1.1.12 Ethl/1z TTZER
1 224.1.2.32 Ethl/1z IGEME
Cconsole#
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4 Chapter 4: Command Line Interface

This chapter describes how to use the Command Line Interface (CLI).

Using the Command Line Interface

Accessing the CLI

When accessing the management interface for the switch over a direct connection
to the server's console port, or via a Telnet connection, the switch can be
managed by entering command keywords and parameters at the prompt. Using
the switch's command-line interface (CLI) is very similar to entering commands on
a UNIX system.

Console Connection

To access the switch through the console port, perform these steps:

1. At the console prompt, enter the user name and password. (The default user
names are “admin” and “guest” with corresponding passwords of “admin” and
“guest.”’) When the administrator user name and password is entered, the CLI
displays the “Console#” prompt and enters privileged access mode (i.e.,
Privileged Exec). But when the guest user name and password is entered, the CLI
displays the “Console>" prompt and enters normal access mode (i.e., Normal
Exec).

2. Enter the necessary commands to complete your desired tasks.

3. When finished, exit the session with the “quit” or “exit” command. After
connecting to the system through the console port, the login screen displays:

Uzar Access Verification

rnams: admin

CLI =sessicn with the stackablse Intelligent sSwitch i=s opened.
To end the LI sessicon, enter [Exit] .
Console#
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Telnet Connection

Telnet operates over the IP transport protocol. In this environment, your
management station and any network device you want to manage over the
network must have a valid IP address. Valid IP addresses consist of four numbers,
0 to 255, separated by periods. Each address consists of a network portion and
host portion. For example, the IP address assigned to this switch, 10.1.0.1, with
subnet mask 255.255.255.0, consists of a network portion (10.1.0) and a host
portion (1).

Note: The IP address for this switch is unassigned by default.

To access the switch through a Telnet session, you must first set the IP address
for the switch, and set the default gateway if you are managing the switch from a
different IP subnet. For example,
Conzoleiconfigl#interface vlan 1

Console ({config-ifi#ip addre=ss 10.1.0.254 ZE5.2E5E.ZEE.Q
Conzole(config-ififexit

Conzoleiconfigi#ip default-gateway 10.1.0.254

If your corporate network is connected to another network outside your office or to
the Internet, you need to apply for a registered IP address. However, if you are
attached to an isolated network, then you can use any IP address that matches
the network segment to which you are attached.

After you configure the switch with an IP address, you can open a Telnet session
by performing these steps:

1. From the remote host, enter the Telnet command and the IP address of the
device you want to access.

2. At the prompt, enter the user name and system password. The CLI will display
the “Vty-n#" prompt for the administrator to show that you are using privileged
access mode (i.e., Privileged Exec), or “Vty-n>" for the guest to show that you
are using normal access mode (i.e., Normal Exec).where n indicates the number
of current Telnet session.

3. Enter the necessary commands to complete your desired tasks.

4. When finished, exit the session with the “quit” or “exit” command.

After entering the Telnet command, the login screen displays:

Uzernams: admin
Pasaword:

CLI sezsgion with the Stackable Intelligent sSwitch is opened.
To end the CLI =assicn, enter [Exit].

Wty - o#




Note: You can open up to four sessions to the device via Telnet.

Entering Commands

This section describes how to enter CLI commands.

Keywords and Arguments

A CLI command is a series of keywords and arguments. Keywords identify a
command, and arguments specify configuration parameters. For example, in the
command “show interfaces status ethernet 1/5,” show interfaces and status are
keywords, ethernet is an argument that specifies the interface type, and 1/5
specifies the unit/port.

You can enter commands as follows:

* To enter a simple command, enter the command keyword.

» To enter multiple commands, enter each command in the required order. For
example, to enable Privileged Exec command mode, and display the startup
configuration, enter:

Console>enable

Console#show startup-config

» To enter commands that require parameters, enter the required parameters after
the command keyword. For example, to set a password for the administrator,
enter:

Console(config)#username admin password 0 smith

Minimum Abbreviation

The CLI will accept a minimum number of characters that uniquely identify a
command. For example, the command “configure” can be entered as con. If an
entry is ambiguous, the system will prompt for further input.

Command Completion

If you terminate input with a Tab key, the CLI will print the remaining characters of
a partial keyword up to the point of ambiguity. In the “logging history” example,
typing log followed by a tab will result in printing the command up to “logging.”

Getting Help on Commands

You can display a brief description of the help system by entering the help
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command. You can also display command syntax by using the “?” character to list
keywords or parameters.



Showing Commands

If you enter a “?” at the command prompt, the system will display the first level of
keywords for the current command class (Normal Exec or Privileged Exec) or
configuration class (Global, ACL, Interface, Line or VLAN Database). You can
also display a list of valid keywords for a specific command. For example, the

command “show ?” displays a list of possible show commands:

Conaolefshow 7
aCCesE -group
accegs-list

bridge-ext

radius-servar
rmnning-cocnfig

RCCess Jroups
Acoess lists
Eridge extend informaticn

calendar Date informaticn

dotlx Show 20Z.1x content

Jarp GARDP propertias

gvIp GVEP interface information
history History informaticn

interfacas Interface informaticn

ip IP information

lacp LACP statistic

line TTY line information

log Login records

logging Show tha contents of logging buffaras
mac MEC accasz lists

mac-addrasa-table Configuraticn of the addreszs tabls
management Management IP filter

map Mapse pricrity

port Port Characteristics

rpublic-kay Public Key informaticn

quaue Priority queus information

RADIUS server informaticn
Information on the running coenfiguration

anmp Simple Network Managemsent Protocol atatistica
sntp Zimple Hetwork Time Protocol configuration
spanning-traes Spanning-tree configuraticon
sah Secure shell server connactions
startup-config Startup avetam configuration
ayatem Systam Informaticn
tacacs-zarvar TACRTS server sebtings
users Information akoukb terminal lines
version System hardware and software versicns
vlan Wirtual LAN zettings
Cconsolefgshow

The command “show interfaces ?” will display the following information:

Conzsolefshow interfaces ¢

countars Interface counters information

status Interface status informaticon

avitchport Interface awitchport information
Conzoled




Partial Keyword Lookup

If you terminate a partial keyword with a question mark, alternatives that match
the initial letters are provided. (Remember not to leave a space between the
command and question mark.) For example “s?” shows all the keywords starting
with”s.”

Consclefshow =27
anmp antp spanning-traes zeh atartup-config
system

Negating the Effect of Commands

For many configuration commands you can enter the prefix keyword “no” to
cancel the effect of a command or reset the configuration to the default value. For
example, the logging command will log system messages to a host server. To
disable logging, specify the no logging command. This guide describes the
negation effect for all applicable commands.

Using Command History

The CLI maintains a history of commands that have been entered. You can scroll
back through the history of commands by pressing the up arrow key. Any
command displayed in the history list can be executed again, or first modified and
then executed.

Using the show history command displays a longer list of recently executed
commands.

Understanding Command Modes

The command set is divided into Exec and Configuration classes. Exec
commands generally display information on system status or clear statistical
counters. Configuration commands, on the other hand, modify interface
parameters or enable certain switching functions. These classes are further
divided into different modes. Available commands depend on the selected mode.
You can always enter a question mark “?” at the prompt to display a list of the
commands available for the current mode. The command classes and associated
modes are displayed in the following table:
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Table 4-1. Command Modes

Class Mode
Exec Marmal
Privileged
Configuration Global Access Control List
Interface
Line

VILAN Database

Exec Commands

When you open a new console session on the switch with the user name and
password “guest,” the system enters the Normal Exec command mode (or guest
mode), displaying the “Console>" command prompt. Only a limited number of the
commands are available in this mode. You can access all commands only from
the Privileged Exec command mode (or administrator mode). To access Privilege
Exec mode, open a new console session with the user name and password
“admin.” The system will now display the “Console#” command prompt. You can
also enter Privileged Exec mode from within Normal Exec mode, by entering the
enable command, followed by the privileged level password “super” (page 4-37).

To enter Privileged Exec mode, enter the following user names and passwords:

Usernamea: admin
Password: [admin login password]

CLI sezsgion with the sStackable Intelligent switch is opeaned.
To end the CLI session, enter [Exit].
Conzole#

Usernams: guast
Pasaword: [gusat login pasasword]

CLI segsion with the sStackable Intelligent Svitch is opened.
To end the CLI sszsion, enter [Exit].

Zoneclafenabls
Password: [privileged level password]
Consola#

Configuration Commands

Configuration commands are privileged level commands used to modify switch
settings. These commands modify the running configuration only and are not
saved when the switch is rebooted. To store the running configuration in
non-volatile storage, use the copy running-config startup-config command.
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The configuration commands are organized into different modes:

* Global Configuration - These commands modify the system level configuration,
and include commands such as hostname and snmp-server community.

» Access Control List Configuration - These commands are used for packet
filtering.

* Interface Configuration - These commands modify the port configuration such as
speed-duplex and negotiation.

» Line Configuration - These commands modify the console port and Telnet
configuration, and include command such as parity and databits.

* VLAN Configuration - Includes the command to create VLAN groups.

» Multiple Spanning Tree Configuration - These commands configure settings for
the selected multiple spanning tree instance.

To enter the Global Configuration mode, enter the command configure in
Privileged Exec mode. The system prompt will change to “Console(config)#”
which gives you access privilege to all Global Configuration commands.

Consolefoconfigurs
Consoleiconfig)#

To enter the other modes, at the configuration prompt type one of the following
commands. Use the exit or end command to return to the Privileged Exec mode.

Mode Command Prompt Page
Line line {conscle | viv} Console{config-line)# 4-14
Access access-list ip standard Console(config-std-acl) | 4-119
Control | access-list ip extended Console(config-ext-acl)

List access-list mac Console(config-mac-acl)
Interface |interface {ethernet porr | Console(config-if)# 4-145

port-channel id| vlan i}
WVLAN vlan database Console(config-vlan) 4-198

For example, you can use the following commands to enter interface configuration
mode, and then return to Privileged Exec mode

Consoleiconfigl#interface ethernset 1/5

Consoleiconfig-ifi#axit
Console (configi#
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Command Line Processing

Commands are not case sensitive. You can abbreviate commands and
parameters as long as they contain enough letters to differentiate them from any
other currently available commands or parameters. You can use the Tab key to
complete partia commands, or enter a partial command followed by the “?”
character to display a list of possible matches. You can also use the following
editing keystrokes for command-line processing:

Keystroke Function

Ctrl-A Shifts cursor to start of command line.

Ctrl-B Shifts cursor to the left one character.

Ctrl-C Terminates the current task and displays the
command prompt.

Ctrl-E Shifts cursor to end of command line.

Ctrl-F Shifts cursor to the right one character.

Ctrl-F Deletes all characters from the cursor to the end of
the line.

Ctrl-L Repeats current command line on a new line.

Ctrl-N Enters the next command line in the listory buffer

Ctil-P Enters the last command.

Ctrl-R Repeats current command line on a new line.

Ctrl-U Deletes from the cursor to the beginning of the line.

Ctrl-\ Deletes the last word typed.

Esc-B hMoves the cursor back one word.

Esc-D Deletes from the cursor to the end of the word.

Esc-F hMoves the cursor forward one word.

Delete key or Erases a mustake when entering a command.

backspace key

4-9



Command Groups

The system commands can be broken down into the functional groups shown

below.

Table 4-4 Command Groups

trunk; configures Link Aggregation Control
Protocol for port trunks

Command Group | Description Page

Line Sets communication parameters for the serial port 4-14
and Telnet, including baud rate and console time-out

General Basic commands for entering privileged access 4-27
mode, restarting the system, or quutting the CLI

System Controls system logs, system passwords, user name, 4-33

Management browser management options, and a variety of other
system information

Flash/File Manages code image or switch configuration files 4-B8

Authentication Configures logon access using local or remote 4-95
authentication; also confipures port security and
IEEE 802 1X port access control

Access Contrel List| Provides filtering for IP frames (based on address, 4-119
protocol, TCP/UDP port number or TCP control
code) or non-IP frames (based on MAC address or
Ethernet type)

SINMP Activates authentication failure traps; configures 4-138
COMMUMITY access strings, and trap managers; also
configures IP address filtering

Interface Configures the connection parameters for all 4-145
Ethernet ports, aggregated links, and VLAN:s

Alirror Port Mirrors data to another port for analysis without 4-139
affecting the data passing through or the
performance of the monitored port

Eate Limiting Controls the mazimum rate for traffic transmutted or | 4-161
received on a port

Link Aggregation | Statically groups multiple ports into a single logical | 4-162
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Command Group | Description Page

Address Table Configures the address table for filtering specified 4-178
addresses, displays current entries, clears the table, or
sets the aging time

Spanning Tree Configures Spanning Tree settings for the switch 4-183

VLANs Configures VLAN settings, and defines port 4-198
membership for VLAN groups; also enables or
configures private VLANS

GVEP and Configures GVEP settings that permit automatic 4-216
Bridge Extension | VLAN learning; shows the configuration for the

bridge extension MIB
Priorty Sets port prionty for untagged frames, selects strict | 4-222

pricrity or weighted round robin, relative weight for
each priority queune, also sets priority for TCP traffic
types, IP precedence, and DSCP

Multicast Filtering | Confipures IGMP multicast filtering, query 4-238
parameters, and specifies ports attached to a
multicast router

IF Interface Configures IP address for the switch 4-249

The access mode shown in the following tables is indicated by these
abbreviations:

NE (Normal Exec) IC (Interface Configuration)
PE (Privileged Exec) LC (Line Configuration)
GC (Global Configuration) VC (VLAN Database Configuration)

ACL (Access Control List Configuration)

Line Commands

You can access the onboard configuration program by attaching a VT100
compatible device to the server’s serial port. These commands are used to set
communication parameters for the serial port or Telnet (i.e., a virtual terminal).
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Table 4-5 Line Commands

Command Function Mode | Page

line Identifies a specific line for configpuration and | GC 4-15
starts the line configuration mode

login Enables password checking at login LC 4-16
password Specifies a password on 4 line LC 4-17
tumeout login Sets the interval that the system waits for a user | LC 4-18
response to log into the CLI

exec-timeout Sets the interval that the command interpreter |LC 4-19

waits until user input 13 detected

password-thresh | Sets the password intrusion thresheld, which  |LC 4-20
limits the number of failed logon attempts

silent-time* Sets the amount of time the management LC 4-21
consele 1s mnaccessible after the number of
unsiccessiul logon attempts exceeds the
threshold set by the password-thresh

command
databits® Sets the number of data bits per character that |LC 4-22
are interpreted and generated by hardware
parity* Defines the generation of a parity bit LC 4-23
speed® Sets the terminal band rate LC 4-23
stophits® Sets the number of the stop bits transmitted per | LC 4-24
byte
disconnect Terminates a line connection PE 4-25
show line Displays a terminal line's parameters NE, 4-25
PE

These commands only apply to the serial port.

line

This command identifies a specific line for configuration, and to process
subsequent line configuration commands.

Syntax

line {console | vty}

» console - Console terminal line.

* vty - Virtual terminal for remote console access (i.e., Telnet).
Default Setting
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There is no default line.

Command Mode

Global Configuration

Command Usage

Telnet is considered a virtual terminal connection and will be shown as “Vty” in
screen displays such as show users. However, the serial communication
parameters (e.g., databits) do not affect Telnet connections.

Example

To enter console line mode, enter the following command:

Conaocle (configif#line conacle
Conzole(config-line) 4

Related Commands
show line (4-25)
show users (4-85)

login

This command enables password checking at login. Use the no form to disable
password checking and allow connections without a password.

Syntax

login [local]

no login

local - Selects local password checking. Authentication is based on the user
name specified with the username command.

Default Setting

login local

Command Mode

Line Configuration

Command Usage

» There are three authentication modes provided by the switch itself at login:

- login selects authentication by a single global password as specified by the
password line configuration command. When using this method, the
management interface starts in Normal Exec (NE) mode.

- login local selects authentication via the user name and password specified by
the username command (i.e., default setting). When using this method, the
management interface starts in Normal Exec (NE) or Privileged Exec (PE) mode,
depending on the user’s privilege level (0 or 15 respectively).

- no login selects no authentication. When using this method, the management
interface starts in Normal Exec (NE) mode.

» This command controls login authentication via the switch itself. To configure
user names and passwords for remote authentication servers, you must use the
RADIUS or TACACS software installed on those servers.

Example

Console (config-lineli#login local
Console (config-linel#
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Related Commands
username (4-36)
password (4-17)

password

This command specifies the password for a line. Use the no form to remove the
password.

Syntax

password {0 | 7} password

no password

* {0 | 7} - 0 means plain password, 7 means encrypted password

 password - Character string that specifies the line password.

(Maximum length: 8 characters plain text, 32 encrypted, case sensitive)

Default Setting

No password is specified.

Command Mode

Line Configuration

Command Usage

* When a connection is started on a line with password protection, the system
prompts for the password. If you enter the correct password, the system shows a
prompt. You can use the password-thresh command to set the number of times
a user can enter an incorrect password before the system terminates the line
connection and returns the terminal to the idle state.

* The encrypted password is required for compatibility with legacy password
settings (i.e., plain text or encrypted) when reading the configuration file during
system bootup or when downloading the configuration file from a TFTP server.
There is no need for you to manually configure encrypted passwords.

Example

Conzole (config-linel#pasaword 0 secrat
Coneole (config-line)#

Related Commands
login (4-16)
Related Commands (4-20)

timeout login response

This command sets the interval that the system waits for a user to log into the CLI.
Use the no form to restore the default.

Syntax

timeout login response [seconds]

no silent-time

seconds - Integer that specifies the number of seconds.

(Range: 0-300; 0: no timeout)
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Default Setting

 CLI: Disabled (0 seconds)

* Telnet: 600 seconds

Command Mode

Line Configuration

Command Usage

* If user input is detected within the timeout interval, the session is kept open;
otherwise the session is terminated.

» This command applies to both the local console and Telnet connections.

* The timeout for Telnet cannot be disabled.

» Using the command without specifying a timeout restores the default setting.
Example

Console(config-line) #timecut login response 120

Console (config-line) #

Related Commands
silent-time (4-21)
exec-timeout (4-14)

exec-timeout

This command sets the interval that the system waits until user input is detected.
Use the no form to restore the default.
Syntax
exec-timeout [seconds]
no exec-timeout
seconds - Integer that specifies the number of seconds.
(Range: 0-65535 seconds; 0: no timeout)
Default Setting
CLI: No timeout
Telnet: 10 minutes
Command Mode
Line Configuration
Command Usage
* If user input is detected within the timeout interval, the session is kept open;
otherwise the session is terminated.
» This command applies to both the local console and Telnet connections.
* The timeout for Telnet cannot be disabled.
» Using the command without specifying a timeout restores the default setting.
Example
To set the timeout to two minutes, enter this command:

Cfonsoleiconfig-linel#exac-timecut 120
Console (config-line)#

Related Commands
silent-time (4-21)
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timeout login response (4-13)

password-thresh

This command sets the password intrusion threshold which limits the number of
failed logon attempts. Use the no form to remove the threshold value.
Syntax
password-thresh [threshold]
no password-thresh
threshold - The number of allowed password attempts.
(Range: 1-120; 0: no threshold)
Default Setting
The default value is three attempts.
Command Mode
Line Configuration
Command Usage
» When the logon attempt threshold is reached, the system interface becomes
silent for a specified amount of time before allowing the next logon attempt.
(Use the silent-time command to set this interval.) When this threshold is
reached for Telnet, the Telnet logon interface shuts down.
» This command applies to both the local console and Telnet connections.
Example
To set the password threshold to five attempts, enter this command:

Conaolelconfig-line)#pasaword-thresh &
Conzolefconfig-line)#

Related Commands
silent-time (4-21)
timeout login response (4-13)

silent-time

This command sets the amount of time the management console is inaccessible
after the number of unsuccessful logon attempts exceeds the threshold set by the
password-thresh command. Use the no form to remove the silent time value.
Syntax

silent-time [seconds]

no silent-time

seconds - The number of seconds to disable console response.

(Range: 0-65535; 0: no silent-time)

Default Setting

The default value is no silent-time.

Command Mode

Line Configuration

Example
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To set the silent time to 60 seconds, enter this command:

Console (config-linel#silent-time &0
Console (config-line)#

Related Commands
Related Commands (4-23)

databits

This command sets the number of data bits per character that are interpreted and
generated by the console port. Use the no form to restore the default value.
Syntax

databits {7 | 8}

no databits

* 7 - Seven data bits per character.

* 8 - Eight data bits per character.

Default Setting

8 data bits per character

Command Mode

Line Configuration

Command Usage

The databits command can be used to mask the high bit on input from

devices that generate 7 data bits with parity. If parity is being generated,

specify 7 data bits per character. If no parity is required, specify 8 data bits per
character.

Example

To specify 7 data bits, enter this command:

Consoleiconfig-linei#databite 7
Consoleiconfig-line)#

Related Commands
parity (4-23)

parity

This command defines the generation of a parity bit. Use the no form to restore
the default setting.
Syntax
parity {none | even | odd}
no parity
* none - No parity
* even - Even parity
* odd - Odd parity
Default Setting
No parity
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Command Mode

Line Configuration

Command Usage

Communication protocols provided by devices such as terminals and modems
often require a specific parity bit setting.

Example

To specify no parity, enter this command:

Consocle (config-line) #parity none
Conaole (config-line)#

speed

This command sets the terminal line’s baud rate. This command sets both the
transmit (to terminal) and receive (from terminal) speeds. Use the no form to
restore the default setting.

Syntax

speed bps

no speed

bps - Baud rate in bits per second.

(Options: 9600, 19200, 38400, 57600, 115200 bps, or auto)

Default Setting

9600

Command Mode

Line Configuration

Command Usage

Set the speed to match the baud rate of the device connected to the serial
port. Some baud rates available on devices connected to the port might not be
supported. The system indicates if the speed you selected is not supported. If
you select the “auto” option, the switch will automatically detect the baud rate
configured on the attached terminal, and adjust the speed accordingly.
Example

To specify 57600 bps, enter this command:

Console jconfig-line) #spaed STE00
Consoleiconfig-line)#

stopbits

This command sets the number of the stop bits transmitted per byte. Use the no
form to restore the default setting.

Syntax

stopbits {1 | 2}

* 1 - One stop bit

2 - Two stop bits
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Default Setting

1 stop bit

Command Mode

Line Configuration

Example

To specify 2 stop bits, enter this command:

Console (config-linel#stopbite 2
Console (config-line)#

disconnect

Use this command to terminate an SSH, Telnet, or console connection.
Syntax

disconnect session-id

session-id — The session identifier for an SSH, Telnet or console
connection. (Range: 0-4)

Command Mode

Privileged Exec

Command Usage

Specifying session identifier “0” will disconnect the console connection.
Specifying any other identifiers for an active session will disconnect an SSH or
Telnet connection.

Example

Conaoleddi sconnect 1
Conaoled

Related Commands
show ssh (4-56)
show users (4-85)

show line

This command displays the terminal line’s parameters.
Syntax

show line [console | vty]

» console - Console terminal line.

* vty - Virtual terminal for remote console access (i.e., Telnet).
Default Setting

Shows all lines

Command Mode

Normal Exec, Privileged Exec

Example

To show all lines, enter this command:
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Conzolefshow line

Jonscle configuraticon:
Pasaword threzhold: 2 times
Interactive timeout: Disabled
Zilent time: Disabled
Baudrate: 9e0qQ
Catabitz: &
Parity: ncne
Stopbita: 1

VTY configuration:
FPassword threzhold: 3 times
Interactive timeout: &s00 =ac
Login timeout: 200 sac

conzoled
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General Commands

Table 4-6 General Commands

Command Function Mode Page
enable Activates privileged mode NE -27
disable Returns to normal mode from privileged mode | FE -28
configure Activates global configuration mode PE 4-29
show history | Shows the command lustory buffer NE.PE | 4-29
reload Restarts the system PE 4-30
end Returns to Prvileged Exec mode any 4-31
config.
mode
exit Returns to the previous configuration mode, or | any 4-31
exits the CLI
it Ezits a CLI session NE,PE | 4-32
help Shows how to use help any NA
¢ Shows options for command completion any NA
(context sensitive)

enable

This command activates Privileged Exec mode. In privileged mode, additional
commands are available, and certain commands display additional information.
See “Understanding Command Modes” on page 4-8.

Syntax

enable [level]

level - Privilege level to log into the device.

The device has two predefined privilege levels: 0: Normal Exec,

15: Privileged Exec. Enter level 15 to access Privileged Exec mode.

Default Setting

Level 15

Command Mode

Normal Exec

Command Usage

 “super” is the default password required to change the command mode from
Normal Exec to Privileged Exec. (To set this password, see the enable password
command on page 4-37.)

* The “#” character is appended to the end of the prompt to indicate that the
system is in privileged access mode.

Example
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Consoles=enaklsa
Password: [privileged level password]
Consoled

Related Commands
disable (4-28)
enable password (4-37)

disable

This command returns to Normal Exec mode from privileged mode. In normal
access mode, you can only display basic information on the switch's configuration
or Ethernet statistics. To gain access to all commands, you must use the
privileged mode. See “Understanding Command Modes” on page 4-8.

Default Setting

None

Command Mode

Privileged Exec

Command Usage

The “>” character is appended to the end of the prompt to indicate that the system
is in normal access mode.

Example

Consolefdisable
Conzole=

Related Commands
enable (4-27)

configure

This command activates Global Configuration mode. You must enter this mode to
modify any settings on the switch. You must also enter Global Configuration mode
prior to enabling some of the other configuration modes, including Interface
Configuration, Line Configuration, VLAN Database Configuration, and Multiple
Spanning Tree Configuration. See “Understanding Command Modes” on page
4-8.

Default Setting

None

Command Mode

Privileged Exec

Example

Conacla#configure
Cconsola (config)#

Related Commands
end (4-31)
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show history

This command shows the contents of the command history buffer.
Default Setting

None

Command Mode

Normal Exec, Privileged Exec

Command Usage

The history buffer size is fixed at 10 Execution commands and 10 Configuration
commands.

Example

In this example, the show history command lists the contents of the command
history buffer:

Consolef#show history

Execution command history:

2 config
1 show history

Configuration command history:
4 interface wvlan 1
3 exit

2 interface vlan 1

1 end

Console

The I command repeats commands from the Execution command history buffer
when you are in Normal Exec or Privileged Exec Mode, and commands from the
Configuration command history buffer when you are in any of the configuration
modes. In this example, the 2 command repeats the second command in the
Execution history buffer (config).

Console!z

Console#config
Console jconfig)#

reload

This command restarts the system.

Note: When the system is restarted, it will always run the Power-On Self-Test. It
will also retain all configuration information stored in non-volatile memory by the
copy running-config startup-config command.

Default Setting

None

Command Mode

Privileged Exec

Command Usage
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This command resets the entire system.
Example
This example shows how to reset the switch:

Consolegreload
Svstam will be restarted, continue =yv/n=7 v

end

This command returns to Privileged Exec mode.

Default Setting

None

Command Mode

Global Configuration, Interface Configuration, Line Configuration, VLAN
Database Configuration, and Multiple Spanning Tree Configuration.

Example

This example shows how to return to the Privileged Exec mode from the Interface
Configuration mode:

Consocleiconfig-1if)#and
Conzoled

exit

This command returns to the previous configuration mode or exit the configuration
program.

Default Setting

None

Command Mode

Any

Example

This example shows how to return to the Privileged Exec mode from the Global
Configuration mode, and then quit the CLI session:

Console (config) #exit
Consolefaxit

32 ENTER to start sessicn
Uzar Accesg Verification

Uzarname :

quit

This command exits the configuration program.
Default Setting
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None

Command Mode

Normal Exec, Privileged Exec

Command Usage

The quit and exit commands can both exit the configuration program.
Example

This example shows how to quit a CLI session:

Consoleggquit
Press ENTEE to start sessicn
Uzar Accassz Verification

Usarnams :
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System Management Commands

These commands are used to control system logs, passwords, user names,
browserconfiguration options, and display or configure a variety of other system
information.

Table 4-7 System Management Commands

Command Group | Function Page
Device Configures information that uniquely identifies this 4-33
Designation switch
User Access Configures the basic user names and passwords for 4-35
management access
IP Filter Configures IP addresses that are allowed management | 4-38
access
Web Server Enables management access via a web browser 4-4]
Telnet Server Enables management access ma Telnet 4-45
Secure Shell Provides secure replacement for Telnet 4-47
Event Logging Controls logging of error messages 4-50
Time (System Sets the system clock automatically wia NTP/SNTP | 4-72
Clock) server or manually
Svstem Status Displays system configuration, active managers, and | 4-78
version mformaton
Frame S:ze Enables support for jumbo frames 4-87
Device Designation Commands
Table 4-8 Device Designation Commands
Command Funection Mode | Page
prompt Customizes the prompt used in PE and NE mede | GC 4-34
hostaame Specifies the host name for the switch GC 4-34
snmp-server | Sets the system contact strng GC 4-139
contact
snmp-server | Sets the system location strng GC 4-140
lecation
prompt
This command customizes the CLI prompt. Use the no form to restore the default
prompt.
Syntax
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prompt string

no prompt

string - Any alphanumeric string to use for the CLI prompt. (Maximum
length: 255 characters)

Default Setting

Console

Command Mode

Global Configuration

Example

Coneole (config)#prompt RDZ

EDZ (config) 4

hostname

This command specifies or modifies the host name for this device. Use the no
form to restore the default host name.

Syntax

hostname name

no hostname

name - The name of this host. (Maximum length: 255 characters)
Default Setting

None

Command Mode

Global Configuration

Example

Console (config) #hostname RO#1
Cconsole (config)#

User Access Commands

The basic commands required for management access are listed in this section.
This switch also includes other options for password checking via the console or a
Telnet connection (page 4-14), user authentication via a remote authentication
server (page 4-95), and host access authentication for specific ports (page
4-108).

Table 4-9 User Access Commands

Command Function Mode | Page
Sername Establizhes a user name-bazed anthentication | GC 4-36
system at login
enable password | Sets a password to contrel access to the G 4-37
Prrvileged Exec level
username

This command adds named users, requires authentication at login, specifies or
changes a user's password (or specify that no password is required), or specifies
or changes a user's access level. Use the no form to remove a user name.
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Syntax

username name {access-level level | nopassword |

password {0 | 7} password}

no username name

* name - The name of the user.

(Maximum length: 8 characters, case sensitive. Maximum users: 16)
» access-level level - Specifies the user level.

The device has two predefined privilege levels:

0: Normal Exec, 15: Privileged Exec.

* nopassword - No password is required for this user to log in.

* {0 | 7} - 0 means plain password, 7 means encrypted password.

» password password - The authentication password for the user.
(Maximum length: 8 characters plain text, 32 encrypted, case sensitive)
Default Setting

» The default access level is Normal Exec.

* The factory defaults for the user names and passwords are:

Table 4-10. User Access Levels

username access-level password
guest 0 quest
admin 15 admin

Command Mode
Global Configuration
Command Usage
The encrypted password is required for compatibility with legacy password
settings (i.e., plain text or encrypted) when reading the configuration file during
system bootup or when downloading the configuration file from a TFTP server.
There is no need for you to manually configure encrypted passwords.
Example

Conzoleiconfig)#username bob access-lavel 15

Conzole{config)#username bob password 0 smith
Conzole(configi#

enable password

After initially logging onto the system, you should set the Privileged Exec
password. Remember to record it in a safe place. This command controls access
to the Privileged Exec level from the Normal Exec level. Use the no form to reset
the default password.

Syntax

enable password [level level] {0 | 7} password

no enable password [level level]

* level level - Level 15 for Privileged Exec. (Levels 0-14 are not used.)

* {0 | 7} - 0 means plain password, 7 means encrypted password.

* password - password for this privilege level.

(Maximum length: 8 characters plain text, 32 encrypted, case sensitive)

Default Setting

* The default is level 15.
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» The default password is “super”

Command Mode

Global Configuration

Command Usage

* You cannot set a null password. You will have to enter a password to change the
command mode from Normal Exec to Privileged Exec with the enable command
(page 4-27).

* The encrypted password is required for compatibility with legacy password
settings (i.e., plain text or encrypted) when reading the configuration file during
system bootup or when downloading the configuration file from a TFTP server.
There is no need for you to manually configure encrypted passwords.

Example

Console (configl#enable password level 15 0 admin
console (config)#

Related Commands
enable (4-27)
authentication enable(4-97)

4-29



IP Filter Commands

Table 4-11 IP Filter Commands

Command Function Mode | Page

management Configures IP addresses that are allowed | GC 4-39
management access

show management | Displays the switch to be monitored or FPE 4-40
configured from a browser

management

This command specifies the client IP addresses that are allowed management
access to the switch through various protocols. Use the no form to restore the
default setting.

Syntax

[no] management {all-client | http-client | snmp-client | telnet-client}
start-address [end-address]

« all-client - Adds IP address(es) to the SNMP, Web and Telnet groups.

* http-client - Adds IP address(es) to the Web group.

* snmp-client - Adds IP address(es) to the SNMP group.

* telnet-client - Adds IP address(es) to the Telnet group.

* start-address - A single IP address, or the starting address of a range.

» end-address - The end address of a range.

Default Setting

All addresses

Command Mode

Global Configuration

Command Usage

* If anyone tries to access a management interface on the switch from an invalid
address, the switch will reject the connection, enter an event message in the
system log, and send a trap message to the trap manager.

* IP address can be configured for SNMP, Web and Telnet access respectively.
Each of these groups can include up to five different sets of addresses, either
individual addresses or address ranges.

* When entering addresses for the same group (i.e., SNMP, Web or Telnet), the
switch will not accept overlapping address ranges. When entering addresses for
different groups, the switch will accept overlapping address ranges.

* You cannot delete an individual address from a specified range. You must
delete the entire range, and reenter the addresses.

* You can delete an address range just by specifying the start address, or by
specifying both the start address and end address.

Example

This example restricts management access to the indicated addresses.
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Coneole (config) #management all-client 192.165.1.13
Coneole (config) #management all-client 1%2.168.1.25 1%2.1688.1.3240
Console (config)#

show management

This command displays the client IP addresses that are allowed management

access to the switch through various protocols.

Syntax

show management {all-client | http-client | snmp-client | telnet-client}
« all-client - Adds IP address(es) to the SNMP, Web and Telnet groups.
* http-client - Adds IP address(es) to the Web group.
* snmp-client - Adds IP address(es) to the SNMP group.
* telnet-client - Adds IP address(es) to the Telnet group.

Command Mode

Global Configuration

Example

Conacla#ahow managemsnt all-client
Managemsnt IP Flltear
HTTPF-Cliant:

Start IP addrezs End IP addrsaa
1. 122.158.1.12 1%2.168.1.1%9
2. 132.158.1.25 1%2.168.1.30

SHMP-Cliant:

Start IP address End IP addrasa
1. 132.158.1.1%2 1%2.168.1.1%
2. 192.158.1.2C5 122.168.1.30

TELHMET-Client:

Start IP address End IP addrasa
1. 122.158.1.1%2 1%2.168.1.1%
2. 1%2.188.1.25 1%2.168.1.30
Conacla#
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Web Server Commands

Table 4-12 Web Server Commands

Command Function Mode | Page

ip http port Specifies the port to be used by the web browser | GC 4-42
mterface

ip http server | Allows the switch to be monitored or configured | GC 4-42
from a browser

ip http Enables HTTPS/S5L for encrypted GC 4-43

sECure-server | communications

ip http Specifies the UDP port munber for HTTPS/SSL| GC 4-44

secure-port

ip http port

This command specifies the TCP port number used by the Web browser interface.
Use the no form to use the default port.

Syntax

ip http port port-number

no ip http port

port-number - The TCP port to be used by the browser interface.
(Range: 1-65535)

Default Setting

80

Command Mode

Global Configuration

Example

Conaole (config)#ip http port 762
conaole (config) 4

Related Commands
ip http server (4-42)

ip http server

This command allows this device to be monitored or configured from a browser.
Use the no form to disable this function.

Syntax

[no] ip http server

Default Setting

Enabled

Command Mode

Global Configuration

Example
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Conaoleiconfigl#ip http server
Conzole (config)#

Related Commands
ip http port (4-42)

ip http secure-server

This command enables the secure hypertext transfer protocol (HTTPS) over the
Secure Socket Layer (SSL), providing secure access (i.e., an encrypted
connection) to the switch’'s Web interface. Use the no form to disable this
function.

Syntax

[no] ip http secure-server

Default Setting

Enabled

Command Mode

Global Configuration

Command Usage

* Both HTTP and HTTPS service can be enabled independently on the switch.
However, you cannot configure the HTTP and HTTPS servers to use the same
UDP port.

* If you enable HTTPS, you must indicate this in the URL that you specify in your
browser: https://device[:port_number]

* When you start HTTPS, the connection is established in this way:

- The client authenticates the server using the server’s digital certificate.

- The client and server negotiate a set of security protocols to use for the
connection.

- The client and server generate session keys for encrypting and decrypting data.
* The client and server establish a secure encrypted connection.

A padlock icon should appear in the status bar for Internet Explorer 5.x and
Netscape Navigator 6.2 or later versions.

* The following Web browsers and operating systems currently support HTTPS:

Table 4-13 HTTPS System Support

Web Browser Ovperating System

Internet Explorer 5.0 or later Windows 98 Windows NT (with service
pack 6a), Windows 2000, Windows XP

MNetscape MNavigator 6.2 or later Windows 98 Windows NT (with service
pack 6a), Windows 2000, Windows XP,
Solaris 2.6

* To specify a secure-site certificate, see “Replacing the Default Secure-site
Certificate” on page 3-37. Also refer to the copy command on page 4-89.
Example

Consoleiconfig) #ip http securs-server
Cconsole (config) #

Related Commands
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ip http secure-port (4-44)
copy tftp https-certificate (4-89)

ip http secure-port

This command specifies the UDP port number used for HTTPS/SSL connection to
the switch’s Web interface. Use the no form to restore the default port.

Syntax

ip http secure-port port_number

no ip http secure-port

port_number — The UDP port used for HTTPS/SSL.

(Range: 1-65535)

Default Setting

443

Command Mode

Global Configuration

Command Usage

* You cannot configure the HTTP and HTTPS servers to use the same port.

 If you change the HTTPS port number, clients attempting to connect to the
HTTPS server must specify the port number in the URL, in this format:
https://device:port_number

Example

Conzaole (config)#ip http secure-port 1000
Cconsole (config) #

Related Commands
ip http secure-server (4-43)
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Telnet Server Commands

Table 4-14 Telnet Server Commands

Command Function Mode | Page

ip telnet port | Specifies the port to be used by the Telnet GC 4-42
interface

1p telnet server | Allows the switch to be monitored or configured | GC 4-42
from Telnet

ip telnet port
This command specifies the TCP port number used by the Telnet interface. Use
the no form to use the default port.
Syntax
ip telnet port port-number
no ip telnet port
port-number - The TCP port to be used by the browser interface.
(Range: 1-65535)
Default Setting
23
Command Mode
Global Configuration

Example
Console(config) #ip telnet port 123
Console(config) §

Related Commands
ip telnet server (4-46)

ip telnet server
This command allows this device to be monitored or configured from Telnet. Use
the
no form to disable this function.
Syntax

[no] ip telnet server
Default Setting

Enabled
Command Mode

Global Configuration
Example

m

[config) #ip telnet server

(config) #

10l
a0

LS
LS

[ ]

m

i

Related Commands
ip telnet port (4-45)
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Secure Shell Commands

The Berkley-standard includes remote access tools originally designed for Unix
systems. Some of these tools have also been implemented for Microsoft Windows
and other environments. These tools, including commands such as rlogin (remote
login), rsh (remote shell), and rcp (remote copy), are not secure from hostile
attacks.

The Secure Shell (SSH) includes server/client applications intended as a secure
replacement for the older Berkley remote access tools. SSH can also provide
remote management access to this switch as a secure replacement for Telnet.
When a client contacts the switch via the SSH protocol, the switch uses a
public-key that the client must match along with a local user name and password
for access authentication. SSH also encrypts all data transfers passing between
the switch and SSH-enabled management station clients, and ensures that data
traveling over the network arrives unaltered.

This section describes the commands used to configure the SSH server. However,
note that you also need to install a SSH client on the management station when
using this protocol to configure the switch.

Note: The switch supports both SSH Version 1.5 and 2.0.
Table 4-15 SSH Commands

Command Function Mode | Page

ip ssh server Enables the S5H server on the switch GC 4-30

1p ssh timeout Specifies the authentication timeout for the GC 4-51
55H server

ip ssh Specifies the number of retries allowed bya | GC 4-52

authentication-re | client
tries

1p ssh server-key | Sets the S5H server key size GC 4-32
size

copy tftp Copies the user’s public kev from a TFTP PE 4-89
public-key server to the switch
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Table 4-15 SSH Commands (Continued)

Command Function Mode | Page
delete public-key | Deletes the public kev for the specified user | PE 4-53
ip ssh crypte Generates the host key PE 4-53
host-key generate

ip ssh crypto Clear the host kev from RAM PE 4-534
Zeroize

ip ssh save Saves the host key from EAM to flash memory | PE 4-533
host-key

disconnect Terminates a line connection PE 4-25
show ip ssh Displays the status of the 55H server and the [PE 4-56

configured values for authentication timeout
and retries

show ssh Displays the status of current 35H sessions FE 4-36

show public-key | Shows the public key for the specified user or | PE 4-57
for the host

show users Shows S5H users, including privilege level and | PE 4-83
public key trpe

The SSH server on this switch supports both password and public key
authentication. If password authentication is specified by the SSH client, then the
password can be authenticated either locally or via a RADIUS or TACACS+
remote authentication server, as specified by the authentication login command
on page 4-96. If public key authentication is specified by the client, then you must
configure authentication keys on both the client and the switch as described in the
following section. Note that regardless of whether you use public key or password
authentication, you still have to generate authentication keys on the switch and
enable the SSH server.

To use the SSH server, complete these steps:

1. Generate a Host Key Pair — Use the ip ssh crypto host-key generate
command to create a host public/private key pair.

2. Provide Host Public Key to Clients — Many SSH client programs automatically
import the host public key during the initial connection setup with the switch.
Otherwise, you need to manually create a known hosts file on the management
station and place the host public key in it. An entry for a public key in the known
hosts file would appear similar to the following example:

10.1.0.54102435568499540186766925933394677505461732531367489083654
7254150202455931998685443583616519999233297817660658309561082591
3212890233765468017262725714134287629413011961955667825956641048
6957427888146206519417467729848654686157177393901647793559423035
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77413098022737087794545 24083971752646358058176716709574804776117

3. Import Client's Public Key to the Switch — Use the copy tftp public-key
command to copy a file containing the public key for all the SSH client’s granted
management access to the switch. (Note that these clients must be configured
locally on the switch via the User Accounts page as described on page 3-48) The
clients are subsequently authenticated using these keys. The current firmware
only accepts public key files based on standard UNIX format as shown in the
following example for an RSA Version 1 key :

1024351341081685609893921040944920155425347631641921872958921143
1738800555361616310517759408386863110929123222682851925437460310
0937187721199696317813662774141689851320491172048303392543241016
3799759237144901193800609025394840848271781943722884025331159521
34861022902978982721353267131629432532818915045306393916643steve
@192.168.1.19

4. Set the Optional Parameters — Set other optional parameters, including the
authentication timeout, the number of retries, and the server key size.
5. Enable SSH Service — Use the ip ssh server command to enable the SSH
server on the switch.
6. Configure Challenge-Response Authentication — When an SSH client attempts
to contact the switch, the SSH server uses the host key pair to negotiate a session
key and encryption method. Only clients that have a private key corresponding to
the public keys stored on the switch can gain access. The following exchanges
take place during this process:

a. The client sends its public key to the switch.

b. The switch compares the client's public key to those stored in memory.

c. If a match is found, the switch uses the public key to encrypt a random

sequence of bytes, and sends this string to the client.

d. The client uses its private key to decrypt the bytes, and sends the

decrypted bytes back to the switch.

e. The switch compares the decrypted bytes to the original bytes it sent. If the

two sets match, this means that the client's private key corresponds to an

authorized public key, and the client is authenticated.

Note: To use SSH with only password authentication, the host public key must
still be given to the client, either during initial connection or manually entered into
the known host file. However, you do not need to configure the client’s keys.

ip ssh server

Use this command to enable the Secure Shell (SSH) server on this switch. Use
the no form to disable this service.

Syntax

ip ssh server
no ip ssh server
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Default Setting
Disabled
Command Mode
Global Configuration
Command Usage
» The SSH server supports up to four client sessions. The maximum number of
client sessions includes both current Telnet sessions and SSH sessions.
» The SSH server uses DSA or RSA for key exchange when the client first
establishes a connection with the switch, and then negotiates with the client to
select either DES (56-bit) or 3DES (168-bit) for data encryption.
* You must generate the host key before enabling the SSH server.
Example

Consolegip ssh crypte host-key generate dsa
Consolefconfigura

Consoleiconfigl#ip esh server

Console (config) #

Related Commands
ip ssh crypto host-key generate (4-53)
show ssh (4-56)

ip ssh timeout
Use this command to configure the timeout for the SSH server. Use the no form to
restore the default setting.
Syntax
ip ssh timeout seconds
no ip ssh timeout
seconds — The timeout for client response during SSH negotiation.
(Range: 1-120)
Default Setting
10 seconds
Command Mode
Global Configuration
Command Usage
The timeout specifies the interval the switch will wait for a response from the
client during the SSH negotiation phase. Once an SSH session has been
established, the timeout for user input is controlled by the exec-timeout
command for vty sessions.
Example

Console (config) #ip ssh timecut &0
Console (configl#

Related Commands
exec-timeout (4-19)
show ip ssh (4-56)
ip ssh authentication-retries
This command configure the number of times the SSH server attempts to
reauthenticate a user. Use the no form to restore the default setting.
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Syntax
ip ssh authentication-retries count
no ip ssh authentication-retries
count — The number of authentication attempts permitted after which the
interface is reset. (Range: 1-5)
Default Setting
3
Command Mode
Global Configuration
Example

Conzsole (configl#ip ssh authenticaticon-retiras =z
Console (config)#

Related Commands
show ip ssh (4-56)
ip ssh server-key size
Use this command to set the SSH server key size. Use the no form to restore the
default setting.
Syntax
ip ssh server-key size key-size
no ip ssh server-key size
key-size — The size of server key. (Range: 512-896 bits)
Default Setting
768 bits
Command Mode
Global Configuration
Command Usage
» The server key is a private key that is never shared outside the switch.
* The host key is shared with the SSH client, and is fixed at 1024 bits.
Example

Conzaole (configi#ip ssh server-key size El2
Conzole (config)#

delete public-key
Use this command to delete the specified user’s public key.
Syntax
delete public-key username [dsa | rsa]
» username — Name of an SSH user. (Range: 1-8 characters)
» dsa — DSA public key type.
* rsa — RSA public key type.
Default Setting
Deletes both the DSA and RSA key.
Command Mode
Privileged Exec
Example

Consolefdelate public-key admin dsa
Consolek

4-40



ip ssh crypto host-key generate

Use this command to generate the host key pair (i.e., public and private).

Syntax

ip ssh crypto host-key generate [dsa | rsa]
» dsa — DSA key(Version 2) type.
* rsa — RSA key (Version 1)type.

Default Setting

Generates both the DSA and RSA key pairs.

Command Mode

Privileged Exec

Command Usage
» This command stores the host key pair in memory (i.e., RAM). Use the ip ssh
save host-key command to save the host key pair to flash memory.
 Some SSH client programs automatically add the public key to the known
hosts file as part of the configuration process. Otherwise, you must manually
create a known hosts file and place the host public key in it.
» The SSH server uses this host key to negotiate a session key and encryption
method with the client trying to connect to it.

Example

Console®#ip ssh crypto host-key generate dsa
Consoled

Related Commands
ip ssh crypto zeroize (4-54)
ip ssh save host-key (4-55)
ip ssh crypto zeroize
This command to clear the host key from memory (i.e. RAM).
Syntax
ip ssh crypto zeroize [dsa | rsa]
» dsa — DSA key type.
* rsa — RSA key type.
Default Setting
Clears both the DSA and RSA key.
Command Mode
Privileged Exec
Command Usage
» This command clears the host key from volatile memory (RAM). Use the no
ip ssh save host-key command to clear the host key from flash memory.
» The SSH server must be disabled before you can execute this command.
Example

Consclefip ssh crypto zercize dsa
Conzoled

Related Commands

ip ssh crypto host-key generate (4-53)
ip ssh save host-key (4-54)

no ip ssh server (4-55)

4-41



ip ssh save host-key

This command to save host key from RAM to flash memory.
Syntax

ip ssh save host-key [dsa | rsa]

» dsa — DSA key type.

* rsa — RSA key type.

Default Setting

Saves both the DSA and RSA key.
Command Mode

Privileged Exec

Example

Console#ip ssh save host-key dsa
Console#

Related Commands

ip ssh crypto host-key generate (4-53)

show ip ssh

Use this command to display the connection settings used when authenticating
client access to the SSH server.

Command Mode

Privileged Exec

Example

Consolefshow ip =sh

25H Enabled - wersion 1.39

Negotiation timeout: 120 =gecg; Authentication retries: 2
Server key siza: 768 bits

Consoleg
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show ssh

Use this command to display the current SSH server connections.

Command Mode
Privileged Exec
Example

Consolegshow =sh

Connection Version State Tzarname Encrypticon
0 2.4 Saszion-3tarted admin ctoz assl2e-cho-hmac-mds
stoc aeslza-cho-hmac-mds
Consoleg
Table 4-16. show ssh - display description
Field Description
Session The session number. (Range: 0-3)
\ersion The Secure Shell version number.
State The authentication negotiation state.
{Values: Negotiation-3tarted, Authentication-Started, Session-Started)
Username The user name of the client.
Encryption The encryption method is automatically negotiated between the client and server.

Options for 33Hv1.5 include: DES, 3DES

Options for 35Hv2.0 can include different algorithms for the client-to-server (ctos)
and server-to-client (stoc):

aes128-cbc-hmac-shat
aes192-cbe-hmac-shat
aes256-cbe-hmac-shat
Jdes-che-hmac-shat
blowfish-chc-hmac-shat
aes128-cbe-hmac-md5
aes192-cbc-hmac-mds
aes2bi-cbc-hmac-mds
3des-chc-hmac-md5
blowfish-chc-hmac-mdS

Terminology:

DES — Data Encryption Standard (56-bit key)

3DES — Triple-DES (Uses three iterations of DES, 112-bit key)
aes — Advanced Encryption Standard (160 or 224-bit key)
blowfish — Blowfish (32-448 bit key)

che — cypher-block chaining

sha1l — Secure Hash Algorithm 1 (160-bit hashes)

md5 — Message Digest algorithm number 5 (128-bit hashes)

4-43




show public-key

Use this command to show the public key for the specified user or for the host.

Syntax

show public-key [user [username]| host]

username — Name of an SSH user. (Range: 1-8 characters)

Default Setting

Shows all public keys.

Command Mode

Privileged Exec

Command Usage
* If no parameters are entered, all keys are displayed. If the user keyword is
entered, but no user name is specified, then the public keys for all users are
displayed.
* When an RSA key is displayed, the first field indicates the size of the host key
(e.g., 1024), the second field is the encoded public exponent (e.g., 35), and the
last string is the encoded modulus. When a DSA key is displayed, the first field
indicates that the encryption method used by SSH is based on the Digital
Signature Standard (DSS), and the last string is the encoded modulus.

Example

Console#show public-key host

Host:

RSA:

1024 3%

1568499540186 76692593339467750546173253136T748%083654725415020245593159%8:8
544358361651 99992332978176606583095861082591321285902337654680172627257141
2423762941301195195565 7825956541048 69574278881452065194174677298435545861
E717739390164779355542303577413 098022737087 794545240839 71 7526463580581 767
167095748047 75117

DER:

ssh-dss ARARINzaCl1kc3MAARCEAPWKEETPLsRIESydEXcxM3dy WV / vyrOhESLI1n=0/Dgih2HxC
YWadaXR2 JXhamLEsPebvuiyacwbUw /a4 PACpl1EMEdgaka i hEor 3 vRRSY INZXFEAK X1 CEwRE
J1PACOkFgzLeMinvaNYOwiQXbETEHOZ4mMUIEDE 8 S FWXDEMACNEF JBrRARARFQChh4ved EOENI jw
EvwrNLag77ieiwARRIEASYSYWDCS 2abYHNR] Ekhd Twi¥4i8c2vH+ / poonr EwFTMUO 1VFD1 Y3 IR
2@38ENLySQA7E0xE AsmOCf T/ yyvEE bobMIZi 8 o0Cs t SN0 T EEVIMWr TY fArEX TYKEw,/ KjwaEBm
iFPg7o+jahflDgacloac2 72 TLALNVIWRY/ ow2aTCDena kAR RCER T Y Mo X THHL FACZWSTE OV
CheloRfPusabd ks vy ) KXEVYNLOKTLEE CFRU4 1hSZEVELAWaC21gF /+ DI KGWE PN I QgabEgYowz2
o/ AVEXA G+ ygAT 1Y mEATEHEME ARG 1G4 88 FEy4 Za DY PXFUM1Y g0 fhLwuHPpOSEAXK T2 KR4 7E 27
wowW

Consoled
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Event Logging Commands

Table 4-17 Event Logging Commands

Command Function Mode | Page
logging on Controls logging of error messages GC 4-39
logging history | Linuts syslog messages saved to switch memory | GC 4-60

based on seventy

logging host Adds a syslog server host IP address that widl | GC 4-61
receive logging messages

logging facility | Sets the facility type for remote logging of syslog | GC 4-62
messages

logging trap Limits syslog messages saved to a remote server | GC 4-63

based on severity

clear logging Clears messages from the logging buffer PE 4-64

show logging Displays the state of logging PE 4-64

show log Displays log messages PE 4-66
logging on

This command controls logging of error messages, sending debug or error
messages to switch memory. The no form disables the logging process.

Syntax
[no] logging on
Default Setting
None
Command Mode
Global Configuration
Command Usage
The logging process controls error messages saved to switch memory. You
can use the logging history command to control the type of error messages
that are stored.
Example

Conasole (config) #logging on
Conaole (config)#

Related Commands
logging history (4-60)
clear logging (4-64)
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logging history
This command limits syslog messages saved to switch memory based on severity.
The no form returns the logging of syslog messages to the default level.
Syntax
logging history {flash | ram} level
no logging history {flash | ram}
* flash - Event history stored in flash memory (i.e., permanent memory).
* ram - Event history stored in temporary RAM (i.e., memory flushed on
power reset).
* level - One of the levels listed below. Messages sent include the selected
level down to level 0. (Range: 0-7)

Table 4-18 Logging Levels

Level | Severity Name Description

7 debugging Debugging messages

G informational Informational messages only

3 notifications MNormal but significant condition, such as cold
start

4 WALTINgs Warning conditions (e.g., return false,
unexpected return)

3 EILO1s Error conditions (e.g., invalid input, default
used)

2 critical Cuotical conditions (e.g., memory allocation, ot

free memory error - rEsource E};hﬂ'l_'lStEd:l

Table 4-18 Logging Levels

Level | Severity Name Description
1 alerts Immediate action needed
0 EMErgencies Svstem unusable

* There are only Level 2, 5 and 6 error messages for the current firmware release.

Default Setting

Flash: errors (level 3 - 0)

RAM: warnings (level 7 - 0)

Command Mode

Global Configuration

Command Usage
The message level specified for flash memory must be a higher priority (i.e.,
numerically lower) than that specified for RAM.

Example

Console (config) #logging history ram O
console (config)#

4-46



logging host
This command adds a syslog server host IP address that will receive logging
messages. Use the no form to remove a syslog server host.
Syntax
[no] logging host host_ip_address
host_ip_address - The IP address of a syslog server.
Default Setting
None
Command Mode
Global Configuration
Command Usage
* By using this command more than once you can build up a list of host IP
addresses.
» The maximum number of host IP addresses allowed is five.
Example

Conzole (config) #logging host 10.1.0.3
console (config)#

logging facility
This command sets the facility type for remote logging of syslog messages. Use
the no form to return the type to the default.
Syntax
[no] logging facility type
type - A number that indicates the facility used by the syslog server to
dispatch log messages to an appropriate service. (Range: 16-23)
Default Setting
23
Command Mode
Global Configuration
Command Usage
The command specifies the facility type tag sent in syslog messages. (See RFC
3164.) This type has no effect on the kind of messages reported by the switch.
However, it may be used by the syslog server to sort messages or to store
messages in the corresponding database.
Example

Conscle config)#logging facility 12
Conaole(configif
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logging trap
This command enables the logging of system messages to a remote server, or
limits the syslog messages saved to a remote server based on severity. Use this
command without a specified level to enable remote logging. Use the no form to
disable remote logging.
Syntax
logging trap [level]
no logging trap
level - One of the level arguments listed below. Messages sent include the
selected level up through level 0. (Refer to the table on page 4-43.)
Default Setting
Enabled
Level 7-0
Command Mode
Global Configuration
Command Usage
« Using this command with a specified level enables remote logging and sets
the minimum severity level to be saved.
* Using this command without a specified level also enables remote logging,
but restores the minimum severity level to the default.
Example

Console (config) #logging trap 4
Cconsole (config)#

clear logging

This command clears messages from the log buffer.

Syntax

clear logging [flash | ram]
* flash - Event history stored in flash memory (i.e., permanent memory).
e ram - Event history stored in temporary RAM (i.e., memory flushed on
power reset).

Default Setting

Flash and RAM

Command Mode

Privileged Exec

Example

Consolef#clear logging
Console#

Related Commands
show logging (4-64)
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show logging
This command displays the configuration settings for logging messages to local
switch memory, to an SMTP event handler, or to a remote syslog server.

Syntax
show logging {flash | ram|sendmail |trap}
* flash - Event history stored in flash memory (i.e., permanent memory).
* ram - Event history stored in temporary RAM (i.e., memory flushed on power
reset).
- sendmail - Displays settings for the SMTP event handler (page 4-71).
- trap - Displays settings for the trap function.

Default Setting

None
Command Mode

Privileged Exec
Example
The following example shows that system logging is enabled, the message level
for flash memory is “errors” (i.e., default level 3 - 0), the message level for RAM is
“debugging” (i.e., default level 7 - 0).

Consolefshow logging f£flash

Syalog loggling: Enabkbled
History loegging in FLASH: level errors
Consolefshow loggling ram

Syalog loggling: Enabled
History loegging in EAM: level debugging
Consoled

Table 4-19 show logging flash/ram - display description

Field Description
Svslog logging Shows if svstem logging has been enabled via the logging on
command.

History legging in | The message level(s) reported based on the logging history
FLASH command.

History legging in | The message level(s) reported based on the logging history
RAM command.

The following example displays settings for the trap function.
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EEMCTELOG aserver
EEMCOTELOS server
EEMCTELOZ garver
EEMCTELOG aserver
EEMCOTELOS server
Conaolaf

Console#show logging trap
Syalog loggling: Enable
EEMOTELOG statua:
EEMOTELOG facility type: local uas 7
EEMCTELOZ leval tvpe: Daebugglng messages

disable

IP address: 1.2.32.4
IP addresgs: 0.0.0.0
IP addrega: 0.0.0.0
IP addresgs: 0.0.0.0
IP addresgs: 0.0.0.0

Table 4-20 show logging trap - display description

Field Description

Syslog logging Shows if system logging has been enabled via the logging on
command.

REMOTELOG | Shows if remote logging has been enabled via the logging

status trap command.

REMOTELOG | The facility type for remote logging of syslog messages as

facility type specified in the logging facilitv command.

REMOTELOG | The severity threshold for syslog messages sent to a remote

level] type server as specified in the logging trap command.

REMOTELOG | The address of syslog servers as specified in the logging host

server IP address | command.

Related Commands
show logging sendmail (4-71)
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show log
This command displays the system and event messages stored in memory.
Syntax
show log {flash | ram} [login] [tail]
* flash - Event history stored in flash memory (i.e., permanent memory).
e ram - Event history stored in temporary RAM (i.e., memory flushed on
power reset).
« tail - Lists log messages starting from the oldest rather than the latest.
* login - Shows event history starting from the most recent entry.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
This command shows the system and event messages stored in memory,
including the time stamp, message level (page 4-60), program module, function,
and event number.
Example
The following example shows sample messages stored in RAM.

Consoladashow
[E] 00:01:08
"ETA rootb
lewval: &,
00:01:00
FETA roob
lawval: &,
00:00:54
FETA roob
leval: &,
00:00:50

[4]

[2]

[2]

log ram

2001-01-01

change notification.
module: &, function:
2001-01-01

change notification.
module: &, function:
2001-01-01

change notification.
module: &, function:
2001-01-01

and

and

, and

"ETA topology change notification.”

leval: &,

[1] 00:00:48

"VLAN 1 link-up notification.”®

lewval: &
Consolad

[

module: &, function:

2001-01-01

module: &, function:

1

1

;, and

and

[}

aevant

ewvent

aevaent

o, ;

. :

no. :

no. :

No. :

SMTP Alert Commands

These commands configure SMTP event handling, and forwarding of alert
messages to the specified SMTP servers and email recipients
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Table 4-21 SMTP Alert Commands

Command Function Mode | Page
logging sendmail | SMTT servers to receive alert messages GC 4-68
host

logging sendmail | Seventy threshold used to trigger alert GC 4-69
levrel messages

logging sendmail | Email address used for “From™ field of alert | GC 4-70
source-email messages

logging sendmail | Email recipients of alert messages GC 4-70
destination-email

logging sendmail | Enables SMTP event handling GC 4-71
show logging Displays SMTP event handler settings NE, 4-71
sendmail PE

logging sendmail host
This command specifies SMTP servers that will be sent alert messages. Use the
no form to remove an SMTP server.

Syntax
[no] logging sendmail host ip_address
ip_address - IP address of an SMTP server that will be sent alert messages
for event handling.
Default Setting
None
Command Mode
Global Configuration
Command Usage
* You can specify up to three SMTP servers for event handing. However, you
must enter a separate command to specify each server.
* To send email alerts, the switch first opens a connection, sends all the email
alerts waiting in the queue one by one, and finally closes the connection.
» To open a connection, the switch first selects the server that successfully sent
mail during the last connection, or the first server configured by this command. If it
fails to send mail, the switch selects the next server in the list and tries to send
mail again. If it still fails, the system will repeat the process at a periodic interval.
(A trap will be triggered if the switch cannot successfully open a connection.
Example

onsole (config)$#logging sencdmail host 182.163.1.200

AT £
ongsole (conflig)

[

logging sendmail level
This command sets the severity threshold used to trigger alert messages.
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Syntax
logging sendmail level level
level - One of the system message levels (page 4-44). Messages sent
include the selected level down to level 0. (Range: 0-7; Default: 7)
Default Setting
Level 7
Command Mode
Global Configuration
Command Usage
The specified level indicates an event threshold. All events at this level or higher
will be sent to the configured email recipients. (For example, using Level 7 will
report all events from level 7 to level 0.)

Example
This example will send email alerts for system errors from level 4 through 0.
Console jconfig)$logging sendmail lewel 4

Console (config)

logging sendmail source-email
This command sets the email address used for the “From” field in alert
messages.Use no form to delete the source-email.

Syntax
logging sendmail source-email email-address
email-address - The source email address used in alert messages.
(Range: 0-41 characters)
Default Setting
None
Command Mode
Global Configuration
Command Usage
You may use an symbolic email address that identifies the switch, or the address
of an administrator responsible for the switch.

Example
This example will set the source-email as john@acme.com.
Console (config)$#logging sendmail scurce-email johnfacme.com

Console (config)

logging sendmail destination-email
This command specifies the email recipients of alert messages. Use the no form
to remove a recipient.
Syntax
[no] logging sendmail destination-email email-address
email-address - The source email address used in alert messages.
(Range: 0-41 characters)
Default Setting
None
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Command Mode
Global Configuration
Command Usage
You can specify up to five recipients for alert messages. However, you must enter
a separate command to specify each recipient.
Example

Console (config) #logoing sendmail destination-smail tedithis-company.com
Console(config)

logging sendmail
This command enables SMTP event handling. Use the no form to disable this
function.
Syntax
[no] logging sendmail
Default Setting
Enabled
Command Mode
Global Configuration
Example

Console (config)$logging sencmail
Console (config) 4

show logging sendmail
This command displays the settings for the SMTP event handler.
Command Mode
Normal Exec, Privileged Exec
Example
Consolefshow logglng sendmail

SMTP serwvers

SMIP minimum severlty level: 4
SMTP destination emall addresses

1. geoffiacme.com

SMTP source email address: johnfacme.com
SMTP status: Enabled
Console$
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Time Commands

The system clock can be dynamically set by polling a set of specified time servers
(NTP or SNTP). Maintaining an accurate time on the switch enables the system
log to record meaningful dates and times for event entries. If the clock is not set,
the switch will only record the time from the factory default set at the last bootup.

Table 4-22 Time Commands

Command Function Mode | Page

sntp client Accepts time from specified time servers GC 4-73

sntp server Specifies one or more time servers GC 4-74

sntp pell Sets the interval at which the client polls for time | GC 4-73

show sntp Shows current SNTP configuration settings NE, 4-75
PE

clock timezone | Sets the time zone for the switch’s internal clock | GC 4-76

calendar set Sets the system date and time PE 4-77

show calendar | Displavs the current date and time setting NE, 4-78
PE

sntp client

This command enables SNTP client requests for time synchronization from NTP
or SNTP time servers specified with the sntp servers command. Use the no form
to disable SNTP client requests.
Syntax
[no] sntp client
Default Setting
Disabled
Command Mode
Global Configuration
Command Usage
» The time acquired from time servers is used to record accurate dates and
times for log events. Without SNTP, the switch only records the time starting
from the factory default set at the last bootup (i.e., 00:00:00, Jan. 1, 2001).
» This command enables client time requests to time servers specified via the
sntp servers command. It issues time synchronization requests based on the
interval set via the sntp poll command.
Example
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Console (config) #sntp server 10.1.0.1%9
Console (config) #sntp poll &a

Coneole iconfig) #sntp client

Conaole (config) #and

Conzoledshow sntp

Current time: Dac 23 02:52:44 Z002
Poll interval: &0

Currant mode: unicast

SMTP status: Enakbled

EMTP server: 10.1.0.1% 0.0.0.0 0.0.0.0
Current server: 10.1.0.19

consoleg

Related Commands

sntp server (4-74)

sntp poll (4-75)

show sntp (4-75)

sntp server

This command sets the IP address of the servers to which SNTP time requests

are issued. Use the this command with no arguments to clear all time servers

from the current list.

Syntax

sntp server [ipl [ip2 [ip3]]]

ip - IP address of an time server (NTP or SNTP).

(Range: 1-3 addresses)

Default Setting

None

Command Mode

Global Configuration

Command Usage
This command specifies time servers from which the switch will poll for time
updates when set to SNTP client mode. The client will poll the time servers in
the order specified until a response is received. It issues time synchronization
requests based on the interval set via the sntp poll command.

Example

Consoleiconfigl#sntp server 10.1.0.19
Consoleg

Related Commands

sntp client (4-73)

sntp poll (4-75)

show sntp (4-75)
sntp poll
This command sets the interval between sending time requests when the switch
is set to SNTP client mode. Use the no form to restore to the default.
Syntax

sntp poll seconds

no sntp poll

seconds - Interval between time requests. (Range: 16-16384 seconds)

Default Setting
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16 seconds
Command Mode
Global Configuration
Command Usage
This command is only applicable when the switch is set to SNTP client mode.
Example

Conzole (config) #sntp poll &40
conaole (config) 4

Related Commands
sntp client (4-73)
show sntp
This command displays the current time and configuration settings for the SNTP
client, and indicates whether or not the local time has been properly updated.
Command Mode

Normal Exec, Privileged Exec
Command Usage
This command displays the current time, the poll interval used for sending
time synchronization requests ,and the current SNTP mode (i,e.,unicast )
Example

Consolefshow sntp

Current time: Dec 23 05:13:28 Z002

Foll interwval: 16

Current mode: unicast

SNTP =status Enabled

SHTF server 137.82.140.80 0.0.0.0 0.0.0.0
Current server: 137.52.140.8i

Console#

clock timezone
This command sets the time zone for the switch’s internal clock.
Syntax
clock timezone name hour hours minute minutes {before-utc | after-utc}
* name - Name of timezone, usually an acronym. (Range: 1-29 characters)
* hours - Number of hours before/after UTC. (Range: 1-12 hours)
» minutes - Number of minutes before/after UTC. (Range: 0-59 minutes)
* before-utc - Sets the local time zone before (east) of UTC.
« after-utc - Sets the local time zone after (west) of UTC.
Default Setting
None
Command Mode
Global Configuration
Command Usage
This command sets the local time zone relative to the Coordinated Universal Time
(UTC, formerly Greenwich Mean Time or GMT), based on the earth’s prime
meridian, zero degrees longitude. To display a time corresponding to your local
time, you must indicate the number of hours and minutes your time zone is east
(before) or west (after) of UTC.
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Example

Console iconfigl#clock timezons Japan hours 8 minute 0 after-UTo
Consoleiconfigi#

Related Commands
show sntp (4-75)
calendar set
This command sets the system clock. It may be used if there is no time server on
your network, or if you have not configured the switch to receive signals from a
time server.
Syntax
calendar set hour min sec {day month year | month day year}
* hour - Hour in 24-hour format. (Range: 0-23)
* min - Minute. (Range: 0-59)
* sec - Second. (Range: 0-59)
« day - Day of month. (Range: 1-31)
e month - january | february | march | april | may | june | july | august |
september | october | november | december
e year - Year (4-digit). (Range: 2001-2100)
Default Setting
None
Command Mode
Privileged Exec
Example
This example shows how to set the system clock to 15:12:34, April 1st, 2004.

Consolefcalendar set 15 12 24 1 April zaod
Consoleg

show calendar

This command displays the system clock.

Default Setting

None

Command Mode

Normal Exec, Privileged Exec

Example

This example shows how to set the system clock to 15:12:34, April 1st, 2004.

Conzolefshow calendar
15:1Z2:34 April 1 2004
consoled
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System Status Commands

Table 4-23 System Status Commands

Command Function Mode | Page

light unit Displavs the unit ID of a switch using its NE, 4-79
front-panel LED indicators PE

show Displavs the contents of the configuration file | PE 4-79

startup-config | (stored in flash memory) that is used to startup
the system

show Displays the configuration data currenty in use | PE 4-82
renning-config

show system Displays system information NE, 4-24
PE
show users Shows all active console and Telnet sessions, |NE, 4-85

including user name, idle time, and IP address | FE
of Telnet clients

show version | Displays version information for the system NE, 4-36
FE
light unit
This command displays the unit ID of a switch using its front-panel LED indicators.
Syntax

light unit [unit]

* unit - specifies a unit in a switch stack to light the panel LEDs
Default Setting
None
Command Mode
Normal Exec, Privileged Exec
Command Usage
The unit ID is displayed using the port status LED indicators for ports 1 to 8.
When the light unit command is entered, the LED corresponding to the
switch’s ID will flash for about 15 seconds.
Example

Consocleflight unit 1
Consoled
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show startup-config
This command displays the configuration file stored in non-volatile memory that is
used to start up the system.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
» Use this command in conjunction with the show running-config command to
compare the information in running memory to the information stored in
non-volatile memory.
» This command displays settings for key command modes. Each mode group is
separated by “I” symbols, and includes the configuration mode command, and
corresponding commands. This command displays the following information:
- SNMP community strings
- Users (names and access levels)
- VLAN database (VLAN ID, name and state)
- VLAN configuration settings for each interface
- IP address configured for VLANSs
- Routing protocol configuration settings
- Spanning tree settings
- Any configured settings for the console port and Telnet
Example
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Conzsoledshow startup-config
building startup-config, please wait.....
1
l
username admin access-levael 15
usernams admin pasaword 0 admin
1
username gueskt access-leval o
usernams guest password 0 guast
]
enable password level 15 0 s2uper
]
znmp-server community public ro
anmp-server community private rw
]
vlan database
wlan 1 name Defaultvlan media ethernst state active
1
apanning-tree mat-configquration
]
interface atharnst 171
gwitchport allowed vlan add 1 untagged
switchport native wlan 1
lacp partner admin-kev 0
gpanning-tres edge-port

interface vlan 1
ip addrezs dhcp

line console
l

line wtv

]

end

Conaocled

Related Commands
show running-config (4-82)
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show running-config
This command displays the configuration information currently in use.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
» Use this command in conjunction with the show startup-config command to
compare the information in running memory to the information stored in
non-volatile memory.
» This command displays settings for key command modes. Each mode group is
separated by “!” symbols, and includes the configuration mode command, and
corresponding commands. This command displays the following information:
- MAC address for each switch in the stack
- SNTP server settings
- SNMP community strings
- Users (names, access levels, and encrypted passwords)
- Event log settings
- VLAN database (VLAN ID, name and state)
- VLAN configuration settings for each interface
- IP address configured for VLANSs
- Layer 4 precedence settings
- Any configured settings for the console port and Telnet
Example
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Consolefshow running-config

building running-config, pleass wait.....

1

phymap 3a-a5-a2a-535-44-32 00-00-00-00-00-00 0O0-00-00-00-00-00
Q0-00-00-00-00-00 00-00-00-00-00-00 00-00-00-00-00-00 00-00-00-00-00-00
J0-00-00-00-00-00

[

i)

[

1
SNTP server 0.0.0.0 0.0.0.0 0.0.0.0
1
1
1
SHMP-server community private rw
SHMP-server community puklic ro
!
1

usernams admin access-level 15
usernams admin password 7 21232f287a57a25a74385%4a0=4aE801£c3
usernams gusst access-lewvel 0O
usernams guest password 7 084e20343a0486f£05330dfecT05c08kk4
enable password lewvel 15 7 1k3231655cekkTalfTi3eddf2Td254
1
!
logging history ram @
logging history flash 2
1
wvlan database
vlan 1 name DefaultVlan media ethernst state actiwve
1
!
interface sthernet 1/1
switchport allowed vlan add 1 untagged
awitchport native vlan 1

1
interface wvlan 1
ip address DHCP

1

1
no map IF precedsnce
no map IF DSCF

1

1
lime conscle

!
line vty

1
end

1

Comzoled

Related Commands
show startup-config (4-79)
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show system

This command displays system information.

Default Setting

None

Command Mode

Normal Exec, Privileged Exec

Command Usage

* For a description of the items shown by this command, refer to “Displaying
System Information” on page 3-11.

» The POST results should all display “PASS.” If any POST test indicates
“FAIL,” contact your distributor for assistance.

Example

Consolefshow system
System descripticn: Z4FE Stackable Intelligent Switch
System OID strimg: 1.3.6.1.4.1.25%.6.10.¢61
System informaticn

System Up time: 0 days, 0 hours, 0 minutes, and 7.18 seconds
System Name: [NONE]

System Location: [NONE]

System Contact: [NONE]

MRZ address: SR-RS-RR-35-44-3Z2
Wb server: enabled

Web server port: &0

Web secure server: enabled

Web secure server port: 443

Telnet server : enable

Telnst port : 23

Jumbo Frame : Disabled

POST result

FCOST result
UART LOCF BACK Test.......... FASS

DEREM Test. . veeeinnnennnnnnnns FASS

Timer TesSt....u.eeeninnnnanns FASS

FCI Device 1 Test....oueeun... FRSS

PCI Device 2 Test....oweewnn.. FRSS

Switch Imnt Loocpbkack test..... FRSS

Done Rll Pass.

Console#

show users

Shows all active console and Telnet sessions, including user name, idle time, and
IP address of Telnet client.

Default Setting

None

Command Mode

Normal Exec, Privileged Exec

Command Usage

The session used to execute this command is indicated by a “*” symbol next to the
Line (i.e., session) index number.

Example
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Consolefshow users
Username acoounts:
Username Privilege

Web onlines ussrs:
Line

Consoles

Remote IP

Public-Eey

addr Usermame I

admin 15 Nons
guest a Hone
steve 15 RSL
Online ussrs:
Lins Username Idle time (h:m:s) Remote IF addr.
0] console admin 0:14:14
L VTY 0 admin 0:00:00 1%2.168.1.15%
2 55H 1 ateve 0:00:08 182.1e8.1.158

show version

This command displays hardware and software version information for the

system.

Default Setting
None

Command Mode

Normal Exec, Privileged Exec

Command Usage

See “Displaying Switch Hardware/Software Versions” on page 3-13 for detailed

information on the items displayed by this command.

Example

[~
O

olefshow wersicn
Unitl
Serial number
Hardware wersicn
Module L type
Module B type
Number of ports
Main powsr status
Redundant powsr status
Lg=nt (master)
Loadsr versicn:
Boot ROM

=
version:

Console#

Operaticn code wversion:

tR322043872
tROR

: Combo
: Combo
128
rup
inot present

1000BaseT SFP
1000BaseT SFP

=3 -3 [
e
[, RS

[=3 =3 [0
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Frame Size Commands

Table 4-24 Frame Size Commands

Comumnand Function Mode Page

jumbo frame Enables support for jumbo frames GC 4-87

jumbo frame
This command enables support for jumbo frames. Use the no form to disable it.
Syntax

[no] jumbo frame
Default Setting

Disabled
Command Mode

Global Configuration
Command Usage
» This switch provides more efficient throughput for large sequential data transfers
by supporting jumbo frames up to 9216 bytes. Compared to standard Ethernet
frames that run only up to 1.5 KB, using jumbo frames significantly reduces the
per-packet overhead required to process protocol encapsulation fields.
» To use jumbo frames, both the source and destination end nodes (such as a
computer or server) must support this feature. Also, when the connection is
operating at full duplex, all switches in the network between the two end nodes
must be able to accept the extended frame size. And for half-duplex connections,
all devices in the collision domain would need to support jumbo frames.
» Enabling jumbo frames will limit the maximum threshold for broadcast storm
control to 64 packets per second. (See the switchport broadcast command on
page 4-152.)
Example

Console (config)#jumbe frams
console (config)#
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Flash/File Commands

These commands are used to manage the system code or configuration files.
Table 4-25 Flash/File Commands

Command | Function Mode Page

COpy Copies a code image or a switch configuration to | PE 4-89
or from flash memory or a TFTP server

delete Deletes a file or code image PE 4-92
dir Displays a list of fies in flash memory PE 4-92
whichboot | Displays the files booted FE 4-94
boot system | Specifies the file or image used to start up the GC 4-94
system
copy

This command moves (upload/download) a code image or configuration file
between the switch’s flash memory and a TFTP server. When you save the
system code or configuration settings to a file on a TFTP server, that file can later
be downloaded to the switch to restore system operation. The success of the file
transfer depends on the accessibility of the TFTP server and the quality of the
network connection.
Syntax
copy file {file | running-config | startup-config | tftp | unit}
copy running-config {file | startup-config | tftp}
copy startup-config {file | running-config | tftp}
copy tftp {file | running-config | startup-config | https-certificate |
public-key}
copy unit file
* file - Keyword that allows you to copy to/from a file.
* running-config - Keyword that allows you to copy to/from the current running
configuration.
* startup-config - The configuration used for system initialization.
* tftp - Keyword that allows you to copy to/from a TFTP server.
* https-certificate - Copies an HTTPS certificate from an TFTP server to the
switch.
* public-key - Keyword that allows you to copy a SSH key from a TFTP server.
(“Secure Shell Commands” on page 4-32)
* unit - Keyword that allows you to copy to/from a unit.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
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» The system prompts for data required to complete the copy command.
» The destination file name should not contain slashes (\ or /), the leading letter of
the file name should not be a period (.), and the maximum length for file names on
the TFTP server is 127 characters or 31 characters for files on the switch. (Valid
characters: A-Z, a-z, 0-9, “.”, “-", * ”
* Due to the size limit of the flash memory, the switch supports only two operation
code files.
* The maximum number of user-defined configuration files depends on available
memory.
* You can use “Factory_Default_Config.cfg” as the source to copy from the factory
default configuration file, but you cannot use it as the destination.
* To replace the startup configuration, you must use startup-config as the
destination.
» Use the copy file unit command to copy a local file to another unit. Use the
copy unit file command to copy a file from a remote unit to the local unit.
* The Boot ROM and Loader cannot be uploaded or downloaded from the TFTP
server. You must use a direct console connection and access the download menu
during a boot up to download the Boot ROM (or diagnostic) image. See
“Upgrading Firmware via the Serial Port” on page B-1 for more details.
* For information on specifying an https-certificate, see “Replacing the Default
Secure-site Certificate” on page 3-56. For information on configuring the switch to
use HTTPS/SSL for a secure connection, see “ip http secure-server’” on page
4-43.
Example
The following example shows how to upload the configuration settings to a file on
the TFTP server:
Consolefoopy file titp
Chooze filae type:

1. config: 2. opoode: <1-2=: 1
Zource file name: startup
TFTF server ip address: 10.1.0.939
Cestinaticon file names: startup.ol

TFTF complated.
Success.

Consoled

The following example shows how to copy the running configuration to a startup
file.

Consolefcopy running-config file
destination file nams: startup
Write to FLASH Programming.
“Write to FLASH finish.

Success.

Console#

The following example shows how to download a configuration file:
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Consolefcopy tftp startup-config

TFTP server ip addraess: 10.1.0.929

Source configuration file name: startup.ol
Startup configuraticn file name [2tartup] :
Write to FLASH Programming.

“Write to FLAESH finish.
Succass.

Conzoled

This example shows how to copy a secure-site certificate from an TFTP server. It
then reboots the switch to activate the certificate:

Coneolefcopy tftp https-certificats

TEFTP server ip addres=: 10.1.0.19

Source certificate file name: S5-certificate
Source private file name: 2=-private

Private password: #*%krddk

Succass.
Conaolefreload
Syetam will be restarted, continue =v/n=7 v

This example shows how to copy a public-key used by SSH from an TFTP server.
Note that public key authentication via SSH is only supported for users configured
locally on the switch:

Consolegcopy tftp public-key
TFTF server IP address: 152.1885.1.1%
Chooze public key type:
1. RE2A: 2. DERA: =1-2=: 1
source file name: =teve.pub
Usernams: steve
TFTF Cownload
Zuccess.
Write to FLASH Programming.
Succasa.

Conaoled
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delete
This command deletes a file or image.
Syntax
delete [unit:] filename
filename - Name of the configuration file or image name.
unit - Specifies the unit number.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
« If the file type is used for system startup, then this file cannot be deleted.
* “Factory_Default_Config.cfg” cannot be deleted.
* A colon (%) is required after the specified unit number.
Example
This example shows how to delete the test2.cfg configuration file from flash
memory from unit 1.

Consolefdelste l:testz.cfg
Console#

Related Commands
dir (4-92)
delete public-key (4-53)
dir
This command displays a list of files in flash memory.
Syntax
dir [unit:{{boot-rom: | config: | opcode:} [:filename]}]
The type of file or image to display includes:
* boot-rom - Boot ROM (or diagnostic) image file.
 config - Switch configuration file.
» opcode - Run-time operation code image file.
« filename - Name of the file or image. If this file exists but contains errors,
information on this file cannot be shown.
* unit - specifies the unit number.
Default Setting
None
Command Mode
Privileged Exec
Command Usage
* If you enter the command dir without any parameters, the system displays all
files.
» A colon (%) is required after the specified unit number.
* File information is shown below:
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Table 4-26 File Directory Information

Column Heading Description
file name The name of the file.
file type File types: Boot-Rom, Operation Code, and Config file.
startup Shows if this file is used when the system is started.
siZe The length of the file in bytes.
Example
The following example shows how to display all file information:
Conzolefdir 1:
file nams file tvpe atartup =zize (kyte)
Tnitl
DIAZ 0.0.0.4.BIX Boot-Rom image ¥ 159200
LEC_E0Y_¥0.0.5.1.bix operation Code ¥ 1614764
Factory Default Config.cig Config File M EO13
startup Coenfig File ¥ 3131
Total frea space: 5242880
Cconzoled#
whichboot

This command displays which files were booted when the system powered up.
Syntax
whichboot [unit]

unit - Specifies the unit number.
Default Setting

None
Command Mode

Privileged Exec
Example
This example shows the information displayed by the whichboot command. See
the table under the dir command for a description of the file information displayed
by this command.

Conzolefgwhichboot
file nams file type astartup size (byte)
diag_ 0080 Boot-Rom imags Y 1113&0
run_0Zz00 Operaticon Cods ¥ 1083008
startup Config File Y 2710
consoled
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whichboot
This command displays which files were booted when the system powered up.
Syntax

whichboot [unit]

unit - Specifies the unit number.

Default Setting

None
Command Mode

Privileged Exec
Example
This example shows the information displayed by the whichboot command. See
the table under the dir command for a description of the file information displayed
by this command.

Conaolagwhichboot
fils nams file type atartup size (Lyvte)
Tnitl:
YAD2212 . bix Boot-Rom lmage ¥ 13908
V2253 Oparation Code ¥ 1741454
Factory Default Config.cfg Config Fils Ky L1z
Jonaolal

boot system
This command specifies the image used to start up the system.
Syntax
boot system [unit:] {boot-rom| config | opcode}: filename
The type of file or image to set as a default includes:

* boot-rom - Boot ROM.

 config - Configuration file.

* opcode - Run-time operation code.

The colon (:) is required.

filename - Name of the configuration file or image name.

unit - Specifies the unit number.
Default Setting

None
Command Mode
Global Configuration

Command Usage

A colon (%) is required after the specified file type.

* If the file contains an error, it cannot be set as the default file.

* A colon (%) is required after the specified unit number.
Example

Console (config)#boct system config: startup
console (config)#

Related Commands
dir (4-92)
whichboot (4-94)
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Authentication Commands

You can configure this switch to authenticate users logging into the system for
management access using local or RADIUS authentication methods. You can
also enable port-based authentication for network client access using IEEE

802.1x.
Table 4-27 Authentication Commands

Command Group |Function Page

Aunthentication Defines logon authentication method and 4-96

Sequence precedence

RADIUS Client Configures settings for authentication via a 4-99
RADIUS server

TACACST Client Configures settings for authentication via a 4-103
TACACST server

Table 4-27 Authentication Commands

Command Group |Function Page

Port Security Configures secure addresses for a port 4-106

Port Authentication | Configures host authentication on specific ports 4-108
using 8021

Authentication Sequence
Table 4-28 Authentication Sequence

Command Function Mode | Page

authentication login | Defines logon authentication method and | GC 4-96
precedence

authentication enable | Defines the authentication method and | GC 4-97
precedence for command mode change

authentication login
This command defines the login authentication method and precedence. Use the
no form to restore the default.
Syntax

authentication login {[local] [radius] [tacacs]}

no authentication login

* local - Use local password.

e radius - Use RADIUS server password.

* tacacs - Use TACACS server password.
Default Setting

Local
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Command Mode
Global Configuration

Command Usage
* RADIUS uses UDP while TACACS+ uses TCP. UDP only offers best effort
delivery, while TCP offers a connection-oriented transport. Also, note that
RADIUS encrypts only the password in the access-request packet from the
client to the server, while TACACS+ encrypts the entire body of the packet.
* RADIUS and TACACS+ logon authentication assigns a specific privilege level
for each user name and password pair. The user name, password, and privilege
level must be configured on the authentication server.
* You can specify three authentication methods in a single command to indicate
the authentication sequence. For example, if you enter “authentication login
radius tacacs local,” the user name and password on the RADIUS server is
verified first. If the RADIUS server is not available, then authentication is
attempted on the TACACS+ server. If the TACACS+ server is not available,
the local user name and password is checked.

Example

Console (config) #authentication login radiu=s
console (config)#

Related Commands
username - for setting the local user names and passwords (4-36)
authentication enable
This command defines the authentication method and precedence to use when
changing from Exec command mode to Privileged Exec command mode with the
enable command (see page 4-19). Use the no form to restore the default.
Syntax
authentication enable {[local] [radius] [tacacs]}
no authentication enable
* local - Use local password only.
* radius - Use RADIUS server password only.
e tacacs - Use TACACS server password.
Default Setting
Local
Command Mode
Global Configuration
Command Usage
* RADIUS uses UDP while TACACS+ uses TCP. UDP only offers best effort
delivery, while TCP offers a connection-oriented transport. Also, note that
RADIUS encrypts only the password in the access-request packet from the
client to the server, while TACACS+ encrypts the entire body of the packet.
* RADIUS and TACACS+ logon authentication assigns a specific privilege level
for each user name and password pair. The user name, password, and privilege
level must be configured on the authentication server.
* You can specify three authentication methods in a single command to indicate
the authentication sequence. For example, if you enter “authentication enable
radius tacacs local,” the user name and password on the RADIUS server is
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verified first. If the RADIUS server is not available, then authentication is
attempted on the TACACS+ server. If the TACACS+ server is not available, the
local user name and password is checked.

Example

Coneole (config)#authenticaticon enakle radius
Conzoleiconfig)#

Related Commands
enable password-sets the password for changing command modes (4-37)
RADIUS Client
Remote Authentication Dial-in User Service (RADIUS) is a logon authentication
protocol that uses software running on a central server to control access to
RADIUS-aware devices on the network. An authentication server contains a
database of multiple user name/password pairs with associated privilege levels
for each user or group that require management access to a switch.

Table 4-29 RADIUS Client Commands

Command Function Mode | Page
radius-server host Specifies the RADIUS server GC 4-100
radins-server port Sets the RADIUS server network port | GC 4-100
radius-server key Sets the RADIUS encryption key GC 4-101
radius-server Sets the number of retres GC 4-101
retransmit

radins-server timeont | Sets the interval between sending GC 4-102

anthentication requests

show radims-server Shows the current RADIUS settings PE 4-102

radius-server host

This command specifies primary and backup RADIUS servers and authentication
parameters that apply to each server. Use the no form to restore the default
values.

Syntax
[no] radius-server index host {host_ip_address | host_alias}
[auth-port auth_port] [timeout timeout] [retransmit retransmit] [key key]
* index - Allows you to specify up to five servers. These servers are queried
in sequence until a server responds or the retransmit period expires.
* host_ip_address - IP address of server.
* host_alias - Symbolic name of server. (Maximum length: 20 characters)
» port_number - RADIUS server UDP port used for authentication messages.
(Range: 1-65535)
* timeout - Number of seconds the switch waits for a reply before resending a
request. (Range: 1-65535)
* retransmit - Number of times the switch will try to authenticate logon access
via the RADIUS server. (Range: 1-30)
* key - Encryption key used to authenticate logon access for client. Do not use
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blank spaces in the string. (Maximum length: 20 characters)
Default Setting

e auth-port - 1812

 timeout - 5 seconds

s retransmit - 2
Command Mode

Global Configuration

Example

Console (config) #radius-server 1 host 192.168.1.20 auth-port 181 timecut
10 retransmit 5 keyv green
Console (config) 4

radius-server port
This command sets the RADIUS server network port. Use the no form to restore
the default.
Syntax
radius-server port port_number
no radius-server port
port_number - RADIUS server UDP port used for authentication
messages. (Range: 1-65535)
Default Setting
1812
Command Mode
Global Configuration
Example

Consolelconfig)#radius-server port 181
console (config)#

radius-server key
This command sets the RADIUS encryption key. Use the no form to restore the
default.
Syntax
radius-server key key_string
no radius-server key
key_string - Encryption key used to authenticate logon access for client.
Do not use blank spaces in the string. (Maximum length: 20 characters)
Console(config)#radius-server 1 host 192.168.1.20 auth-port 181 timeout 10
retransmit 5 key green
Default Setting
None
Command Mode
Global Configuration
Example

Conaoleiconfig)#radius-server key grasn
Conzole(config)#

radius-server retransmit
This command sets the number of retries. Use the no form to restore the default.
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Syntax
radius-server retransmit number_of _retries
no radius-server retransmit
number_of retries - Number of times the switch will try to authenticate
logon access via the RADIUS server. (Range: 1-30)
Default Setting
2
Command Mode
Global Configuration
Example

Conzole (config)#radius-server ratransemit ©
Conzole (config)#

radius-server timeout
This command sets the interval between transmitting authentication requests to
the RADIUS server. Use the no form to restore the default.
Syntax
radius-server timeout number_of seconds
no radius-server timeout
number_of seconds - Number of seconds the switch waits for a reply
before resending a request. (Range: 1-65535)
Default Setting
5
Command Mode
Global Configuration
Example

Console (config)#radius-server timeout 10
Console (configl#

show radius-server
This command displays the current settings for the RADIUS server.
Default Setting
None
Command Mode
Privileged Exec
Example
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Consolef#show radius-server
Femote RADIUZ server configuraticon:

Glochal settings
Communication key with RADIUS server:

Sarver port number: 1a1z
Retranamit times: 2
Raquast tCimeout: L1
Zever 1:

Sarvar IP address: 192.168.1.1
Communication kKey with RADIUS =zarver:
Sarver port number: 181z

Retransmit times: 2

Raquast timeout: &

Console

TACACS+ Client

Terminal Access Controller Access Control System (TACACS+) is a logon
authentication protocol that uses software running on a central server to control
access to TACACS-aware devices on the network. An authentication server
contains a database of multiple user name/password pairs with associated
privilege levels for each user or group that require management access to a
switch.

Table 4-30 TACACS Commands

Command Function Mode Page

tacacs-server host | Specifies the TACACS+ server GC 4-104

tacacs-server port | Specifies the TACACS+ server network | GC 4-104
port

tacacs-server key Sets the TACACSH encryption key GC 4-105

show tacacs-server | Shows the current TACACST settings GC 4-105

tacacs-server host
This command specifies the TACACS+ server. Use the no form to restore the
default.
Syntax
tacacs-server host host_ip_address
no tacacs-server host
host_ip_address - IP address of a TACACS+ server.
Default Setting
10.11.12.13
Command Mode
Global Configuration
Example

Console (config)ftacacs-server host 1%2.168.1.25
Console (configl#
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tacacs-server port
This command specifies the TACACS+ server network port. Use the no form to
restore the default.
Syntax
tacacs-server port port_number
no tacacs-server port
port_number - TACACS+ server TCP port used for authentication
messages. (Range: 1-65535)
Default Setting
49
Command Mode
Global Configuration
Example

Conzole(config)#tacace-server port 181
Conzole (config) #

tacacs-server key
This command sets the TACACS+ encryption key. Use the no form to restore the
default.
Syntax
tacacs-server key key_string
no tacacs-server key
key_string - Encryption key used to authenticate logon access for the
client. Do not use blank spaces in the string.
(Maximum length: 20 characters)
Default Setting
None
Command Mode
Global Configuration
Example

Console iconfig) #tacacs-server kay gresn
Console (configh#

show tacacs-server
This command displays the current settings for the TACACS+ server.
Default Setting
None
Command Mode
Privileged Exec
Example

Consolef#show tacacs-server

Remote TACACE server configuraticon:

Servar IP address: 10.11.12.13
Communication key with radius sarver: green
Sarver port number: 49

Console
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Port Security Commands

These commands can be used to disable the learning function or manually
specify secure addresses for a port. You may want to leave port security off for an
initial training period (i.e., enable the learning function) to register all the current
VLAN members on the selected port, and then enable port security to ensure that
the port will drop any incoming frames with a source MAC address that is
unknown or has been previously learned from another port.

Table 4-31 Port Security Commands

Command Function Mode| Page

oLt security Configures a secure port IC 4107

mac-address-table Maps a static address to a portin a VLAN | GC 4-179
static

show Displays entries in the bridge-forwarding | PE 4151
mac-address-table database

port security
This command enables or configures port security. Use the no form without any
keywords to disable port security. Use the no form with the appropriate keyword
to restore the default settings for a response to security violation or for the
maximum number of allowed addresses.
Syntax
port security [action {shutdown | trap | trap-and-shutdown}
| max-mac-count address-count]
no port security [action | max-mac-count]
* action - Response to take when port security is violated.
- shutdown - Disable port only.
- trap - Issue SNMP trap message only.
- trap-and-shutdown - Issue SNMP trap message and disable port.
* max-mac-count
- address-count - The maximum number of MAC addresses that can be
learned on a port. (Range: 0-20)
Default Setting
Status: Disabled
Action: None
Maximum Addresses: 0
Command Mode
Interface Configuration (Ethernet)
Command Usage
 If you enable port security, the switch will stop dynamically learning new
addresses on the specified port. Only incoming traffic with source addresses
already stored in the dynamic or static address table will be accepted.
» To use port security, first allow the switch to dynamically learn the <source
MAC address, VLAN> pair for frames received on a port for an initial training
period, and then enable port security to stop address learning. Be sure you
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enable the learning function long enough to ensure that all valid VLAN
members have been registered on the selected port.
* To add new VLAN members at a later time, you can manually add secure
addresses with the mac-address-table static command, or turn off port
security to re-enable the learning function long enough for new VLAN members
to be registered. Learning may then be disabled again, if desired, for security.
* A secure port has the following restrictions:
- Cannot use port monitoring.
- Cannot be a multi-VLAN port.
- Cannot be connected to a network interconnection device.
- Cannot be a trunk port.
« If a port is disabled due to a security violation, it must be manually re-enabled
using the no shutdown command.
Example
The following example enables port security for port 5, and sets the response to a
security violation to issue a trap message:

Consolelconfig)#interface ethernst 1/%
Consoleiconfig-ifi#port security action trap

Related Commands

shutdown (4-151)

mac-address-table static (4-179)

show mac-address-table (4-181)
802.1x Port Authentication
The switch supports IEEE 802.1x (dotlx) port-based access control that prevents
unauthorized access to the network by requiring users to first submit credentials
for authentication. Client authentication is controlled centrally by a RADIUS server
using EAP (Extensible Authentication Protocol).

Table 4-32 802.1X Port Authentication
Command Function Mode | Page

dotlx Enables dotlx globally on the switch. GC 4-109
system-auth-control

dotlx default Resets all dotlx parameters to their GC 4-110
default values
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Command Function Mode | Page
dotlx max-req Sets the maxzimum number of times that | IC 4-110

the switch retransmits an EAP request/

identity packet to the client before it

times out the authentication session
dotlx port-control Sets dotlx mode for a port interface IC 4-111
dotlx Allows single or multiple hosts on an IC 4-112
operation-mode dotlx port
dotlx re-authenticate | Forces re-authentication on specific ports | PE 4-113
dotlx Enables re-authentication for all ports IC 4-113
re-authentication
dotlx timeout Sets the time that a switch port waits after | IC 4-114
quiet-period the hMax Request Count has been

exceeded before attempting to acquire a

new client
dotlx timeout Sets the time period after which a IC 4-114
re-authperiod connected client must be

re-anthenticated
dotlx timeout Sets the time period durng an IC 4-115
tx-period authentication session that the switch

waits before re-transmitting an EAP

packet
show dotlx Shows all dotlx related information PE 4-115

dotlx system-auth-control

This command enables 802.1x port authentication globally on the switch. Use the

no form to restore the default.

Syntax

[no] system-auth-control

Default Setting
Disabled
Command Mode

Global Configuration

Example

Conaole(configif

Console (configl#dotlx system-auth-control
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dotlx default
This command sets all configurable dotlx global and port settings to their default
values.
Syntax
dotlx default
Command Mode
Global Configuration
Example

Coneole (configl#dotlx default
Conzole (config)#

dotlx max-req
This command sets the maximum number of times the switch port will retransmit
anEAP request/identity packet to the client before it times out the authentication
session. Use the no form to restore the default.
Syntax
dotlx max-req count
no dotlx max-req
count — The maximum number of requests (Range: 1-10)
Default
2
Command Mode
Interface Configuration
Example

Conzoleiconfigi#interface eth 1/2
Conzoleiconfig-ifi#dotlx max-reqg 2
Conzoleiconfig-ifi#
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dotlx port-control
This command sets the dotlx mode on a port interface. Use the no form to
restore the default.
Syntax
dotlx port-control {auto | force-authorized | force-unauthorized}
no dotlx port-control
* auto — Requires a dotlx-aware connected client to be authorized by the
RADIUS server. Clients that are not dotlx-aware will be denied access.
 force-authorized — Configures the port to grant access to all clients, either
dotlx-aware or otherwise.
 force-unauthorized — Configures the port to deny access to all clients, either
dotlx-aware or otherwise.
Default
force-authorized
Command Mode
Interface Configuration
Example

Consoleiconfigi#interface eth 1/2
Console (config-ifi#dotlx port-control auto
Console (config-ifi#

dotlx operation-mode
This command allows single or multiple hosts (clients) to connect to an
802.1X-authorized port. Use the no form with no keywords to restore the default
to single host. Use the no form with the multi-host max-count keywords to
restore the default maximum count.
Syntax
dotlx operation-mode {single-host | multi-host [max-count count]}
no dotlx operation-mode [multi-host max-count]
* single-host — Allows only a single host to connect to this port.
* multi-host — Allows multiple host to connect to this port.
* max-count — Keyword for the maximum number of hosts.
- count — The maximum number of hosts that can connect to a port.
(Range: 1-20; Default: 5)
Default
Single-host
Command Mode
Interface Configuration
Example

Console (config)#interface eth 1/2
Console (config-if) #dotlx cperaticn-mode mulkbi-host max-count 10
Conzolelconfig-ifi#
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dotlx re-authenticate
This command forces re-authentication on all ports or a specific interface.
Syntax
dotlx re-authenticate [interface]
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
Command Mode
Privileged Exec
Example

Conzolefdotlx re-authenticate
Consoled

dotlx re-authentication
This command enables periodic re-authentication globally for all ports. Use the no
form to disable re-authentication.
Syntax
[no] dotlx re-authentication
Command Mode
Interface Configuration
Example

Console(configi#interface oth 1/2
Conaola{config-1f) #doblx re-authentication
Conaolae(config-1£)#
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dotlx timeout quiet-period
This command sets the time that a switch port waits after the Max Request Count
has been exceeded before attempting to acquire a new client. Use the no form to
reset the default.
Syntax
dotlx timeout quiet-period seconds
no dotlx timeout quiet-period
seconds - The number of seconds. (Range: 1-65535)
Default
60 seconds
Command Mode
Interface Configuration
Example

Conzole(configi#interface eth 1/
Conzole(config-if)ifdotlx re-authenticaticn
Conaoleiconfig-ifi#

dotlx timeout re-authperiod
This command sets the time period after which a connected client must be
re-authenticated.
Syntax
dotlx timeout re-authperiod seconds
no dotlx timeout re-authperiod
seconds - The number of seconds. (Range: 1-65535)
Default
3600 seconds
Command Mode
Interface Configuration
Example

Consoleiconfig)#interface ath 1/2
Consoleiconfig-1f)#dotlx timecut re-authperiod 200
Consolaiconfig-1£)#
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dotlx timeout tx-period
This command sets the time that the switch waits during an authentication
session before re-transmitting an EAP packet. Use the no form to reset to the
default value.
Syntax
dotlx timeout tx-period seconds
no dotlx timeout tx-period
seconds - The number of seconds. (Range: 1-65535)
Default
30 seconds
Command Mode
Interface Configuration
Example

Conzole (config) #interface eth 1/Z2
Conzole ({config-ifi#dotlx timeout tx-pericd 200
Cconsole (config-if14#

show dotl1x
This command shows general port authentication related settings on the switch or
a specific interface.
Syntax

show dotlx [statistics] [interface interface]

interface

* ethernet unit/port

- unit — Stack unit/port(Range:1-8)

- port - Port number.(Range:1-26)
Command Mode

Privileged Exec

Command Usage
This command displays the following information:
* Global 802.1X Parameters — Shows whether or not 802.1x port
authentication is globally enabled on the switch
» 802.1X Port Summary — Displays the port access control parameters for
each interface, including the following items:

- Status —Administrative state for port access control.

- Operation Mode —Dotlx port control operation mode (page 4-112).
- Mode —Dotl1x port control mode (page 4-111)

- Authorized —Authorization status (yes or n/a - not authorized).

» 802.1X Port Details — Displays detailed port access control settings for each
interface, including the following items:

- reauth-enabled — Periodic re-authentication (page 4-113).

- reauth-period — Time after which a connected client must be
re-authenticated (page 4-114).

- quiet-period —Time a port waits after Max Request Count is exceeded

before attempting to acquire a new client (page 4-114).
- tx-period — Time a port waits during authentication session
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before re-transmitting EAP packet (page 4-115).

- supplicant-timeout — Supplicant timeout.

- server-timeout — Server timeout.

- reauth-max — Maximum number of reauthentication attempts.

- max-req — Maximum number of times a port will retransmit an EAP
request/identity packet to the client before it times out the authentication session
(page 4-110).

- Status — Authorization status (authorized or not).

- Operation Mode — Shows if single or multiple hosts (clients) can connect to an
802.1X-authorized port.

- Max Count — The maximum number of hosts allowed to access this port (page
4-112).

- Port-control — Shows the dotlx mode on a port as auto, force-authorized, or
force-unauthorized (page 4-111).

- Supplicant — MAC address of authorized client.

- Current Identifier — The integer (0-255) used by the Authenticator to identify the
current authentication session.

* Authenticator State Machine

- State — Current state (including initialize, disconnected, connecting,
authenticating, authenticated, aborting, held, force_authorized,
force_unauthorized).

- Reauth Count — Number of times connecting state is re-entered.

» Backend State Machine

- State — Current state (including request, response, success, fail, timeout, idle,
initialize).

- Request Count — Number of EAP Request packets sent to the Supplicant
without receiving a response.

- Identifier(Server) — Identifier carried in the most recent EAP Success, Failure or
Request packet received from the Authentication Server.

* Reauthentication State Machine
- State — Current state (including initialize, reauthenticate).
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Example

yvastem—auth-control: enabkle

B02.1¥ Port Summary

Port Name Status Operation Mode Mode Zuthorized
1/1 disakled Single-Host Forcehuthorized n'a
1/2 enabled Single-Host auto yes
1/2¢ disakbled Single-Host Forcehuthorized n/a

B02.1¥ Port Details
802.1¥ is disabled on port 1/1
0Z2.1¥X is enabled on port 1/2

reauth-enabled: Enakls
reauth-periocd: 1800

cquist-periocd: 30

tx-pericd: 40

supplicant-timscut: 30

server—timecut: 10

reauth-max: 2

max-red: =]
Status Authcrized
Operation mode Single-Host
Max count 3
FPort—control Zuto
Supplicant 00-00-e8-4%-5=-dc

Current Identifier 3

Buthenticator State Machine

State Authenticated
Reauth Count 0

Backend State Machins

State Idle

Request Count 0]

Identifier (Server) 2

Reauthentication State Machine
State Initialize

502.1¥ is disabled on port 1/26
Console$
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Access Control List Commands

Access Control Lists (ACL) provide packet filtering for IP frames (based on
address, protocol, Layer 4 protocol port number or TCP control code) or any
frames (based on MAC address or Ethernet type). To filter packets, first create an
access list, add the required rules, specify a mask to modify the precedence in
which the rules are checked, and then bind the list to a specific port.

Access Control Lists

An ACL is a sequential list of permit or deny conditions that apply to IP addresses,
MAC addresses, or other more specific criteria. This switch tests ingress or
egress packets against the conditions in an ACL one by one. A packet will be
accepted as soon as it matches a permit rule, or dropped as soon as it matches a
deny rule. If no rules match for a list of all permit rules, the packet is dropped; and
if no rules match for a list of all deny rules, the packet is accepted.

There are three filtering modes:

» Standard IP ACL mode (STD-ACL) filters packets based on the source IP
address.

 Extended IP ACL mode (EXT-ACL) filters packets based on source or
destination IP address, as well as protocol type and protocol port number. If the
TCP protocol is specified, then you can also filter packets based on the TCP
control code.

* MAC ACL mode (MAC-ACL) filters packets based on the source or destination
MAC address and the Ethernet frame type (RFC 1060).

The following restrictions apply to ACLs:

» Each ACL can have up to 32 rules.

» The maximum number of ACLs is 88.

* However, due to resource restrictions, the average number of rules bound
theports should not exceed 20.

* You must configure a mask for an ACL rule before you can bind it to a port or
setthe queue or frame priorities associated with the rule.

» The switch does not support the explicit “deny any any” rule for the egress IP
ACL or the egress MAC ACLs. If these rules are included in ACL, and you attempt
to bind the ACL to an interface for egress checking, the bind operation will fail.

* This switch supports ACLs for ingress filtering only. However, you can only bind
one IP ACL to any port and one MAC ACL globally for ingress filtering. In other
words, only two ACLs can be bound to an interface - Ingress IP ACL and Ingress
MAC ACL.

The order in which active ACLs are checked is as follows:

1. User-defined rules in the Ingress MAC ACL for ingress ports.

2. User-defined rules in the Ingress IP ACL for ingress ports.

3. Explicit default rule (permit any any) in the ingress IP ACL for ingress ports.
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4. Explicit default rule (permit any any) in the ingress MAC ACL for ingress ports.

5. If no explicit rule is matched, the implicit default is permit all.

Table 4-33 Access Control Lists

Command Function Page
Groups
IP ACLs Configures ACLs based on IP addresses, TCE/UDP | 4-120
pert number, protocol type, and TCP centrol code
MAC ACLs Configures ACLs based on hardware addresses, packet | 4-130
format, and Ethernet type
ACL Information | Displays ACLs and associated rules; shows ACLs 4-136
assigned to each port
IP ACLs
Table 4-34 IP ACLs
Command Function Mode Page
access-listip | Creates an IP ACL and enters configuration | GC 4-121
mode
pecmut, deny | Filters packets matching a specified source | STD-ACL | 4-122
IP address
pecnut, deny | Filters packets meeting the specified cntena, | EXT-ACL | 4-123
mnelnding source and destination IP address,
TCP/UDPF port number, protocel type, and
TCP control code
Table 4-34 IP ACl=
Command Function Mode Page
show 1p Displays the mules for confipnred IP ACL: | PE 4126
access-list
ip Adds a port to an IP ACL IC 4-126
access-group
show 1p Shows port assignments for IP ACLs PE 4-126
Access-group
mapaccess-list | Sets the CoS value and corresponding cutput | IC 4-128
ip quene for packets matching an ACL mle
show map Shows Co5 value mapped to an access listfor | PE 4-129
access-listip | an interface

access-list ip

This command adds an IP access list and enters configuration mode for standard

or extended IP ACLs. Use the no form to remove the specified ACL.
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Syntax
[no] access-list ip {standard | extended} acl_name
» standard — Specifies an ACL that filters packets based on the source IP
address.
» extended — Specifies an ACL that filters packets based on the source or
destination IP address, and other more specific criteria.
» acl_name — Name of the ACL. (Maximum length: 16 characters)
Default Setting
None
Command Mode
Global Configuration
Command Usage
* When you create a new ACL or enter configuration mode for an existing ACL,
use the permit or deny command to add new rules to the bottom of the list.
To create an ACL, you must add at least one rule to the list.
» To remove a rule, use the no permit or no deny command followed by the
exact text of a previously configured rule.
* An ACL can contain up to 32 rules.
Example

Console (configi#access-list ip standard david
Console (config-std-acl) #

Related Commands
permit, deny 4-122
ip access-group (4-126)
show ip access-list (4-126)
permit, deny (Standard ACL)
This command adds a rule to a Standard IP ACL. The rule sets a filter condition
for packets emanating from the specified source. Use the no form to remove a
rule.
Syntax
[no] {permit | deny} {any | source bitmask | host source}
» any — Any source IP address.
* source — Source IP address.
* bitmask — Decimal number representing the address bits to match.
» host — Keyword followed by a specific IP address.
Default Setting
None
Command Mode
Standard ACL
Command Usage
* New rules are appended to the end of the list.
» Address bitmasks are similar to a subnet mask, containing four integers from 0
to 255, each separated by a period. The binary mask uses 1 bits to indicate
“match” and O bits to indicate “ignore.” The bitmask is bitwise ANDed with the
specified source IP address, and then compared with the address for each IP
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packet entering the port(s) to which this ACL has been assigned.
Example
This example configures one permit rule for the specific address 10.1.1.21 and
another rule for the address range 168.92.16.x — 168.92.31.x using a bitmask.

Conaoleiconfig-std-acl)#permit host 10.1.1.21
Conaolefconfig-atd-acl)#permit 168.22.16.0 255.255.240.0
Conaolelconfig-atd-acl)4

Related Commands
access-list ip (4-121)

permit, deny (Extended ACL)
This command adds a rule to an Extended IP ACL. The rule sets a filter condition
for packets with specific source or destination IP addresses, protocol types,
source or destination protocol ports, or TCP control codes. Use the no form to
remove a rule.
Syntax
[no] {permit | deny} [protocol-number | udp]
{any | source address-bitmask | host source}
{any | destination address-bitmask | host destination}
[precedence precedence] [tos tos] [dscp dscp]
[source-port sport [end]] [destination-port start [end]]
[no] {permit | deny} tcp
{any | source address-bitmask | host source}
{any | destination address-bitmask | host destination}
[precedence precedence] [tos tos] [dscp dscp]
[source-port start [end]] [destination-port start [end]]
[control-flag control-flags flag-bitmask]
* protocol-number — A specific protocol number. (Range: 0-255)
* source — Source IP address.
« destination — Destination IP address.
* address-bitmask — Decimal number representing the address bits to match.
* host — Keyword followed by a specific IP address.
* precedence — IP precedence level. (Range: 0-7)
* tos — Type of Service level. (Range: 0-15)
» dscp — DSCP priority level. (Range: 0-63)
* start — Port number or the lower bound of its range (Range: 0-65535)
» end — Upper bound of the source port range. (Range: 0-65535)
» control-flags — Decimal number (representing a bit string) that specifies flag
bits in byte 14 of the TCP header. (Range: 0-63)
« flag-bitmask — Decimal number representing the code bits to match.
(Range: 0-63)
Default Setting
None
Command Mode
Extended ACL
Command Usage
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* All new rules are appended to the end of the list.
» Address bitmasks are similar to a subnet mask, containing four integers from
0 to 255, each separated by a period. The binary mask uses 1 bits to indicate
“match” and 0 bits to indicate “ignore.” The bitmask is bitwise ANDed with the
specified source IP address, and then compared with the address for each IP
packet entering the port(s) to which this ACL has been assigned.
* You can specify both Precedence and ToS in the same rule. However, if
DSCP is used, then neither Precedence nor ToS can be specified.
» The control-code bitmask is a decimal number (representing an equivalent bit
mask) that is applied to the control code. Enter a decimal number, where the
equivalent binary bit “1” means to match a bit and “0” means to ignore a bit.
The following bits may be specified:
- 1 (fin) — Finish
- 2 (syn) — Synchronize
- 4 (rst) — Reset
- 8 (psh) — Push
- 16 (ack) — Acknowledgement
- 32 (urg) — Urgent pointer
For example, use the code value and mask below to catch packets with the
following flags set:
- SYN flag valid, use “control-code 2 2”
- Both SYN and ACK valid, use “control-code 18 18"
- SYN valid and ACK invalid, use “control-code 2 18~
Example
This example accepts any incoming packets if the source address is within subnet
10.7.1.x. For example, if the rule is matched; i.e., the rule (10.7.1.0 &
255.255.255.0) equals the masked address (10.7.1.2 & 255.255.255.0), the
packet passes through.

Conaole (config-ext-acl)#parmit 10.7.1.1 25E.2EG.2G55.0 any
console (config-ext-acl)#

This allows TCP packets from class C addresses 192.168.1.0 to any destination
address when set for destination TCP port 80 (i.e., HTTP).

Conzole (config-ext-acl)#permit 192.1e8.1.0 2Z5E.2E5.25E8.0 any
destination-port =0
Conzole (config-ext-acl)#

This permits all TCP packets from class C addresses 192.168.1.0 with the TCP
control code set to “SYN.”

Console (config-ext-acl) $permit tep 192.168.1.0

control-flag 2 2
Conscle (config-ext-acl) %

(]
()]
©n

-5 T o=
.255.255.0 any
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Related Commands
access-list ip (4-121)
show ip access-list
This command displays the rules for configured IP ACLs.
Syntax
show ip access-list {standard | extended} [acl_name]
» standard — Specifies a standard IP ACL.
» extended — Specifies an extended IP ACL.
* acl_name — Name of the ACL. (Maximum length: 16 characters)
Command Mode
Privileged Exec

Example
Consolegshow ip access-list standard
IP standard access-list dawvid:
permit host 10.1.1.21
permit 168.92.0.0 255.255.255.0
Conscoled

Related Commands

permit, deny 4-122

ip access-group (4-126)

ip access-group

This command binds a port to an IP ACL. Use the no form to remove the port.
Syntax

[no] ip access-group acl_name in

» acl_name — Name of the ACL. (Maximum length: 16 characters)

* in — Indicates that this list applies to ingress packets.

Default Setting

None

Command Mode

Interface Configuration (Ethernet)

Command Usage

* A port can only be bound to one ACL.

« If a port is already bound to an ACL and you bind it to a different ACL, the
switch will replace the old binding with the new one.

* You must configure a mask for an ACL rule before you can bind it to a port.
Example

Conzoleiconfig)#int eth 1/2c
Conzole (config-if)#ip acoess-group david in
Console (config-if)#

Related Commands

show ip access-list (4-126)

show ip access-group

This command shows the ports assigned to IP ACLs.
Command Mode

Privileged Exec

Example
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Conzolefgshow ip accass-group
Interface ethernst 1/2:

IF =tandard accesz-list dawvid
Conaoled

Related Commands
ip access-group (4-126)

map access-list ip
This command sets the output queue for packets matching an ACL rule. The
specified CoS value is only used to map the matching packet to an output queue;
it is not written to the packet itself. Use the no form to remove the CoS mapping.
Syntax

[no] map access-list ip acl_name cos cos-value

» acl_name — Name of the ACL. (Maximum length: 16 characters)

* cos-value — CoS value. (Range: 0-7)
Default Setting
None
Command Mode
Interface Configuration (Ethernet)
Command Usage
A packet matching a rule within the specified ACL is mapped to one of the output
gueues as shown in the following table. For information on mapping the CoS
values to output queues, see queue cos-map on page 4-226.

Table 4-34. Egress Queue Priority Mapping
Queue 0 1 2 3
Priority 1.2 03 45 6,7

Example

Consoleiconfigl #interface ethernst 1725
Consoleiconfig-if) #map access-list ip bill cos 0
Console (config-1if)#

Related Commands
gueue cos-map (4-226)
show map access-list ip (4-129)
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show map access-list ip
This command shows the CoS value mapped to an IP ACL for the current
interface.
(The CoS value determines the output queue for packets matching an ACL rule.)
Syntax
show map access-list ip [interface]
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
Command Mode
Privileged Exec
Example

Consolef#show map accaszs-list ip
Accezss-list to C0S of Eth 1/24
Aooess-list AL21 cos O
Consoled

Related Commands
map access-list ip (4-128)
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MAC ACLs

Table 4-36 MAC ACLs

Command Function Mode Page

access-list mac Creates a MAC ACL and enters GC 4-130
configuration mode

permit, deny Filters packets matching a specified MAC-ACL | 4-131
source and destination address, packet
format, and Ethernet type

show mac Displays the rules for configured MAC |PE 4-133
access-list ACLs
mac access-group | Adds a port to a MAC ACL IC 4-133
show mac Shows port assignments for MAC ACLs [ PE 4-134
access-group
map access-list Sets the CoS value and corresponding | IC 4-134
mac output queue for packets matching an

ACL rule
show map Shows CoS value mapped to an access | PE 4-135
access-list mac list for an mterface

access-list mac
This command adds a MAC access list and enters MAC ACL configuration mode.
Use the no form to remove the specified ACL.
Syntax
[no] access-list mac acl_name
acl_name — Name of the ACL. (Maximum length: 16 characters)
Default Setting
None
Command Mode
Global Configuration
Command Usage
* When you create a new ACL or enter configuration mode for an existing ACL,
use the permit or deny command to add new rules to the bottom of the list.
To create an ACL, you must add at least one rule to the list.
» To remove a rule, use the no permit or no deny command followed by the
exact text of a previously configured rule.
* An ACL can contain up to 32 rules.
Example

Conzole (config) #accasz-list mac jerrvy
Console (config-mac-acl)#

Related Commands
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permit, deny(MAC ACL)( 4-131)
mac access-group (4-133)
show mac access-list (4-133)
permit, deny (MAC ACL)
This command adds a rule to a MAC ACL. The rule filters packets matching a
specified MAC source or destination address (i.e., physical layer address), or
Ethernet protocol type. Use the no form to remove a rule.
Syntax
[no] {permit | deny}
{any | host source | source address-bitmask}
{any | host destination | destination address-bitmask}
[vid start [end]] [ethertype start [end]]
Note:- The default is for Ethernet Il packets.
* any — Any MAC source or destination address.
* host — A specific MAC address.
* source — Source MAC address.
» destination — Destination MAC address range with bitmask.
 address-bitmask* — Bitmask for MAC address (in hexidecimal format).
* vid — VLAN ID. (Range: 1-4094)
» vid-end — Upper bound of VID range. (Range: 1-4095)
* protocol — A specific Ethernet protocol number. (Range: 0-65535)
* protocol-end — Upper bound of protocol range. (Range: 0-65535)

Default Setting

None

Command Mode

MAC ACL

Command Usage
* New rules are added to the end of the list.
* The ethertype option can only be used to filter Ethernet Il formatted packets.
* A detailed listing of Ethernet protocol types can be found in RFC 1060. A few
of the more common types include the following:

- 0800 - IP

- 0806 - ARP

- 8137 - IPX
Example

This rule permits packets from any source MAC address to the destination
address 00-e0-29-94-34-de where the Ethernet type is 0800.

Conzsole (config-mac-acli#permit any host 00-20-29-94-34-de athartyps Q200
Conzsole (config-mac-acl)#

Related Commands
access-list mac (4-130)
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show mac access-list

This command displays the rules for configured MAC ACLs.
Syntax

show mac access-list [acl_name]

acl_name — Name of the ACL. (Maximum length: 16 characters)
Command Mode

Privileged Exec

Example

Consoladshow mac accesz-list
MAC access-list jerry:

permit anyv hoat 00-20-29-94-34-do aethertypa 0200
Consolaf

Related Commands
permit, deny 4-131
mac access-group (4-133)

mac access-group

This command binds a port to a MAC ACL. Use the no form to remove the port.
Syntax

mac access-group acl_name in

» acl_name — Name of the ACL. (Maximum length: 16 characters)

* in — Indicates that this list applies to ingress packets.

Default Setting

None

Command Mode

Interface Configuration (Ethernet)

Command Usage

* A port can only be bound to one ACL.

« If a port is already bound to an ACL and you bind it to a different ACL, the
switch will replace the old binding with the new one.

Example
Console (config) $interface ethernst 1/25
Console{config-if) #mac access-group alexandsr in
Console (config-if)#

Related Commands

show mac access-list (4-133)

show mac access-group

This command shows the ports assigned to MAC ACLs.
Command Mode

Privileged Exec

Example

Conaolafshow mac acosga-Jgroup
Intarface etharnet 1/5

HMAZ acceas-liat M5 1n
Conaoled

Related Commands
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mac access-group (4-133)
map access-list mac
This command sets the output queue for packets matching an ACL rule. The
specified CoS value is only used to map the matching packet to an output queue;
it is not written to the packet itself. Use the no form to remove the CoS mapping.
Syntax
[no] map access-list mac acl_name cos cos-value
» acl_name — Name of the ACL. (Maximum length: 16 characters)
* cos-value — CoS value. (Range: 0-7)
Default Setting
None
Command Mode
Interface Configuration (Ethernet)
Command Usage
* You must configure an ACL mask before you can map CoS values to the rule.
* A packet matching a rule within the specified ACL is mapped to one of the output
gueues as shown below.

Table 4-37 Egress Queue Priority Mapping
Queue 0 1 2 3

Priority 1.2 03 45 6.7

= =2 2

Example

Console iconfigl#int eth 1/5
Conaole (config-ifi#map access-list mac MS <os O
Conaole (config-ifi#

Related Commands
gueue cos-map (4-226)
show map access-list mac (4-135)
show map access-list mac
This command shows the CoS value mapped to a MAC ACL for the current
interface. (The CoS value determines the output queue for packets matching an
ACL rule.)
Syntax
show map access-list mac [interface]
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
Command Mode
Privileged Exec
Example

Conaolefshow map accezss-list mac

Rocegs-liat to Co2 of Eth 1/%5
Bocass-list M5 co= O

Conzole#

Related Commands

4-101



map access-list mac (4-134)

ACL Information

Table 4-38 ACL Information

Command Function Mode Page
show access-list Show all ACTs and associated rules PE 4-136
show access-group | Shows the ACLs assigned to each port PE 4-137

show access-list

This command shows all ACLs and associated rules, as well as all the
user-defined masks.

Command Mode

Privileged Exec

Command Usage

Once the ACL is bound to an interface (i.e., the ACL is active), the order in

which the rules are displayed is determined by the associated mask.

Example

Consolefshow accass-list
IP standard access-list dawvid:
permit host 10.1.1.21
permit 1e8.%2.0.0 0.0.15.2E55
IP extended access-list bob:
permit 10.7.1.1 0.0.0.2Z55 any
permit 1%2.168.1.0 2E5.25E5,2EE.0 any destination-port 20 20
permit 192.1e3.1.0 2E5.25E5.2EE.0 anyv protocol top control-code 2 2
MAEC access-lizst jerry:
permit any host 00-320-29-34-34-da ethertbype 800 200
IP extended access-list Re:
deny top any any control-flag 2 2
permit any any
IP ingress mazk ACL:
mask protocol any any control-flag 2
Consolef

shOM/access-group

This command shows the port assignments of ACLs.
Command Mode

Privileged Executive

Example

Consolegshow accaess-group

Interface ethernat 1725

IF standard access-list david

MAC access-list Jjerry

Console#
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SNMP Commands

Controls access to this switch from management stations using the Simple
Network Management Protocol (SNMP), as well as the error types sent to trap
managers.

Table 4-39 SNMP Commands

Command Function Mode | Page

snMp-server Sets up the community access string to permit | GC 4-138

COMIMUuNILY access to SNMP commands

SNMIP-SErver Sets the system contact string GC 4-139

contact

snmp-server Sets the svstem location string GC 4-140

location

snmp-server host | Specifies the recipient of an SNMP GC 4-141
notification operation

snmp-server Enables the device to send SINMP traps (ie, |GC 4-142

enable traps SINAP notifications)

show snmp Displays the status of SNMP communications | NE, 4-143

PE

snmp-server community
This command defines the community access string for the Simple Network
Management Protocol. Use the no form to remove the specified community string.
Syntax
snmp-server community string [ro|rw]
Nno snmp-server community string
* string - Community string that acts like a password and permits access to
the SNMP protocol. (Maximum length: 32 characters, case sensitive;
Maximum number of strings: 5)
* ro - Specifies read-only access. Authorized management stations are only
able to retrieve MIB objects.
* rw - Specifies read/write access. Authorized management stations are able to
both retrieve and modify MIB objects.
Default Setting
* public - Read-only access. Authorized management stations are only able to
retrieve MIB objects.
* private - Read/write access. Authorized management stations are able to both
retrieve and modify MIB objects.
Command Mode
Global Configuration
Command Usage
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The first snmp-server community command you enter enables SNMP
(SNMPv1). The no snmp-server community command disables SNMP.
Example

Console (configy#snmp-servar community alpha rw
Console (config#

snmp-server contact
This command sets the system contact string. Use the no form to remove the
system contact information.
Syntax
snmp-server contact string
no snmp-server contact
string - String that describes the system contact information. (Maximum length:
255 characters)
Default Setting
None
Command Mode
Global Configuration
Example

Cconsole (config) #enmp-server contact Paul
Consoleiconfig)#

Related Commands

snmp-server location (4-140)

snmp-server location

This command sets the system location string. Use the no form to remove the
location string.

Syntax

snmp-server location text

no snmp-server location

text - String that describes the system location.
(Maximum length: 255 characters)

Default Setting

None

Command Mode

Global Configuration

Example

Console (config) #enmp-server location WC-19
console (config)#

Related Commands
snmp-server contact (4-139)
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snmp-server host
This command specifies the recipient of a Simple Network Management Protocol
notification operation. Use the no form to remove the specified host.
Syntax
snmp-server host host-addr community-string [version {1 | 2c}]
no snmp-server host host-addr
* host-addr - Internet address of the host (the targeted recipient).
(Maximum host addresses: 5 trap destination IP address entries)
e community-string - Password-like community string sent with the notification
operation. Although you can set this string using the
snmp-server host command by itself, we recommend that you define this
string using the snmp-server community command prior to using the
snmp-server host command. (Maximum length: 32 characters)
e version - Specifies whether to send notifications as SNMP v1 or v2c traps.
Default Setting
Host Address: None
SNMP Version: 1
Command Mode
Global Configuration
Command Usage
« If you do not enter an snmp-server host command, no notifications are sent.
In order to configure the switch to send SNMP notifications, you must enter at
least one snmp-server host command. In order to enable multiple hosts, you
must issue a separate snmp-server host command for each host.
» The snmp-server host command is used in conjunction with the
snmp-server enable traps command. Use the snmp-server enable traps
command to specify which SNMP notifications are sent globally. For a host to
receive notifications, at least one snmp-server enable traps command and the
snmp-server host command for that host must be enabled.
* Some notification types cannot be controlled with the snmp-server enable
traps command. For example, some notification types are always enabled.
» The switch can send SNMP version 1 or version 2c notifications to a host IP
address, depending on the SNMP version that the management station
supports. If the snmp-server host command does not specify the SNMP version,
the default is to send SNMP version 1 notifications.
Example

Coneole jconfig)#esnmp-servar host 10.1.19.23 bkatman
Consocleiconfigl#

Related Commands
snmp-server enable traps (4-142)
snmp-server enable traps
This command enables this device to send Simple Network Management Protocol
traps (SNMP notifications). Use the no form to disable SNMP notifications.
Syntax

[no] snmp-server enable traps [authentication | link-up-down]

» authentication - Keyword to issue authentication failure traps.
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* link-up-down - Keyword to issue link-up or link-down traps.
The link-up-down trap can only be enabled/disabled via the CLI.

Default Setting

Issue authentication and link-up-down traps.

Command Mode

Global Configuration

Command Usage
* If you do not enter an snmp-server enable traps command, no notifications
controlled by this command are sent. In order to configure this device to send
SNMP notifications, you must enter at least one snmp-server enable traps
command. If you enter the command with no keywords, both authentication and
link-up-down notifications are enabled. If you enter the command with a
keyword, only the notification type related to that keyword is enabled.
 The snmp-server enable traps command is used in conjunction with the
snmp-server host command. Use the snmp-server host command to specify
which host or hosts receive SNMP notifications. In order to send notifications,
you must configure at least one snmp-server host command.

Example

Console (config) #enmp-server enable traps link-up-down
Cconsole (config)#

Related Commands
snmp-server host (4-141)
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show snmp

This command checks the status of SNMP communications.

Default Setting

None

Command Mode

Normal Exec, Privileged Exec

Command Usage

This command provides information on the community access strings, counter
information for SNMP input and output protocol data units, and whether or not
SNMP logging has been enabled with the snmp-server enable traps command.
Example

Consoledshow enmp

System Contact: Joe
Syvetam Location: Room 23

SHMP trape:
Authentication: enabled
Link-up-down: enakbled

SHMMP comminities:
1. private, and the privilege is read-write
2. public, and the privilege is read-only

0 2MMP packets input
0 Bad SNMP version errors

O Unknown commanity nams

0 Illegal cperation for community name supplisd
0 Encoding errors

o Mumber of requested variables

o Murmber of altered variables

0 Gat-regquest PDUs

0 Gat-next POUS

0 Eat-request PDUS

0 2MMP packets output

0 Too big errors
Mo such nams srrors
Ead walues errors
Baneral errors
Response PLUS
Trap FDUs

oo o oo

SHMP logging: disabled
consoled
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Interface Commands

These commands are used to display or set communication parameters for an

Ethernet port, aggregated link, or VLAN.

Table 4-40 Interface Commands

Command | Function Mode | Page

wnterface Configures an interface type and enters interface | GC 4-146
configuration mode

description | Adds a descrption to an interface configuration |IC 4-146

speed-duplex | Configures the speed and duplex operation of a | IC 4-147
given interface when autonegotiation is disabled

negotiation Enables antonegotiation of a given interface IC 4-148

capabilities Advertizses the capabilities of a given interface for | IC 4-149
15€ 1n autonegotiation

flowcontrol | Enables flow control on a given interface IC 4-130

shutdown Disables an interface IC 4-131

switchport Configures the broadcast storm control IC 4-152

broadcast threshold

packet-rate

clear counters | Clears statistics on an interface PE 4-133

show Displavs status for the specified interface NE, 4-134

interfaces PE

status

show Displavs statistics for the specified interfaces NE, 4-155

interfaces PE

counters

show Displays the administrative and operational NE, 4-157

interfaces stats of an interface PE

switchport

interface

This command configures an interface type and enter interface configuration

mode.Use the no form to remove a trunk.

Syntax

interface interface
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no interface port-channel channel-id
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
 port-channel channel-id (Range: 1-4)
* vlan vlan-id (Range: 1-4094)
Default Setting
None
Command Mode
Global Configuration
Example
To specify port 24, enter the following command:

Console (configi#interface athernat 1,/24
Console (config-ifi#

description

This command adds a description to an interface. Use the no form to remove the
description.
Syntax
description string
no description
string - Comment or a description to help you remember what is attached
to this interface. (Range: 1-64 characters)
Default Setting
None
Command Mode
Interface Configuration (Ethernet, Port Channel)
Example
The following example adds a description to port 24.

Consoleiconfigi#interface ethernat 1/24
Consoleiconfig-ifi#dascription RD-SwWH2
Consoleiconfig-i£i#

speed-duplex

This command configures the speed and duplex mode of a given interface when
autonegotiation is disabled. Use the no form to restore the default.
Syntax
speed-duplex {1000full | 100full | 100half | 10full | 10half}
no speed-duplex
* 1000full - Forces 1000 Mbps full-duplex operation
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* 100full - Forces 100 Mbps full-duplex operation
» 100half - Forces 100 Mbps half-duplex operation
* 10full - Forces 10 Mbps full-duplex operation
* 10half - Forces 10 Mbps half-duplex operation

Default Setting
» Auto-negotiation is enabled by default.
* When auto-negotiation is disabled, the default speed-duplex setting is 100half
for 100BASE-TX ports and 1000full for Gigabit Ethernet ports.

Command Mode

Interface Configuration (Ethernet, Port Channel)

Command Usage
* To force operation to the speed and duplex mode specified in a speed-duplex
command, use the no negotiation command to disable auto-negotiation on
the selected interface.
» When using the negotiation command to enable auto-negotiation, the
optimal settings will be determined by the capabilities command. To set the
speed/duplex mode under auto-negotiation, the required mode must be
specified in the capabilities list for an interface.

Example

The following example configures port 5 to 100 Mbps, half-duplex operation.

Coneole (configl#interface ethernet 1/5
Conzole (config-if) #epead-duplex 100half
conscle (config-ifi#no negotiation
Conaole{config-ifi#

Related Commands
negotiation (4-148)
capabilities (4-149)

negotiation

This command enables autonegotiation for a given interface. Use the no form to

disable autonegotiation.

Syntax

[no] negotiation

Default Setting

Enabled

Command Mode

Interface Configuration (Ethernet, Port Channel)

Command Usage
» When auto-negotiation is enabled the switch will negotiate the best settings for
a link based on the capabilities command. When auto-negotiation is disabled,
you must manually specify the link attributes with the speed-duplex and
flowcontrol commands.
* If autonegotiation is disabled, auto-MDI/MDI-X pin signal configuration will also
be disabled for the RJ-45 ports.
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Example
The following example configures port 11 to use autonegotiation.

Console (configy#interface ethernst 1,11
Consoleiconfig-if) #negoktiation
Consocle jconfig-1i£f) 4

Related Commands
capabilities (4-149)
speed-duplex (4-147)

capabilities

This command advertises the port capabilities of a given interface during
autonegotiation. Use the no form with parameters to remove an advertised
capability, or the no form without parameters to restore the default values.
Syntax
[no] capabilities {1000full | 100full | 200half | 10full | 10half | flowcontrol |
symmetric}
* 1000full - Supports 1000 Mbps full-duplex operation
* 100full - Supports 100 Mbps full-duplex operation
 100half - Supports 100 Mbps half-duplex operation
* 10full - Supports 10 Mbps full-duplex operation
* 10half - Supports 10 Mbps half-duplex operation
 flowcontrol - Supports flow control
* symmetric (Gigabit only) - When specified, the port transmits and receives
pause frames; when not specified, the port will auto-negotiate to determine the
sender and receiver for asymmetric pause frames. (The current switch ASIC
only supports symmetric pause frames.)
Default Setting
» 100BASE-TX: 10half, 10full, 100half, 100full
* 1000BASE-T: 10half, 10full, 100half, 100full, 2000full
* SFP: 1000full
Command Mode
Interface Configuration (Ethernet, Port Channel)
Command Usage
When auto-negotiation is enabled with the negotiation command, the switch
will negotiate the best settings for a link based on the capabilites command.
When auto-negotiation is disabled, you must manually specify the link
attributes with the speed-duplex and flowcontrol commands.
Example
The following example configures Ethernet port 5 capabilities to 100half, 100full
and flow control.
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Console (config)#interface ethernet 1/5
Conaoleiconfig-ifif#capakbilities l00half
Conzoleiconfig-ifi#capakbilitie=s 100full
Conzoleiconfig-ifif#capabilities flowcontrol
Consoleiconfig-ifi#

Related Commands
negotiation (4-148)
speed-duplex (4-147)
flowcontrol (4-150)

flowcontrol

This command enables flow control. Use the no form to disable flow control.

Syntax
[no] flowcontrol
Default Setting
Flow control enabled

Command Mode

Interface Configuration (Ethernet, Port Channel)

Command Usage
» Flow control can eliminate frame loss by “blocking” traffic from end stations or
segments connected directly to the switch when its buffers fill. When enabled,
back pressure is used for half-duplex operation and IEEE 802.3x for full-duplex
operation.
» To force flow control on or off (with the flowcontrol or no flowcontrol
command), use the no negotiation command to disable auto-negotiation on
the selected interface.
* When using the negotiation command to enable auto-negotiation, the optimal
settings will be determined by the capabilities command. To enable flow
control under auto-negotiation, “flowcontrol” must be included in the capabilities
list for any port
* Avoid using flow control on a port connected to a hub unless it is actually
required to solve a problem. Otherwise back pressure jamming signals may
degrade overall performance for the segment attached to the hub.

Example

The following example enables flow control on port 5.

Cfonsole jconfig)$#interface sthernat 1/5
Console jconfig-if) #floveontrol

Console jconfig-if)#no negotiaktion
Console jconfig-1if)4

Related Commands
negotiation (4-148)
capabilities (flowcontrol, symmetric) (4-149)
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shutdown

This command disables an interface. To restart a disabled interface, use the no
form.

Syntax

[no] shutdown

Default Setting

All interfaces are enabled.

Command Mode

Interface Configuration (Ethernet, Port Channel)

Command Usage

This command allows you to disable a port due to abnormal behavior (e.g.,
excessive collisions), and then reenable it after the problem has been resolved.
You may also want to disable a port for security reasons.

Example

The following example disables port 5.

Consolelconfig)#interface athernat 1/C
Console(config-if) #=shutdown
Cconsole (config-1f) 4

switchport broadcast packet-rate

This command configures broadcast storm control. Use the no form to disable
broadcast storm control.
Syntax
switchport broadcast octet-rate rate
no switchport broadcast
rate - Threshold level as a rate; i.e., octets per second.
(Range: 64-95232000)
Default Setting
Enabled for all ports
Packet-rate limit: 32000 octets per second
Command Mode
Interface Configuration (Ethernet)
Command Usage
 When broadcast traffic exceeds the specified threshold, octets above that
threshold are dropped.
» This command can enable or disable broadcast storm control for the selected
interface. However, the specified threshold value applies to all ports on the
switch.
Example
The following shows how to configure broadcast storm control at 600 octets per
second:
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Conaole (config) #interface ethernet 1,5
Conzsole (config-ifi#ewitchport broadcast octet-rate g00
coneole (config-if)14#

clear counters

This command clears statistics on an interface.
Syntax
clear counters interface
interface
« ethernet unit/port
- unit - This is device 1.
- port - Port number.
* port-channel channel-id (Range: 1-4)
Default Setting
None
Command Mode
Privileged Exec
Command Usage
Statistics are only initialized for a power reset. This command sets the base value
for displayed statistics to zero for the current management session. However, if
you log out and back into the management interface, the statistics displayed will
show the absolute value accumulated since the last power reset.
Example
The following example clears statistics on port 5.

Consolef#clear counters ethernst 1/5
Consolef

show interfaces status

This command displays the status for an interface.
Syntax
show interfaces status [interface]
interface
 ethernet unit/port
- unit - This is device 1.
- port - Port number.
 port-channel channel-id (Range: 1-4)
« vlan vlan-id (Range: 1-4094)
Default Setting
Shows the status for all interfaces.
Command Mode
Normal Exec, Privileged Exec
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Command Usage
If no interface is specified, information on all interfaces is displayed. For a
description of the items displayed by this command, see “Displaying

Connection Status” on page 3-88.

Example

Information of Eth 1/&
Bazic infeoermaticon:

Flow control:

Informaticn of VLAN 1
MAC address:
Consoled

Broadcast storm limit:

Consocledshow interfaces status ethernst 175

22000 octets/sacond
Disabled

Lacp: Disabled
PoOrt security: Cisakbled
Max MAC count: a

Port zecurity acticn: HNone
Current aztatus:

Link status: Up
Cparation apead-duplex: 100full
Flow control tyvpe: Hone

consocledshow interfaces status vlan 1

Q0-00-AE-CD-00-00

FPort Cype: 1a0TX

Mac address: 00-00-AB-CD-00-01
Coenfiguration:

Mame:

Port admin: Up

Zpeed-duplex: Ento

Capabilities=s: 10half, 1afull, 1o0o0half, 1ocofull,
Broadcast storm: Enablad
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show interfaces counters

This command displays interface statistics.
Syntax
show interfaces counters [interface]
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
» port-channel channel-id (Range: 1-4)
Default Setting
Shows the counters for all interfaces.
Command Mode
Normal Exec, Privileged Exec
Command Usage
If no interface is specified, information on all interfaces is displayed. For a
description of the items displayed by this command, see “Showing Port
Statistics” on page 3-115.
Example

Consoleg#show interfacez counters ethernet 1/7
Ethernet 1/7
Iftakle stats:
Ootate input: 208E2, Ootats cubpub: 19&85E0
Unicast input: &, Unicast output: &
Diacard input: 0, Discard output: 0
Errcr input: 0, Error output: o
nknown protos input: 0, QLen ocukpukb: ©
Extended iftable stats:
Multi-cast input: 0, Multi-cast output: 064
Broadcast input: 26z, Broadcast output: 1
Ether-like stats:
2lignment errcrs: O, FCS errors: O
Single Collision framss: 0, Multiple collision framss=: O
SQE Test arrcrz: 0, Daferred transmissicnes: 0O
Late collisicne: ©, Excessive collisicns: ©
Internal mac transmit errors: 0, Internal mac receive errors: O
Frame too longs: 0, Carrier senss errors: 0
Symbol errors: O
EMOM stats:
Drop events: 0, Octets: 27208, Packets: 3338
Broadcast pkts: Ze3, Multi-cast pkts: 3064
ndarasize pkts: 0, Ovarsize pkts: 0
Fragments: 0, Jakbars: O
CRC align errors: 0, <ollisions: O
Packet size == €4 occtets: 3150, Packet size €5 ko 127 ockbets: 139
Packet size 128 to 2E55 octekbs: 4%, Packst size 256 Lo 511 octeks: O
Facket size G5l2 to 1022 octets: 0, Packst size 1024 to 1818 octets: O
Consoled
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show interfaces switchport

This command displays the administrative and operational status of the specified
interfaces.
Syntax
show interfaces switchport [interface]
interface
* ethernet unit/port
- unit - This is device 1.
- port - Port number.
» port-channel channel-id (Range: 1-4)
Default Setting
Shows all interfaces.
Command Mode
Normal Exec, Privileged Exec
Command Usage
If no interface is specified, information on all interfaces is displayed.
Example
This example shows the configuration setting for port 24.

Conzolefshow interfaces awitchport ethernet 1/24
Eroadcast threzshold: Enabled, 00 octets/sacond
LACP status: Enablad
Ingress rate limit: disabkle, Level: 20
Egress rate limit: disable, Lewvel: 30
VLAN membarazhip mode: Hybrid
Ingrezs rule: Disabled
rocaptable frame type: Bll framss
Hative VLAN: 1
Priority for untagged traffic: a
avrp status: Disabled
Zllowed V1an: 1iul,

Forbidden vlan:

Private-vLAN mode: HONE

Private-vVLAN host-aszociaticn: HONE

Private-VLAN mapping: HONE
consoled
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Table 4-41 Interfaces Switchport Statistics

Field

Description

Broadcast threshold

Shows if broadcast storm suppression is enabled or disabled;
if enabled it also shows the threshold level (page 4-152).

Lacp status

Shows if Link Aggregation Control Protocol has been
enabled or disabled (page 4-167).

Ingress/Egress rate

limit

Shows if rate limiting 13 enabled, and the current rate limit.
(page 4-162).

VLAN membership

mode

Indicates membership mode as Trunk or Hybrid (page
4-202).

Ingress rule

Shows if ingress filtering is enabled or disabled (page 4-204).

Acceptable frame

fype

Shows if acceptable VLAN frames include all types or tagged
frames only (page 4-203).

Natve VLAN

Indicates the default Port VLAN ID (page 4-205).

Priority for
untagged traffic

Indicates the default priority for untagged frames (page
4-222).

Grrp status

Shows if GARP VLAN Registration Protocol is enabled or
disabled (page 4-218).

Allowed Vian Shows the VLANs this interface has joined, where “{u)”
indicates untagged and “(t)” indicates tagged (page 4-206).
Forbidden Vlan Shows the VLANS this interface can not dynamically join via

GVERP (page 4-207).

Private VLAMN
mode

Shows the private VLAN mode as host, promiscuous, or
none (4-213).

Private VLAN
host-association

Shows the secondary (or community) VLAN with which this
port 1s associated (4-214).

Private VLAN
mapping

Shows the primary VLAN mapping for 2 promiscuous port
(4-214).
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Mirror Port Commands

This section describes how to mirror traffic from a source port to a target port.
Table 4-42 Mirror Port Commands

Command Function Mode Page
port monitor Configures a mirror session IC 4-159
show port Shows the configuration for a mirror port | PE 4-160
mMonitor

port monitor

This command configures a mirror session. Use the no form to clear a mirror
session.
Syntax
port monitor interface [rx | tx]
no port monitor interface
* interface - ethernet unit/port (source port)
- unit - Switch (unit 1).
- port - Port number.
* rx - Mirror received packets.
* tx - Mirror transmitted packets.
Default Setting
No mirror session is defined.
Command Mode
Interface Configuration (Ethernet, destination port)
Command Usage
* You can mirror traffic from any source port to a destination port for real-time
analysis. You can then attach a logic analyzer or RMON probe to the
destination port and study the traffic crossing the source port in a completely
unobtrusive manner.
» The destination port is set by specifying an Ethernet interface.
» The mirror port and monitor port speeds should match, otherwise traffic may
be dropped from the monitor port.
* You can create multiple mirror sessions, but all sessions must share the same
destination port. However, you should avoid sending too much traffic to the
destination port from multiple source ports.
Example
The following example configures the switch to mirror received packets from port
6to1l:
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Conzsoleiconfig)#interface ethernet 1,/11
Conzsoleiconfig-if)#port monitor ethernet 176 rx
Cconsole({config-if)#

show port monitor

This command displays mirror information.
Syntax
show port monitor [interface]
interface - ethernet unit/port (source port)
* unit - Switch (unit 1).
* port - Port number.
Default Setting
Shows all sessions.
Command Mode
Privileged Exec
Command Usage
This command displays the currently configured source port, destination port,
and mirror mode (i.e., RX, TX).
Example
The following shows mirroring configured from port 6 to port 11:

Conzoleiconfigi#interface ethernet 1,711
Conzoleiconfig-ifi#port monitor ethernet 1/ rx
Conaole(config-ififand

Conzolefshow port monitor

Port Mirroring

Deztination portilisten port):Ethl/11

Scurce port (monitored port) :Ethl/e
Mods sRX
Consoled
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Rate Limit Commands

This function allows the network manager to control the maximum rate for traffic
transmitted or received on an interface. Rate limiting is configured on interfaces at
the edge of a network to limit traffic into or out of the network. Traffic that falls
withinthe rate limit is transmitted, while packets that exceed the acceptable
amount of traffic are dropped.

Rate limiting can be applied to individual ports or trunks. When an interface is
configured with this feature, the traffic rate will be monitored by the hardware to
verify conformity. Non-conforming traffic is dropped, conforming traffic is
forwarded without any changes.

Note:The “Rate limit granularity” is an additional feature enabling the network
manager greater control over traffic on the network. The “rate limit granularity” is
multiplied by the “rate limit” (page 4-162) to set the actual rate limit for an
interface. Granularity is aglobal setting that applies to Fast Ethernet or Gigabit
Ethernet interfaces.

Table 4-43 Rate Limit Commands

Command Function Mode Page

rate-limit Configures the mazimum input or output IC 4-162
rate for a port

rate-limit Sets the Fast Ethernet and Gigabit Ethernet | IC 4-162

granularity granularity

show rate-imit | Shows the rate limit granulanity PE 4-163
rate-limit

Use this command to define the rate limit level for a specific interface. Use this
command without specifying a rate to restore the default rate limit level. Use the
no form to restore the default status of disabled.
Syntax
rate-limit {input | output} level [rate]
no rate-limit {input | output}
* input — Input rate
e output — Output rate
* rate — Maximum value. (Range: 1-30)
Default Setting
30
Command Mode
Interface Configuration (Ethernet, Port Channel)
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Command Usage

Actual rate limit = Rate limit level * Granularity
Example

Conecle {config) #interface ethernet 1,71

Conescle{config-if) drate-limit input lewvsl 20
Coneclae{config-if) &

rate-limit granularity

Use this command to define the rate limit granularity for the Fast Ethernet ports,
and the Gigabit Ethernet ports. Use the no form of this command to restore the
default setting.

Syntax
rate-limit {fastethernet | gigabitethernet} granularity [granularity]
no rate-limit {fastethernet | gigabitethernet} granularity
« fastethernet — Fast Ethernet granularity
* gigabitethernet — Gigabit Ethernet granularity
» granularity — Sets rate limit granularity for the system. For Fast Ethernet,
choose 512 Kbps, 1 Mbps, or 3.3 Mbps. For Gigabit Ethernet, only one
granularity option is supported, 33.3 Mbps
Default Setting
Fast Ethernet interface — 3.3 Mbps
Gigabit Ethernet interface — 33.3 Mbps
Command Mode
Global Configuration (Ethernet, Port Channel)
Command Usage
Actual rate limit = Rate limit level * Granularity
Example
The following sets Fast Ethernet granularity to 1 Mbps, and Gigabit Ethernet
granularity to 33.3 Mbps.

Conzaole (configlfrate-limit fastethernst gramularity 1000
Console (configlfrate-limit gigabitethernset granmularity 233040
Conzole (config)#

show rate-limit

Use this command to display the rate limit granularity.
Default Setting
Fast Ethernet interface — 3.3 Mbps
Gigabit Ethernet interface — 33.3 Mbps
Command Mode
Privileged Exec
Command Usage
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* For Fast Ethernet interfaces, the rate limit granularity is 512 Kbps, 1 Mbps, or

3.3 Mbps.

* For Gigabit Ethernet interfaces, the rate limit granularity is 33.3 Mbps.
Example

Conzole#show rate-limit
Fast ethernet gramularity: 1ooo

3igabit ethernet granularity: 23300
Conzoled

Link Aggregation Commands

Ports can be statically grouped into an aggregate link (i.e., trunk) to increase the
bandwidth of a network connection or to ensure fault recovery. Or you can use the
Link Aggregation Control Protocol (LACP) to automatically negotiate a trunk link
between this switch and another network device. For static trunks, the switches
haveto comply with the Cisco EtherChannel standard. For dynamic trunks, the
switches have to comply with LACP. This switch supports up to six trunks. For
example, atrunk consisting of two 1000 Mbps ports can support an aggregate
bandwidth of 4 Gbps when operating at full duplex.

Table 4-44 Link Aggregation Commands

Command Function Mode Page

Manwnal Configuration Commands

interface Configures a trunk and enters GC 4-146
port-channel interface configuration mode
for the trunk

channel-group Adds a port to a trunk IC (Ethernet) 4-166

Dynamic Configurafion Comwmand

lacp Configures LACP for the IC (Ethernet) 4-167
current interface

lacp svstem-prierity | Configures a port's LACP IC (Ethernet) 4-168
system prionty

lacp admin-key Configures a port's IC (Ethernet) 4-170
administration key

lacp admin-key Configures an port channel’s IC (Port Channel) | 4-171
administration key
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Table 4-44 Link Aggregation Commands

Command Function Mode Page
lacp port-priority | Configures a port's LACP port | IC (Ethernet) 4-172
prooty

Trunk Status Display Command

show interfaces Shows trunk information NE,PE 4-134
statis port-channel

show lacp Shows LACP information PE 4-173

Guidelines for Creating Trunks

General Guidelines —
* Finish configuring port trunks before you connect the corresponding network
cables between switches to avoid creating a loop.
* A trunk can have up to eight ports.
» The ports at both ends of a connection must be configured as trunk ports.
* All ports in a trunk must be configured in an identical manner, including
communication mode (i.e., speed, duplex mode and flow control), VLAN
assignments, and CoS settings.
* All the ports in a trunk have to be treated as a whole when moved from/to, added
or deleted from a VLAN via the specified port-channel.
* STP, VLAN, and IGMP settings can only be made for the entire trunk via the
specified port-channel.

Dynamically Creating a Port Channel —
Ports assigned to a common port channel must meet the following criteria:
 Ports must have the same LACP system priority.
* Ports must have the same port admin key (Ethernet Interface).
* If the port channel admin key (lacp admin key - Port Channel) is not set when a
channel group is formed (i.e., it has the null value of 0), this key is set to the same
value as the port admin key (lacp admin key - Ethernet Interface) used by the
interfaces that joined the group.
* However, if the port channel admin key is set, then the port admin key must be
set to the same value for a port to be allowed to join a channel group.
* If a link goes down, LACP port priority is used to select the backup link.

channel-group

This command adds a port to a trunk. Use the no form to remove a port from a
trunk.
Syntax

channel-group channel-id

no channel-group

channel-id - Trunk index (Range: 1-4)
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Default Setting
The current port will be added to this trunk.
Command Mode
Interface Configuration (Ethernet)
Command Usage
* When configuring static trunks, the switches must comply with the Cisco
EtherChannel standard.
* Use no channel-group to remove a port group from a trunk.
* Use no interfaces port-channel to remove a trunk from the switch.
Example
The following example creates trunk 1 and then adds port 11:

Console (configi#interface port-channel 1
Console (jconfig-if) #axit

Console (configi#interface atharnst 1/11
Console (config-if) #channel-group 1
Console(config-if)#

lacp

This command enables 802.3ad Link Aggregation Control Protocol (LACP) for the
current interface. Use the no form to disable it.
Syntax
[no] lacp
Default Setting
Disabled
Command Mode
Interface Configuration (Ethernet)
Command Usage
» The ports on both ends of an LACP trunk must be configured for full duplex,
either by forced mode or auto-negotiation.
* A trunk formed with another switch using LACP will automatically be assigned
the next available port-channel ID.
* If the target switch has also enabled LACP on the connected ports, the trunk
will be activated automatically.
* If more than four ports attached to the same target switch have LACP enabled,
the additional ports will be placed in standby mode, and will only be enabled if
one of the active links fails.
Example
The following shows LACP enabled on ports 11-13. Because LACP has also been
enabled on the ports at the other end of the links, the show interfaces status
port-channel 1 command shows that Trunk 1 has been established.
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Conaocle (config) #interface ethernet 1,711
Conzsole (config-ifi#lacp

Console (config-ififexit

conscle (config) #interface ethernet 1,712
Conscleiconfig-ifi#lacp
Conaole(config-ififaxit

Conzsole (config) #interface ethernet 1,71z
Console (config-ifi#lacp

Conscle jconfig-if)fexit

Conscle (config) #axit

Conaoclegshow interfaces z2tatus port-channel 1
Information of Trunk 1

Bazic informaticn:

Port type: 100TX

Mac addrass: 00-00-28-00-00-0b
Configuration:

Hame:

Fort admin: g

Zpeed-duplex: Ento

Capabilities: 10half, 10full, 1cohalf, 1o0o0full

Flow control status: Cisabled

Fort security: Disabled

Max MAC count: a

furrent atatus:

Craated by: LEZP

Link statu=s: g

Cpaeration speed-duplex: 1o00full

Flow control type: Hone

Member Ports: Ethl/11, Ethl/12, Ethl/13,
Consolesd

lacp system-priority

This command configures a port's LACP system priority. Use the no form to
restore the default setting.
Syntax
lacp {actor | partner} system-priority priority
no lacp {actor | partner} system-priority
* actor - The local side an aggregate link.
 partner - The remote side of an aggregate link.
* priority - This priority is used to determine link aggregation group (LAG)
membership, and to identify this device to other switches during LAG
negotiations. (Range: 0-65535)
Default Setting
32768
Command Mode
Interface Configuration (Ethernet)
Command Usage
* Port must be configured with the same system priority to join the same LAG.
» System priority is combined with the switch’s MAC address to form the LAG
identifier. This identifier is used to indicate a specific LAG during LACP
negotiations with other systems.

4-126



» Once the remote side of a link has been established, LACP operational
settings are already in use on that side. Configuring LACP settings for the
partner only applies to its administrative state, not its operational state, and will
only take effect the next time an aggregate link is established with the partner.
Example
Console (config)#interface ethernset 1/5
Console (config-ifi#lacp actor system-priority 3
Console (config-if)#

lacp admin-key (Ethernet Interface)

This command configures a port's LACP administration key. Use the no form to
restore the default setting.
Syntax
lacp {actor | partner} admin-key key
[no] lacp {actor | partner} admin-key
 actor - The local side an aggregate link.
* partner - The remote side of an aggregate link.
* key - The port admin key must be set to the same value for ports that belong to
the same link aggregation group (LAG). (Range: 0-65535)
Default Setting
0
Command Mode
Interface Configuration (Ethernet)
Command Usage
* Ports are only allowed to join the same LAG if (1) the LACP system priority
matches, (2) the LACP port admin key matches, and (3) the LACP port channel
key matches (if configured).
« If the port channel admin key (lacp admin key - Port Channel) is not set when
a channel group is formed (i.e., it has the null value of 0), this key is set to the
same value as the port admin key (lacp admin key - Ethernet Interface) used
by the interfaces that joined the group.
* Once the remote side of a link has been established, LACP operational
settings are already in use on that side. Configuring LACP settings for the
partner only applies to its administrative state, not its operational state, and will
only take effect the next time an aggregate link is established with the partner.
Example

Conzolelconfigl#interface ethernet 1/%
consoleiconfig-ifi#lacp actor admin-key 1z0
Consolejconfig-1if)4

lacp admin-key (Port Channel)
This command configures a port channel's LACP administration key string. Use
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the no form to restore the default setting.

Syntax
lacp {actor | partner} admin-key key
[no] lacp {actor | partner} admin-key
key - The port channel admin key is used to identify a specific link aggregation
group (LAG) during local LACP setup on this switch. (Range: 0-65535)
Default Setting
0
Command Mode
Interface Configuration (Port Channel)
Command Usage
 Ports are only allowed to join the same LAG if (1) the LACP system priority
matches, (2) the LACP port admin key matches, and (3) the LACP port channel
key matches (if configured).
« If the port channel admin key (lacp admin key - Port Channel) is not set when
a channel group is formed (i.e., it has the null value of 0), this key is set to the
same value as the port admin key (lacp admin key - Ethernet Interface) used
by the interfaces that joined the group. Note that when the LAG is no longer
used, the port channel admin key is reset to 0.
Example

Conzole(config)#interface port-channel 1
consoleiconfig-ifi#lacp actor admin-key 2
Consoleiconfig-ifi4
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lacp port-priority

This command configures LACP port priority. Use the no form to restore the
default setting.

Syntax
lacp {actor | partner} port-priority priority
no lacp {actor | partner} port-priority
 actor - The local side an aggregate link.
* partner - The remote side of an aggregate link.
* priority - LACP port priority is used to select a backup link. (Range: 0-65535)
Default Setting
32768
Command Mode
Interface Configuration (Ethernet)
Command Usage
* Setting a lower value indicates a higher effective priority.
* If an active port link goes down, the backup port with the highest priority is
selected to replace the downed link. However, if two or more ports have the
same LACP port priority, the port with the lowest physical port number will be
selected as the backup port.
* Once the remote side of a link has been established, LACP operational
settings are already in use on that side. Configuring LACP settings for the
partner only applies to its administrative state, not its operational state, and will
only take effect the next time an aggregate link is established with the partner.
Example

Console jconfig)#intarface athernat 175
Consoleiconfig-ifl#lacp actor port-pricrity 128

show lacp

This command displays LACP information.
Syntax
show lacp [port-channel] {counters | internal | neighbors | sysid}
* port-channel - Local identifier for a link aggregation group. (Range: 1-4)
e counters - Statistics for LACP protocol messages.
* internal - Configuration settings and operational state for local side.
* neighbors - Configuration settings and operational state for remote side.
* sysid - Summary of system priority and MAC address for all channel groups.
Default Setting
Port Channel: all
Command Mode
Privileged Exec
Example
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Consolef§show 1 lacp counters
Channel group : 1

LACPDU= Sent : Z1
LACPDU=z Receiwved 31 Z1
Marker Sent : 0
Marker Received : 0
LACEFDU=s Unknown Fkta :
_ LARCPDUs Illegal Fkts :

-

il

L

Table 4-45 show lacp counters - display description

Field Description

LACPDUs Sent Number of valid LACPDUSs transmitted from this channel
group.

LACPDUs Number of valid LACPDUSs received on this channel group.

Recerved

Marker Sent

MNumber of valid hMarker PDUs transmitted from this channel
group.

Marker Received

Number of valid Marker PDUs received by this channel
group.

LACPDUs
Unknown Pkts

Number of frames received that either (1) Carry the Slow
Protocols Ethernet Type value, but contain an unknown
PDU, ot (2) are addressed to the Slow Protocols group MAC
Address, but do not carry the Slow Protocols Ethernet Type.

LACPDU:s Illegal
Pkts

Number of frames that carry the Slow Protocols Ethernet
Tvpe value, but contain a badly formed PDU or an illegal
value of Protocol Subtype.
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Conasole#show lacp 1 internal
Channel group : 1
Oper Kay : 4
EAAmin Fey : 0O
Eth 1/1
LACPDUz Internal : 20 sec
LACDP Svestem Priority : 22768
LACP Port Priority : 2327648
Bdmin Kev : 4
Oper Eay : 4
ABdmin State : defaulted, aggregation, long timecut, LACP-activity
Oper State : distributing, ceollecting, synchreonlzation,
aggraegation, leng timeout, LACP-activity

Table 4-46 show lacp internal - display description

Field Description

Ovper Key Current operational value of the key for the aggregation port.
Admin Key Current admunistrative value of the key for the aggregation port.
LACPFDUs MNumber of seconds before invalidating received LACPDU
Internal information.

LACP System | LACP system priority assigned to this port channel.
Pricrty

LACPF Port LACP port priority assigned to this interface within the channel
Pricnty group.
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Table 4-46 show lacp internal - display description (Continued)

Field

Description

Admin State,

Oper State

Administrative or operational values of the actor’s state
parameters:

» Expired — The actor’s receive machine is in the expired state;

* Defaulted — The actor’s receive machine is using defaulted
operational partner information, adnunistratively configured
for the partner.

* Distributing — If false, distribution of ontgoing frames on this
link is disabled; i.e_, distribution is currently disabled and is not
expected to be enabled in the absence of administrative
changes or changes in recewed protocol information.

* Collecting — Collection of incoming frames on this link is
enabled; i.e., collection is currently enabled and is not expected
to be disabled in the absence of administrative changes or
changes in received protocol information.

+ Synchronization — The System considers this link to be
IN_SYNC; ie, 1t has been allocated to the correct Link
Aggregation Group, the group has been associated with a
compatible Aggregator, and the identity of the Link
Aggregation Group 15 consi