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Notices

Federal Communications Commission Statement

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions:

+  This device may not cause harmful interference, and

+ This device must accept any interference received including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interfer-
ence in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance
with manufacturer’s instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will
not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

*  Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

+  Connect the equipment to an outlet on a circuit different from that to
which the receiver is connected.

+  Consult the dealer or an experienced radio/TV technician for help.

Canadian Department of Communications Statement

This digital apparatus does not exceed the Class B limits for radio noise emissions
from digital apparatus set out in the Radio Interference Regulations of the Canadian
Department of Communications.

This class B digital apparatus complies with Canadian ICES-003.
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Chapter 1 - Introduction

1 Introduction

Thank you for buying a GigaX L2 Managed Switch! You may now manage
your LAN (local area network) through a friendly and powerful user inter-
face.

This user manual will show you how to set up the GigaX L2 Managed
Switch, and how to customize its configuration to get the most out of this
product.

1.1 L2 managed switching features

The Asus GigaX2124 provides the following features:
Total 24 * 10/100/1000BASE-T auto-sensing Gigabit Ethernet switching ports
Four small form factor (SFP) Gigabit interface converter (GBIC) slots
Automatic MDI/MDIX support for All ports
Compliant with 802.3z and 802.3ab specifications
802.1D transparent bridge
16K MAC address cache with hardware-assisted aging
Loop back detection
STP/RSTP/MSTP
L2 to L4 Access Control List
IGMP snooping
DHCP client
DHCP snooping
802.3ad link aggregation (trunking), up to 8 trunk groups
Port Mirroring
802.1Q-based tagged VLAN, up to 4096 VLANs
GVRP
LACP
802.1p (COS) tagging
802.3x flow control
8 priority queues per port with port-based priority
Bandwidth control
WRR(Weighted Round Robin)

ASUS GigaX2124 1



Chapter 1 - Introduction

QoS Policy Map

802.1x Authentication

Port Security

RADIUS client

Dynamic VLAN assignment within 802.1x

DoS

SNMP v1, v2, v3

MIB-II

RMON: support 4 groups (1, 2, 3, 9)

NTP

Enterprise MIB for PSU, fan, and system temperature, voltage
Telnet/SSH remote login

TFTP/FTP for firmware update and configuration backup
Cisco Like CLI

Web GUI

LEDs for port link status

LEDs system, redundant power supply (RPS), and fan status

ASUS GigaX2124
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1.2 Conventions used in this manual

1.2.1 Notational conventions
+ Acronyms are defined the first time they appear in the text.

+ The Asus GigaX L2 Managed Switch is simply referred to as “the
switch”.

+ The terms LAN and network are used interchangeably to
refer to a group of Ethernet-connected computers at one site.

1.2.2 Typographical conventions

+ Boldface type text is used for items you select from menus and drop-
down lists, and commands you type when prompted by the program.
These items could either be enclosed in <> (open and close brackets)
or " " (open & close quotations). Boldface type text is also used for
emphasis.

1.2.3 Symbols

This document uses the following icons to call your attention to specific
instructions or explanations.

Note: Provides clarification or non-essential information on
the current topic.

Definition: Explains terms or acronyms that may be
unfamiliar to many readers. These terms are also included
in the Glossary.

) Warning: Provides messages of high importance, including
é messages relating to personal safety or system integrity.

ASUS GigaX2124 3
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2. Getting to know the GigaX2124

2.1 Package contents

Check the following items in your ASUS GigaX2124 package. Contact your retailer if
any item is damaged or missing.

V] GigaX 2124 L2 managed switch

Mac power cord

V] Null modem cable for console interface (DB9)

M Rack installation kit (two brackets with six #6-32 screws)
| USB cable for console interface

™M |nstallation CD-ROM
M User Manual

Figure 1. GigaX L2 managed switch package contents

ASUS GigaX2124
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2.2 Front panel features

The front panel includes LED indicators and system console. LED indicators show the

system, RPS, fan, and port status.

(TTTTT T TrT
LI

||||||||||||

Sonii]

— ——

L oo

—DEEAAAAAAE AT e LD
(jecoascooscog

—(ioEEOocoooEma o m=_
|oooooooooonn £ ==
cconacooocna

—~PRR0PeePReeY

Figure 2. GigaX 2124X Front panel

Table 1: Front panel labels and LEDs

Label Color Status Description
SYSTEM Green On Unit is powered on
Flashing Self-test, INIT, or downloading

Amber On Abnormal temperature or voltage

Off No power
RPS Green On The PSU is working properly and the

switch has a good redundant power
supply.

Amber On The PSU is abnormal and the switch is
powered by RPS.

Off No power at all (system LED is also
off, RPS does not work properly or not
installed (system LED on).

Fan Green On Both fans are working properly.

Amber On Both or either one of the fans stopped.
10/100/1000|Green On Link (RJ-45 or SFP) is present; port is
port status enabled.

Flashing Data is being transmitted/received.
Off No Ethernet link.
Amber On Port is disabled manually
Flashing Port is in block, listening or learning state
of spanning tree
Port is in Shutdown-Violation state of Port
Security
Line protocol shutdown looped-back

ASUS GigaX2124 5
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10/100/1000|Green On 1000Mbps
portspeed  [Amber On 1000Mbps
Off 10Mbps
10/100/1000|Green On Full-duplex mode
port duplex  |Amber On Half-duplex mode
Flashing Collision

2.3 Rear panel features

The switch rear panel contains the ports and power connections.

8- B— a0 Ao e
- = GRZG ORF0
@& & @8
o 2} T
(3 )

Figure 3. Rear panel

&

Table 2: Rear panel labels

\[o) Label Description

1 Power Connects to the supplied power cord
2 RPS Redundant power supply connector
3 FAN1 - FAN2 Replaceable system fans

ASUS GigaX2124
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2.4 Technical specifications

Table 3: Technical specifications

Physical 43.5mm(H) X 444 mm(W) X 322mm(D)
Dimensions

Power Input: 100-240V AC/2.5A 50-60Hz

Consumption: <82 watts

Redundant Input: 100-240V AC/1.8A 50-60Hz

LN\ A Output: 12V DC/12.5A
(RPS)

Environmental Operating Storage
Ranges Temperature -0 to 40°C (32 to|-25-70°C
0
122F) (-40 to 158°F)
Humidity 15 t0 90% 010 95%
Altitude up to 10,000 40,000 ft (12,000m)
ft (3,000m)
Replaceable Dimensions: 40 x 40 x 20 mm
Fans Voltage and Current: 12VDC, 0.13A

Speed: 8200RPM

ASUS GigaX2124
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3 Quick Start

This section provides the basic instructions to set up the GigaX
environment. Refer also to the GigaX212 4 Installation Guide.

Part 1 shows you how to install the GigaX on a flat surface or on a rack.
Part 2 provides instructions to set up the hardware.

Part 3 shows you how to configure basic settings on the GigaX.

Before starting, obtain the following information from your network
administrator:

+ IP address for the switch
» Default gateway for the network

» Network mask for this network

3.1 Part 1: Installing the switch

The switch can be installed either on a flat surface or on a rack.
3.1.1 Installing on a flat surface

The switch should be installed on a flat surface which can support the
weight of the switches and their accessories. Attach four rubber pads on
the four indented circles located at the bottom of the switch. See illustration
below.

O—1 3«

Indented circles 1, 2, 3, & 4.
Attach rubber pads here.

QO—2 4=
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3.1.2 Installing on a rack

1. With the front panel facing out, insert the switch between the rack posts
and align the four mounting holes with that in the equipment rack.

2. Securely fasten the switch to the rack with two screws on each side.

3.2 Part 2: Connecting the hardware

Connect the device to the power outlet, and to your computer and to your
network. Refer to Figure 5 for the overview of the hardware connections.

Console Management

ASUS GigaX2124 9
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3.21 Connect the console port

For console management, use an RS232 (DB9) or a USB cable to connect
the switch. If you want to use WEB interface, connect your PC to the
switch using the Ethernet cable.

3.2.2 Connect to the computers or a LAN

You can use Ethernet cable to connect computers directly to the switch
ports. You can also connect hubs/switches to the switch ports by Ethernet
cables. You can use either the crossover or straight-through Ethernet cable
to connect computers, hubs, or switches.

Use a twisted-pair Category 5 Ethernet cable to connect the 1000BASE-T
- port. Otherwise, the link speed cannot reach 1Gbps.

3.2.3 Attach the RPS module

Connect your RPS module to the RPS jack and ensure the other end of
the RPS is connected to the power cord. Connect to the power cord to a
grounded power outlet.

3.2.4 Attach the power adapter

1. Connect the AC power cord to the POWER receptacle located at the
back of the switch. Plug the other end of the power cord into a wall
outlet or a power strip.

2. Check the front LED indicators. If the LEDs light up as described in
Table 4, the switch is working properly.

Table 4: LED indicators

No LED Description

1 |System Solid green indicates that the device is turned on. If
this light is off, check if the power adapter is attached
to the switch and plugged into a power source.
2 |Switch ports Solid green indicates that the device can communi-
cate with the LAN. If the light is flashing, it indicates

[0 [24] that the device is sending or receiving data from
your LAN computer.
3 |RPS Solid green indicates that the device has success-
fully installed an RPS module.
4 |Fan Solid green indicates that all the fans work properly.

ASUS GigaX2124
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3.3 Part 3: Basic switch settings

After completing the hardware setup, configure the basic settings for your
switch. You can manage the switch either through the:

+ Configuration Manager: The switch has a preinstalled web
application to allow you to manage the switch using Java®-enabled
IE6.0 or higher versions.

+ Command Line Interface (CLI): Use console port to manage the
switch.

3.3.1 Setting up through the console port

1. Use the supplied crossover RS-232 cable to connect to the console port
located at the front of the switch. This port is a male DB-9 connector
implemented as data terminal equipment (DTE) connection. Tighten
the retaining screws on the cable to secure it to the connector. Connect
the other end of the cable to a PC running terminal emulation software
such as Hyper Terminal.

2. Use the supplied USB cable to connect to a PC. You have to install
the USB driver from the switch CD-ROM before the USB can work
properly. The USB drivers will simulate an additional COM port under
Windows ME/2000/XP OS.

3. Follow the steps below in setting up your terminal emulation software:
a) Choose the appropriate serial port number
b) Set the data baud rate to 9600
c) Set the data format to no parity, 8 data bits and 1 stop bit
d) No flow control
e) Set VT100 for emulation mode

4. After setting up the terminal, you can see the prompt “(ASUS) login” on
the terminal.

5. The default user name is “admin”without password.

You can change the password at any time through CLI (see section
5.31). To protect your switch from unauthorized access, you must
change the default password as soon as possible.

ASUS GigaX2124 11
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6. Follow these steps to assign an IP address to the switch:

a)
b)
c)

d)

e)

9)

Type “enable”.
Type “configure terminal”, new prompt is “ASUS(config)#”.
Type “interface vlan 1”, the prompt is “ASUS (config-if)#”.

Type “ip address <your ip address> <your network mask>". For
example, if your switch IP is 192.168.1.1 and the network mask is
255.255.255.0. Then you should type “ip address
192.168.1.1/24".

Type “end”, it will return to previous level with prompt “ASUS#".

Type “write”, the changes will be applied and written to
configuration file.

Type “reboot”.

7. If the switch has to be managed across networks, then a default gate-
way or a static route entry is required. Follow these steps to assign a
default gateway or static route entry to the switch:

a)

b)

d)

e)

9)

12

Entering “ASUS#”

Type “show running-configuration” to view current configuration. If
incorrect route entry has been set, you should type “no
ip route 0.0.0.0/0 192.168.1.254” to remove it.

Type “configure terminal”, new prompt is “ASUS(config)#”.
Type “no ip route 0.0.0.0/0 192.168.1.254” to clear default route.
Type “ip route 0.0.0.0/0 192.168.1.2” to set your default route.

Type “end”
Type “write”.

ASUS GigaX2124
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ASUS login: admin
Password:

ASUSTek GigaX 2124 4.1.05.00.81 Copyright (c) 2007

ASUS> enable

ASUSH configure terminal

ASUS{configl# interface vlan 1

ASUS({config-if)# ip address 192.168.1.1/24

[admin] Install IP address 192.168.1.1/24 succeeded!
ASUS{config-if)# end

ASUSH# configure terminal

ASUS(config)# no ip route 0.0.0.0/0 192.168.1.254
ASUS(config)# ip route 0.0.0.0/0 192.168.1.2
ASUS(config)# end

ASUSH write

Building Configuration ...

Integrated configuration saved as "startup_config’ ok!
ASUSH _

Figure 5. Login and IP setup screen

3.3.2 Setting up thru the Configuration Manager

To successfully connect your PC to the switch, your PC must have a valid
IP in your network. Contact your network administrator to obtain a valid IP
for the switch. If you wish to change the default IP address of the switch,
follow section 3.3.1 to change the IP address.

1.If Java Runtime Environment is not installed on your PC, Your PC will
automatically download and install it. It means that your PC should be
able to reach the web site. If the Internet is not available, you should
prepare it on diskette and install it.

2.From any PC connected to the network that the switch can access,
open your Web browser (Internet Explorer), and type the following
URL in the address/location box, and press <Enter>:

http://192.168.1.1
This is the factory default IP address of the switch.
A default web page appears, as shown in Figure 6.

Then click “ASUS GigaX-Switch Manager”. A login screen appears, as

ASUS GigaX2124 13
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ASUS GigaX 2124

ASTS Gigai-Switch Manager - Support Single Switch Configuration Management.

Help resources

1. Support - Technical Support
2. About - ASTUSTek Corp.

Figure 6. Default web page

Then click “ASUS GigaX-Switch Manager”. A login screen appears, as
shown in Figure 7.

; Entexr Network Password E

Please type your user hame and password.

Site: 192.168.1.1

User Name: | |

Password: | |
‘ OK | | Cancel |

Figure 7. Login Screen

Enter your user name and password, and then click OK to enter the
Configuration Manager. Use the following defaults the first time you log
into this interface:

Default User Name: admin

Default Password: <none>

er will download java applet from the switch and it will take a little time.

/ﬁ You can change the password at any time (see section 6.3.1). The brows-
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3.To setup a new IP address, click “System”, select IP Setup. Fill in the
IP address, network mask and default gateway, then click OK.

4.When the new address is applied to the switch, the browser can no
longer update the switch status windows or retrieve any page. You

need to retype the new IP address in the address/location box, and
press <Enter>, then WEB link returns.

IP Setup '

DHCP Client. disable -
P Address X
NetworkMask 2952652550 |
Default Gateway. M

- oD

Figure 8. IP Setup
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4. Management with the web interface

The switch provides Web pages that allow switch management through
the Internet. The program is designed to work best with Microsoft Internet
Explorer® 6.0, or later versions.

4.1 Login to web user interface

1. From a PC, open your web browser, type the following in the web
address (or location) box, and press <Enter>:

http://192.168.1.1
This is the factory default IP address for the switch.

A default web page appears, as show in Figure 6. Then click “ASUS
GigaX-Switch Manager”, the login screen displays, as shown in Figure 9.

a Enter Network Pazsword

Please type your user name and password.

Site: 192.168.1.1
User Hame:
Password:

OK Cancel

Figure 9. Configuration manager login screen
2. Enter your user name and password, then click .

Use the following defaults the first time you log into the program.
You can change the password at any time through CLI interface (see
section 6.3.1).

Default User Name: admin

Default Password: <none>
ASUS GigaX2124
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The home page appears each time you log into the program. See Figure
10.

1 Home (1System [ZBridge (JSHMP [IFiers (J]Securty () Iraffic Chart [ ]Help
T s T v nE T Eam

Giga) 2124

24 6 0 112 1418 00 22324 20 2 2 M

Welcome to ASUS GigaX s
System LED:

Green The swAlth 1S povier-up and operating normally.
Green blinking.

o

RPS LED:
Green RPS is connected and ready o provideback-up power.
Intemal power supply has falled. RFS ispraviding aower.
o RFS s notinstalled, of d0esnTwork properly.

FAN LED:
Green All fans work propery
On o1Tans doesn T work propery.

Port LEDS (three LEDS for each port):
Port 2ats LED vosirisnimsms i
Gragn

Link is aresent oo s eaakled

Figure 10. Home page

4.2 Functional layout

Typical web page consists of two separate frames. The top frame has a
switch logo and front panel as shown in Figures 11. This frame remains on
the top of the browser window all the times and updates the LED status
periodically or manually by pushing “Auto” or “manual’ bottoms on the
right side. See Table 4 for the LED definitions. See Table 5 for the port
color status description.

24 6 8 1012 8RN 2 TN W

Figure 11. Top frame

Table 5: Port color description

Port Color Description

Green Ethernet link is established
Black No Ethernet link
Amber Link is present but port is disabled manually or by spanning tree
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The menu item as shown in Figure 12 contains all the features available
for switch configuration. These features are grouped into categories, e.g.
System, Bridge, etc. You can click any of these to display a specific con-
figuration page. (Click mouse right button to show popup menu)

{1 Home |_|§ys‘lem |t_]Bmlge | _ISNMP _]Flliers _]Secunty |_Hraffcchart A_[Help
1.3 6 7 0 1 1316 17 10 2113

Spanning Tree
# Link Aggregation Static
LACP

Mirroring Z 4 6 8 10 12 14 16 18 20 22 24 21 32 33
Static Multicast

. IGMP Snooping US GigaX

Traffic Control

Dynamic Addresses
Static Addresses

YLAN Configuration The switch is power-up and operating norm

GARPIGVRP nking: During Self Test, Init or downloading.
QoSICoS The switch detects hardware malfunctions:t
Policy-Map No power.

Policy Attach

Link Aggregation Static

Trunk 1D: |1 bl Protocol |Sla|\c Port Selection Criterion: | sre-mae -

1+ Home

. 3 15 17 19 21

Syst | ow t
- T 111

Physical Interface

Router Reports RELEeR g L 1 2 11 )

Cable Diagnosis Eirnware Upgrade 4 15 18 20 22 24

Bridge
SNMP
Filters
Security
Traffic Chart

Save Configuration

odify Remove Detach All Attach All
Help 3 S

Trunk 1D Fraotocol ‘ Port Criterion | Admin Ports Qper Forls ‘ J

I I

Figure 12. Click menu item
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421

Menu navigation tips

To open a specific configuration page, click the desired menu item.

4.2.2 Commonly used buttons and icons

The following table describes the function for each button and icon used in

the application.

Table 6: Commonly used buttons

Button /Icon Function
Stores any changes made on the current page.
Re-displays the current page with updated statistics or settings.
Modifies the existing configuration in the system, e.g. a static route
or afilter ACL rule and etc.
Clears all input fields and waiting for new settings
New
Add Adds the existing configuration to the system, e.g. a static MAC
address or a firewall ACL rule and efc.
Modify _| Modifies the selected entry
Remove | Deletes the selected item, e.g. a static route or a filter ACL rule and
— |efc.
Query a specific status.
. Query |
Detach All] Detaches the feature from all ports on selection panel
Atiacti AN Attaches the feature to all ports on selection panel
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4.3 System

{1 Home |!j$smmﬁ?u§ridge ISNMP  (JFilters [_)Security [ Traffic Chart [_jHelp
: 1.3 6 7 80 N 13 156 17 18 21 23

Management
IP Setup

Repoot 24 p
Firmware Upgrade 4 6 6 {0 12 14 10 {6 0 32 24 20 22 2
Physical Interface

XSS e (o ASUS GigaX

Cabhle Diagnosis

Save Configuration  3tem LED:

Figure 13. System menu

System page includes Management, IP Setup, Reboot, Firmware Upgrade
and other system related functions.

4.3.1 Management

The Management page contains the following information:
Model Name: product name
MAC Address: switch MAC address
System Name: user assigned name to identify the system (editable)
System Contact (editable)

System Location (editable)

To save any changes and make it effective immediately, click OK. Use
Reload to refresh the settings.

Management

Model Name: Gigax 2124

MAC Address: 0021.24mm01

System Name:  [ASUS ‘

Syslem Contact |(sd@aﬁus com ‘

Syslem Location: |asusTek ‘

- D

Figure 14. Management page
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4.3.2 IP Setup

The IP Setup page contains the following information:
DHCP Client: Enable/Disable DHCP Client for the switch.
IP Address: IP address for the switch
Network Mask: Network mask for this network

Default Gateway: Default gateway for this network

To save any changes and make it effective immediately, click OK. Use
Reload to refresh the settings.

IP Setup

DHCPClen:  |dissble |
IP Addiress: 192.192.1.90

N T
Default Gateway: ’7

Figure 15. IP Setup page

4.3.3 Reboot

The Reboot page contains a Reboot button. Click the button reboots the

system.

E Rebooting the system stops the network traffic and terminates the
Web interface connection.

4.3.4 Firmware Upgrade

The Firmware upgrade page contains the following information:
Hardware Version: Show the hardware revision number.
Boot ROM Version: Show the version of the boot code

Firmware Version: Show the current running firmware version. This
number will be updated after the firmware update.

ASUS GigaX2124

21



Chapter 4 - Configuration Management

Enter the TFTP server IP address and firmware file name. Click Upgrade
to update the switch firmware. For example,
TFTP Server: 192.168.1.155

File Name: Gx2124-4.1.05.00.img

Runtime Status: Displays the following information for each port

Clicking the upload button loads the assigned firmware to the switch,
i then reboot system after a successful firmware update. You have to re-

login to web interface again.

We strongly recommend you to backup “startup-config” before

upgrading.

Upgrading by FTP method only can be used through CLI command.

: Firmware Upgrade and Aulo-Config

Hardwars Version:  GigaX 2124
Boul ROM Version.  4.0.0

Firmvware Version:  4.1.05.00

TFTP Server. 192.160.1.155
File Name: Cx2124-4.1.05.00.img

(Cupload

Figure 16. Firmware Upgrade page
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4.4 Physical Interface

{_J System | (JBridge [_JSNMP [ JFiters (_]Security ] Traffic Chart [_]Help

Management 1 3 & 7 9 11 13 15 17 19 21 23

1P Setup t" .
Reboot =¥
Finmware Uparade 2 4 8 8 10 12 14 16 19 2022 24 21 22 2

«# Physical Interface K .
Router Reports me to ASUS GigaX

Cable Diagnosis

Save Configuration  stem LED:

Figure 17. Physical Interface item

The Physical Interface displays the Ethernet port status in real time. You
can configure the port in following fields in Interface Configuration window:

Port: Select the port to configure

Admin: Disable/enable the port

Mode: Set the speed and duplex mode

Flow Control: Enable/Disable 802.3x flow control mechanism
Switchport Mode: Set port to trunk mode or access mode
Admin port VLAN: Assign the selected port to specific PVID
DHCP-Snoop: enable/disable DHCP snooping function

DHCP-Snooping: assign the selected port to be untrusted or trusted
port
Select the corresponding port number and configure the port setting, then
click Modify. Complete all configure actions, then click OK to make the
settings effective. Click Reload to refresh the settings to current value.

ASUS GigaX2124 23



Chapter 4 - Configuration Management

Physical Interface i

Interface Cnnnguralinntg Runtime Status |

Port Flow Control off -
Admin: | disable |  SwitchportMode: |access -
Mods: | auto w | adminPortvian: [i ~| Hadify
Interface | Agmin | wode | FlowControl | Switchport Mode [ Admin Port VLA
lgigabitethemet1/0/1_|enable _|suto lom trunk i |
themet1/0/2_|enable |auto |off [trunk il
hemet1/03 jenable  |aulo ot trunk i
themet1/0/4 _|enable |auto jof [trunk il
hemet1/0/5_lenable  |aulo lom trunk i
herneHiU6_|enable  |autn loff ltrunk 1
hemel1/0S7_enable |aulo lor trunk i
hermnet/0Jg |enable  |auto loff ltrunk 1
hemel 1103 |enable  |aulo lor lirunk 1
lgigaitethemet 11010 enable|aulo lor ltrunk [t
1
“or—

Ethernet Link: The link is connected or not connected.

Figure 18. Physical Interface -1

STP Status: The STP status

Duplex: The duplex mode

Speed: Link speed

Flow Control: The setting value to enable or disable 802.3x flow
control mechanism

Oper Port VLAN: The PVID of the port

Physical Interface

(Interface Configuration | Runfime Statis [l

Infertace |_Ethernetlink | STPStatus | Duplex | Speed | FlowControl | OperPa
|pigabitethernati/iid notconnacted  |NiA [ I [ 11 |~
|oigabitetnemnetifo2  notcannacted NI |5 (A A i
|vigabitetherneti /D3 notconnscted  |NiA [ru 1A [ha |1
|nigabitethernet! i0i4 notconnected WA [NA NIA |NiA il
|oigabitethernet /05 notconnacted NI 5 T [MA 11
nigatitethemnatiiG  notcornacted  |NIA [hA HiA NI 1

notconnacted  |NiA 2 T s i
notconnacted | NiA [hum I T 1
| notconnzcted  |NIA [NiA |MIA |NIA il
|gigabitcthernet /010 notconnected NI T [hun [ [t
ethemetiiii  notconnected NI i I A 1
notconnected  |NIA rua A [ i
connected [Tarwarding [full 100 Mops __|off "
notconnected  NGA INA |MIA |NIA il
not conncted  |NiA h T [ 11
notconnacted  |NiA A I NIA 1
notconnzcted NI rm [hun | It

noteonnected WA Ty A A

Reload
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Figure 19. Physical Interface -2
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4.5 Router Reports

CISNMP (JFilters []Secwity (] Traffic Chart [_]Help
1 3 6 7 9 11 13 15 17 19 21 23

ZdSystem | ] Bridge
Management
o
IP Setup 23
Reboot 3
Firmware Upgrade 2 4 6 & 10 12 14 16 18 20 22 24 2 2
Physical Interface

-+ Router Reports N me to ASUS GigaX

Cable Diagnosis

Save Configuration  stem LED:

Figure 20. Router Reports item

This page shows all routing information including static and dynamic
learned by routing protocols.

Click Reload to refresh status.

Router Reports

[ Routing Table |

Routing Protocal | Dy i Netmask | Connected via Interface
slatic 0.0.0.0 |0.0.00 192.102.1.254
connected 127.0.0.0 255.0.0.0 o
static 192.168.1.0 |256.265.265.0 192.192.1.92
connecled 192.192.1.0 |255.255.255.0 | wianl
= 0]
Reload

Figure 21. Router Reports
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4.6 Cable Diagnosis

1T Home |3 System | (] Bridge

CISNMP  (JFilters (] Security (] Traffic Chart (] Help

Management E 1.3 6 7 0 11 1315 17 10 112
IF Setup [~ TTT T-T-T-T
& Co N
Firmware Upgrade 2 4 6 9 10 12 14 16 10 20 22 24 21 22 3
Physical Interface i
Router Reports me to ASUS GigaX
# Cable Diagnosis |,
Save Configuration ~ stem LED:

Figure 22. Cable Diagnosis item

To analysis the cabling plant for the common cable problems, such as

open circuits, short circuits

and impedance mismatches.

Interface: Select the interface want to detect.

Click Query to start diagnose.

Cable diagnosis is

A
/ If the cable length is too shorter, the detecting result may have more

error rate.

capable of detecting cable open or short length.

Cable Diagnosis

Interface: ‘g\gabilelhgr\eumnB hl Query

Cable Status Ol

Pair 1 Status:

Pair 2 Status:

Pair 3 Status.

Pair 4 Status.

k, 4 Pairs

Ok,

Ok

Ok,

Ok

Figure 23. Cable Diagnosis
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4.7 Save Configuration

{7 Home |{3ySystem | (JBridge [JSNMP (JFilters []Security (] Traffic Chart []Help

Managemaent 1.3 5§ 7 9 11 13 15 17 19 211
IP Setup 2 2
Reboot 1 i

Firmware Upgrade
Physical Interface
Router Reports
Cable Diagnosis

i 4 6 3 1017 14 16 18 0 33 I4

bme to ASUS Gig

# Save Configuration k tem LED:

Figure 24. Save Configuration item

To save configuration permanently, you have to click Save.

Sometimes you may want to reset the switch configuration, you can click
Reload to reset the configuration file to factory default. Of course, a
system reboot will follow this restoration process.

Z//r— You will lose all the configurations when you choose to restore the
factory default configurations.

+ Save Configuration

Save Configurstion Permanterty  (SEELID

Restore Factory Defaulls ((Restore ]

Figure 25. Save Configuration
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4.8 Bridge

¥ Home [ System |(Bridge \ (JSNMP [“)Fiters []Security () Traffic Chart [_]Help

1 3 8§ 7 9 11 13 15 17 19 2 1

EI‘I‘HH[‘I‘HI’H ]

I 4 0 8 10 12 19 10 18 20 33 24 21 I3 It

Spanning Tree

Link Aggregation Static
LACP

Mirroring

Static Multicast

IGMP Snooping US G‘ ax

Traffic Control
Dynamic Addresses
Slalic Addresses
WLAN Cormiguration

The switch is power-up and operating norr

GARP/GVRP nking: During Self Test, Init or downloading.
Q0SICoS The switch detects hardware malfunclions:
Policy-Map No power.

Policy Altach

Figure 26. Bridge menu

The Bridge page group contains most layer 2 configurations, like link
aggregation, STP, etc.

4.8.1 Spanning tree
The page configures three types of Spanning Tree Protocol.
4.8.1.1 STP Status

The “STP Status” can disable or enable STP. There are three modes STP,
RSTP and MSTP can be enabled. If MSTP is enabled, the following four
attributes are enabled at the same time:

Region Name: An alphanumeric configuration name

Revision: A configuration revision number

Instance ID: A STP instance, you can configure MSTP on your switch
to map multiple VLANSs into a single STP instance.

VLAN Group: A group associates each of the potential 4094 VLANs
to the given instance
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Spanning Tree g
[ sTP Sps [ Current Rants | Bridpe Paramaters [ Port Parameters | RunTime Stalus |
Mode: | MSTP -
Region Name: Revision: [0 (0-65535)
Instance 1D |- ~] vanenos | Hodity
Instance D | VLAN Group | Slale
k Jall Enabled |~
[t - Disabled
|2 Disabled
2 Disablad
4 Disabled
5 Disabled
s Disabled
H Disabled =
0K Reload

Figure 27. Spanning tree — STP Status

4.8.1.2 Current Roots

It shows the information of current root bridge which include

Instance ID

The VLAN group belong to which instance 1D
MAC Address of root bridge

Priority of root bridge

Maximum age of root bridge

Hello timer of root bridge

Forwarding delay timer of root bridge

Path cost of root bridge

Root port of the bridge

ASUS GigaX2124
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( STP Status | Current Rcmlsl.g Bridge Parameters | PortParamelers | RunTime Slatus

Instance|D | VLANGroup | MAC Address |  Priority |

MaxAge | HelloTime | |
1003124712 132768 20

12 1ns|

|

( Reload

Figure 28. Spanning tree — Current Roots

4.8.1.3 Bridge Parameters

The spanning-tree parameters of BPDU transmission can be configured on
this panel:
Priority: The switch priority in the LAN
Max Age: A timeout value to be used by all Bridges in the LAN
Hello Time: The interval of generation of configuration BPDU
Forward Delay: A timeout value to be used by all bridges in the LAN

Transmission Limit: The minimum interval (seconds) between the
transmission of BPDUs

Spanning

(STP Status | CurrentRoots || Bridge Parameters IE Port Paramaters | RunTime Status |
Priority 32768 (0-61440)  Forward Delay: 15 (4-30 sec)
MaxAge: |20 (B-40se)  Transmission Limit: [4 -0
Hello Tirme: |2 (1-10see) Hodify

instancelD | VLANGroup | Prioiity |
3 132768

MaxAge | Hello Time | Forward Delay | Tr]
120 B 15 ]

=0

Figure 29. Spanning tree — Bridge Parameters
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4.8.1.4 Port Parameters

This contains a display window to show the current configuration for each
port. You can select a port then edit it. Click Modify to change the port
setting for spanning-tree. The following fields are available:

Instance ID (MSTP Only): A spanning-tree instance, you can
configure MSTP on your switch to map multiple VLANSs into a single
STP instance.

Path Cost: The valid value is from 1 to 200000000. The higher cost is
more likely to be blocked by STP if a network loop is detected.

Priority: Set the port priority in the switch. Low numeric value
indicates a high priority. The port with lower priority is more likely to be
blocked by STP if a network loop is detected. The valid value is from 0
to 240.

Link Type: by default, the link type is determined from the duplex
mode of the interface: a full-duplex port is considered to have a point-
to-point connection; a half-duplex port is considered to have a shared
connection.

Edge Port: An edge port is the same as a Port Fast-enabled port, and
you should enable it only on ports that connect to a single end station.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

Spanning

("BTP Status | CurtentRoots | Bridge Parameters || Por Parameters gﬁunTimcS[alu:

Instance ID: Path Cost:  |auto w (1~200000000) Link Tvpe: |auto hd
- - e
Priority: 120 (0~240) Edge Port | auto -
_Madify

Interface State Root Cost | Admin Path Cost|  Priority | Admin Link Type [¢ |

gigabitethernet! A1 |discarding 0 |auto 128 auto 44|
|oigabitetherneti 2 |discarding 0 auto 128 auto a
|gigabitethernet1/2/3 | discarding 0 |auta 120 auto a
nigabitetherneil /4 discarding 0 auto 128 auto a
:giuatitetherne'mlﬁ discarding 0 |auta 128 auto
|sigabitethernet1/)/6  discarding 0 auto 128 auto
|gigabitethernei1/)/7 |discarding (] |auto 128 auto
gigabitethernet1 /U8 |discarding 0 [auto 128 auto
igabitethernet /9 | discarding o auto 128 auto
lninahitethernet1 AN discardinn n autn 17R an i'
< »

-

Figure 30. Spanning tree — Port Parameters
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4.8.1.5 Runtime Status

It shows the current status for each port.

panning Tree

["STF Status | CumentRoots | Bridge Farareters | Por Parameters | RunTime Status

aigabitzthemet! /9 | discarding
oigabitathernati /10 discarding
gigabitethemet /U1 1 |discarding
gigabitethemel /12 |discarding
igabilelhemel 1713 Drwarding
4

20000000C 120
20000000C 128
20000000C 1268
20000000C 128
20000 128

Interface | State | Rootcost [ operPathCost | Prioriy | OperLinkTyr |
igabitethemet1 /01| discarding [ 20000000C 1268 3 |=
oigahitethemet 7072 | discarding i 200000000 128
gigabitethemet! /U3 discarding 0 20000000C 126
gigabitethemet! /0/4 | discarding 0 20000000C 128
igabilathemet1 /W5 | discarding U 20000000C 128
gigabitethemet! /U6 |discarding 0 20000000C 128
nigahitathemet! /U7 | discarding [ 200000000 128
igahitethemet! 18 discarding i 200000000 128

(1]
o
[
o
o

(Craiond 3

Figure 31. Spanning tree — RunTime Status
4.8.2 Link aggregation static

The page configures the link aggregation static group (port trunking). The
maximum group is 8 and up to 8 ports per group.

Trunk ID: A number to identify the trunk group

Protocol: Show the state of the link aggregation group. For the page
is static.

Port Selection Criterion: The algorithm to distribute packets among
the ports of the link aggregation group according to source MAC
address, destination MAC address, source and destination MAC
address, source IP address, destination IP address, or source and
destination IP address.

Port: These port icons are listed the same way as on the front panel.
You have to click the icon to select the group members. The port can
be removed from the group by clicking the selected port again.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

You have to check the runtime link speed and duplex mode to make sure
the trunk is physically active. Go to Physical Interface and check the link
mode in the Runtime Status window for the trunk ports. If all the trunk
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members are in the same speed and full duplex mode, then the trunk
group will set up successfully. If one of the members is not in the same
speed or full duplex mode, the trunk will not set correctly. Check the link
partner and change the settings to have the same speed and full duplex
mode for all the members of your trunk group.

/[7

All the ports in the link aggregation group MUST operate in full-
duplex mode at the same speed.

All the ports in the link aggregation group MUST be configured in
auto-negotiation mode or full duplex mode. This configuration will
make the full duplex link possible. If you set the ports in full duplex
force mode, then the link partner MUST have the same setting.
Otherwise the link aggregation could operate abnormally.

All the ports in the link aggregation group MUST have the same
VLAN setting.

All the ports in the link aggregation group are treated as a single
logical link. That is, if any member changes an attribute, the others
will change also. For example, a trunk group consists of port 1 and
2. If the VLAN of port 1 changes, the VLAN of port 2 also changes
with port 1.

Link Aggregation Static

Trunk ID; |1 | Protocor [Static Port Selection Criterion: | sie-mac -|

1 3 5 7 9 1 13 15 17 19 21 23
AAAOAER an
LL L A1 1 L
2 4 6 8 10 12 14 16 18 20 22 24
Add Hodify Remave Detachl Attach All
TrunkiD | Protocol | PorCriterion | Admin Ports ] Oper Potts |
Stalic SIc-mac gi1/0I7 git J0/8

-m

Figure 32. Link aggregation

ASUS GigaX2124 33



Chapter 4 - Configuration Management

4.8.3 LACP

The page configures the LACP group (port trunking) and shows LACP
running information. The maximum group is 8 and up to 8 ports per group.

The first part configures LACP group.

Trunk ID: A number to identify the trunk group

Protocol: Show the state of the link aggregation group. For the page
is LACP.

Port Selection Criterion: The algorithm to distribute packets among
the ports of the link aggregation group according to source MAC
address, destination MAC address, source and destination MAC
address, source IP address, destination IP address, or source and
destination IP address.

Port: These port icons are listed the same way as on the front panel.
You have to click the icon to select the group members. The port can
be removed from the group by clicking the selected port again.

Admin Ports: Show port members the user configured

Oper Ports: Show real operation ports

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

LACP
1 Mnne[g LACP Information | Interface |

TrunkID: |1 - Protocol; LACP Por Selection Criterion sre-dstmac -

1 3 5 7 9 11 13 15 17 19 21 23
AAAAAE GOGA
Tewwww L 1}
2 4 6 8 10 12 14 16 18 20 22 24
Add Modify Remaove Detach ANl Attach ANl
TunkID | Prolocol | PortCriterion | AdminPoris | Oper Ports |
h LACP |src-dstmac gilN 3,911/ 5 gi1/0/13

Figure 33. LACP — mode
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The second part shows LACP running information for each Trunk ID.

LACP e
[ Mode | LAE‘.P\n’DrmaI\nni Interface

[ Trunk 1D [ Actor System Actor Priority | Astoriey | Partner System | Partner Priority |
1 0031 2412 31768 0x19 00312470103 |32768 4]

|

Reload

Figure 34. LACP — LACP Information

The last part shows LACP running information for each operation port
interface.

LACP i
Mode [ LACP Informalion Interface |
24

Trunk ID ‘ Interface | Actor Fort Number | Actor Fort Priority | Pariner Port Number| Partne|
1 gigabitethemet1/0/12 13 128 12 128

1 gigabitethemnet /0i15 15 120 15 128
= L

Figure 35. LACP - Interface
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4.8.4 Mirroring

Mirroring, together with a network traffic analyzer, helps you monitor
network traffics. You can monitor the selected ports for egress or ingress
packets.

Mirror Mode: Enable or disable the mirror function for the selected
group.
Stack ID: Select stack ID. In standalone mode, it is always 1.

Session: Two sessions for selection. Session 1 is for port 1 ~ 12 and
Session 2 is for port 13~24.

Monitor Port: Receive the copies of all the traffics in the selected
mirrored ports.

Port: Select the mirrored port from selection panel. The selected port
can be mirrored for Ingress, Egress or Both of traffic.

«7 The monitor port can not belong to any link aggregation group.

The monitor port can not operate as a normal switch port. It does not
switch packets or do address learning.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

Muror Mode: enable w StacklD: |1 W Session: |2 ¥ Monitor Port |13 v

1 3 5 7 8 1 13 15 17 19 21 23
AGAAAR AAAOEAA
TS Ew COWODWOW
2 4 B 8 10 12 14 16 18 20 22 24
I= Ingrass
E=Egrass
B=Both
Madify Detach All Attach All
Mode Session Monitor Port \ Ingress Port Egress P
enable |t 90/ gil 1006 i 1/0/9,9i1/01 2 a0/, 0i1/0/9,9i1/0/
enable |F] 911703 \gi170r 8,911 701 8,911/0/22 0i1/014,511/0/22
[0 v
oK Reload

Figure 36. Mirroring
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4.8.5 Static Multicast

This page can add multicast addresses into the multicast table. The switch
can hold up to 256 multicast entries. All the ports in the group will forward
the specified multicast packets to other ports in the group.

VLAN: Input the VLAN group, it is VLAN-based feature

MAC Address: Assign the multicast address

Port: Select the port from selection panel. Or select an existing group

address from list panel to display

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

Static Multicast P

VLANID: 1 - MAC Address: I0100.5e10.1010
1 3 5 7 9 1 13 15 17 19 21 23
EEOES
L LA} veeew
2 4 6 8 10 12 14 16 18 20 22 24
_Add_| Modify Remave DetachAll Attach All
VLAND | Mac Address [ Inferface
u 0100.5e101010 'qﬂfﬂlﬁgl”ﬂlﬁ,gmﬂﬂI]‘QI‘UDMI,g\1iDlI 40,
[(Reload }

Figure 37. Static Multicast
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4.8.6 IGMP snooping

IGMP snooping helps reduce the multicast traffics on the network by allow-
ing the IGMP snooping function to be turned on or off.

The first part provides the following settings.

Enable IGMP Snooping: Globally enable IGMP snooping in all
existing VLAN interfaces. By default, IGMP snooping is globally
disabled on the switch. When globally enabled or disabled, it is also
enabled or disabled in all existing VLAN interfaces.

If global snooping is disabled, you cannot enable VLAN snooping. If global
snhooping is enabled, you can enable or disable VLAN snooping.

Last Member Query Interval: Without Immediate Leave, when
the switch receives an IGMP leave message from a subscriber on
a receiver port, it sends out an IGMP query on that port and waits
for IGMP group membership reports. If no reports are received in a
configured time period, the receiver port is removed from multicast
group membership.

The second part provides the following settings.

Status: If global snooping is enabled, you can enable or disable
VLAN snooping.

Immediate leave: When you enable IGMP Immediate-Leave
processing, the switch immediately removes a port when it detects

an IGMP version 2 leave message on that port. You should use the
Immediate-Leave feature only when there is a single host present on
every port in the VLAN. Immediate Leave is supported with only IGMP
version 2 hosts.

(However, if the static entries occupy all 256 spaces, the IGMP snoop does
not work normally. The switch only allows 256-layer 2 multicast groups.)

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.
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IGMP Snooping

[ Sefting | Mutticast Group |

¥ Enatile IGMP Snooping :

LastMernber Query Interval (10~100): [100 | centiseconds

Status: enablag -

Immediate Leave: |disabled Modify
VLANID | Stalus | Immediate Leave |
In enabled disabled -
12 enabled disabled
E] enabled disabled
4 enabled disabled
15 enabled disabled
|8 enabled disabled
7 enabled disabled
8 enahled diszbled -
ok

Figure 38. IGMP Snooping — Setting

Multicast Group shows all multicast group information, including static

configured and dynamic learned.

IGMP Snooping

Sefting [ Mull
MacAddress | WLANID Tyoe | Potls | |
0100.5e000001 |1 Omamic  gi1/Li24
0100.5e10.1010 1 Static QinT-12
0100.5e7fffa 1 Dmamic gi1/0i24
0100580000 1 Omamic o724
=

Figure 39. IGMP Snooping — Multicast Group
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4.8.7 Traffic control

Traffic control prevents the switch bandwidth from flooding packets includ-
ing broadcast packets, multicast packets and the unicast packets because
of destination address lookup failure. The limit number is a threshold to
limit the total number of the checked type packets. For example, if broad-
cast and multicast are enabled, the total traffic amount for those two types
will not exceed the limit value.

Broadcast: Choose disable or input a number for rate limit of
broadcast packets

Multicast: Choose disable or input a number for rate limit of multicast
packets

Destination Lookup Failure: Choose disable or input a number for
rate limit of destination lookup failure packets

Selects an interface and assigns desirable settings, then click Modify.

Click OK to make the settings effective. Click Reload to refresh the set-
tings to current value.

Traffic Control

Broadcast

disable] j (Rate Limit 1-262143 pisisec)
Multicast disable ﬂ {Rate Limit 1-2621 43 pkia/sec)

Destination Lookup Failure: (4096 ﬂ (Rate Limit 1-262143 pkisisec) | Modify

Interface I Broadcast [ Mulficast I Deslination Lookup Failure
|gigabitethemet! 01 disable disable 4096 =
gigabilelnemetifoz_ |disable disable 4098
|sigabitethemet /03 disable disahle 14096
|gigabitethemat1e  disable disable 4096
igabitethemet 0/ disable disable 4096
|sigabitelhemet1/0/B |disable disable 4098
gigabitethemet 07 disable disable 4096
|sigabitathemet1/0/8|disable disable 4096
|sipabitethemetij0  |disable disable 4096
[gigabitethemetl 10 |disable disable 4096
[pigahitethemet1 011 |disable disable 4098
igabitelnemst1/0/12 disable disable 4096
igabitethemet /013 disable disable 4096
|sigabitetemet1/0f4 | disable disable 4096
|sigabitsthemeti0M5 _|disable disable 4096 -

MHE ldicanl A s ANOE =
0K (Reload

Figure 40. Traffic Control
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4.8.8 Dynamic addresses

This page displays the result of dynamic MAC address lookup by port,
VLAN ID, or specified MAC address. The dynamic address is the MAC
address learned by switch, it will age out from the address table if the
address is not learned again during the age time. User can set the age
time by entering a valid number from 10 to 1,000,000 in seconds. Click
OK to make the settings effective. Click Reload to refresh the settings to
current value.

You can look up MAC addresses by checking the port, VLAN ID, or/and
MAC address, then click Query. The address window will display the result
of the query.

Dynamic Addresses

¥ Pont gigabitethernet! Jr24 -

[ VLAN ID |1-~3000)
[] MAC Address Query
Desfination Adcress VLAN ID | Destination Port ]

00024492 belc
[0013.d497924¢c
[D031.1 21401
{0050.bf1 ¢.f06d
{0010.b549.13a4
{0013.d40b.8d70
{0000.2392.0791
{0090.c¢27.2df9
0010.b556.dbab

oI /024 -
oit /0124
cit /0124
oit /024
cil/0i24
oit /024
Gi /0124
oIt /024
Gil/0i24 -

Age Setting
Aging Time: 300 (10~1000000 seconds)

-»

Figure 41. Dynamic Addresses

4.8.9 Static addresses

You can add a MAC address into the switch address table. The MAC ad-
dress added by this way will not age out from the address table. We call it
static address.

MAC Address: Enter the MAC address
VLAN ID: Enter the VLAN ID that the MAC belongs
Stack ID: Select stack ID. In standalone mode, it is always 1.

Port Selection: Select the port, which the MAC belongs
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Click Add when you create a new static MAC address by the above infor-
mation. Then you will see the new added entry shows in the address win-
dow. You can remove the existed address by selecting the entry with the

mouse, then click Remove. The Modify button updates the existed MAC
address entries. Click OK to make the settings effective. Click Reload to

refresh the settings to current value.

Static Addresses
MAC Address: nginooionoin VLAN ID: 1 h
Stack ID: 1 - |
Port Selection f v Add | Modify Remove
D ion Address | VLANID | D Port
001000100010 1 o106
0K  Reload

Figure 42. Static Addresses

4.8.10 VLAN Configuration

You can set up to 3000 VLAN groups and show VLAN group in this
page. VLANT1 is a default VLAN, which is created by system. It cannot be
removed at all. This feature prevents the switch from malfunctions. You
can remove any existed VLAN except the VLAN1.

You can assign the port to be a tagged port or an untagged port by toggling
the port button. There are three types of button in port selection panel:
“P” type: Set the port default VLAN ID. If a port receives untagged
packets, these packets will be considered as the default VLAN group.

“U” type: Untagged port that will remove VLAN tags from the
transmitted packets.

“T” type: All packets transmitted from this port will be tagged.

“blank” type: This port is not a member of the VLAN group.
If one untagged port belongs to two or more VLAN groups at the same
time, it will confuse the switch and cause flooding traffics. To prevent it, the
switch only allows one untagged port belongs to one VLAN at the same
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time.

If you want to assign an untagged port from one VLAN to another, you
have to remove it from the original VLAN, or change it to be tagged in the
original VLAN first.

VLAN ID: this field requires user to enter the VLAN ID when a new
VLAN is created

Name: this field requires user to assign a name for the VLAN

If you want to add a new VLAN group, must click New first. After
configuring settings, click Add.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

- VLAN Configuration

VLAN ID{1~3000): 2 ‘ Name: ‘vz |
P:PVID  UdUntagged T:Tagged
1 3 5 7 9 1 13 15 17 18 21 23
AOBOAR AAAS
YEWSWU OwwOww
2 4 6 8 10 12 14 16 18 20 22 24
Hew Add Modify Remove Detach All Attach All
VIANID | WiANMame || wiANStus | TaggedPors | Untaggec Poris
1 VLANT stalic 9i17001-13,gi1 /0415
2 W2 |static gD 2-13,g1/0/1... [0i1/0/3,911/07 gi1 /0.

Figure 43. VLAN Configuration
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4.8.11 GVRP

Generic Attribute Registration Protocol (GARP) VLAN Registration Protocol
(GVRP) is an application defined in the IEEE 802.1Q standard that allows
for the control of VLANSs.

GVRP will run only on 802.1Q trunk ports and is used primarily to prune
traffic from VLANs that does not need to be passed between trunking
switches. There are some parameters to configure GVRP:

GVRP Enable: By default GVRP is not enabled for the switch. You
must first enable GVRP on the switch before you can configure the
802.1Q ports for GVRP operation.

Port Mode: Enables/Disables GVRP on the individual 802.1Q trunk
port. GVRP must be configured on both sides of the trunk to work
correctly.

Registration: By default GVRP ports are in normal registration mode.
These ports use GVRP join messages from neighboring switches to
prune the VLANSs running across the 802.1Q trunk link. If the device
on the other side is not capable of sending GVRP messages, or if you
do not want to allow the switch to prune any of the VLANS, use the
fixed mode. Fixed mode ports will forward for all VLANSs that exist in
the switch database. Ports in forbidden mode forward only for VLAN
1.

Click OK to make the settings effective. Click Reload to refresh the

settings to current value.

- GARP/GVRP P

il
GVRP r\lodei GARP Timer

[l GVRP Enable

Port Mode disable ¥ Registration: | forbidden v Madify

Interface | s | Registrafion
gigabitethernet1/0/1 _ |enabla normal =
oigabitethernet10/2_|enakle fixed

pigabitethernet1/0/2 |disable forbiddan
igabitethernet1/0/4  |disable  normal
gigabitethernet? 10/5 disable nomal

gigabitethernei1J0/E  |disable nomal

aigabitethernet1/0/7  |disable narmal

igabitethernet110/8 | cisable normal

gigabitethernet1/0/8  |disable narmal

gigabitethernet1/0/10_|cisable normal

oigabitethernet1/0/11  |disable narmal

gigabitethernet1/0/12 _|disable normal ‘
pigabitethernet1i0/13 |disable nomal

ninahitethemet1i014 disahle namal =l

ok

Figure 44. GVRP Mode
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Edit the following attributes as needed:

Joint Timer: Set value in centiseconds.
Leave Timer: Set value in centiseconds.

LeaveAll Timer: Set value in centiseconds.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

GARP/GVRP
GVRP Mode || GARP Timer E
&
JoinTimer. [20 Leave Tmer. [60 Leavedl Timer.  [1000
Modify
Interface | JoinTimer  Hold Timer | Leave Timer| Leaveall Timer |

netljon |20 10 60 1000
nigabitethemetimz_ 20 10 60 [To0n
sigabitetheret1/03 20 10 60 1000
slgabitethemet1ol 20 10 60 1000
gigabitethernet /s 120 10 60 1000
o srnetiiE |20 10 (] 1000
sigabitethermneti 07 20 10 60 [1000
slgabitethernet1/oB 20 10 60 1000
sigabitethemeti/oE 20 10 60 J{GL]
sigabitethernet 020 10 60 1000
sigabitethemet 1120 10 60 [1000
glgabitethernetjonz 120 10 60 1000
gigabitetherneti 013 |20 10 60 1000
sigabitethermetimind 20 10 60 1000
s nettons5 20 10 60 1000

slgabitethemet 10620 10 60 |1000 =
o

Figure 45. GARP Timer
4.8.12 QoS and CoS

4.8.12.1 802.1p Priority

Eight egress queues on all switch ports. These queues can either be
configured with the Weighted Round Robin (WRR) scheduling algorithm or
configured with one queue as a strict priority queue and the other queues
for WRR. The strict priority queue must be empty before the other queues
are serviced. You can use the strict priority queue for mission-critical and
time-sensitive traffic. There are three options:

First Come First Service: The first come frame has the highest
priority

High Priority First: Packet’s priority depends on its CoS value
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Weighted Round Robin (WRR): If WRR scheduling algorithm is
enabled, the ratio of the weights is the ratio of frequency in which the
WRR scheduler de-queues packets from each queue.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

QoS/CoS

((8021p Primilv[g CoS Queue Mapping | QoS Bandwidih |

O First Come First Sanvice
O High Priority First

® Weighled Round Robin

Queuz D WveightValue<1-10= QueueID WeightValue<1-10>

1 5

-

6

]

7

NN

2
3
4

8

-

- D

Figure 46. 802.1p Priority

4.8.12.2 CoS queue mapping

The switch supports eight egress queues for each port with a strict priority
scheduler. That is, each CoS value can map into one of the eight queues.
The queue eight has the highest priority to transmit the packets. Click
OK to make the settings effective. Click Reload to refresh the settings to
current value.

The CoS values range from 0 for low priority to 7 for high priority.
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QoS/CoS
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Figure 47. CoS Queue Mapping
4.8.12.3 QoS Bandwidth

Some VLAN tag related field settings for each port are included in this
page. It includes:

Port: Select a port from list window to configure

Ingress Bandwidth: Maximum ingress bandwidth for selected port

Default CoS: Every untagged packet received from this port will be
assigned to this CoS value in the VLAN tagged

Click Modify to change the content in the port list window. Click OK to
make the settings effective. Click Reload to refresh the settings to current
value.
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RoS/CoS 1
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Figure 48. QoS Bandwidth

4.8.13 Policy Map

Policy Map offers the capability that user can change the priority of
incoming, transmitting packets and dropping packets when over-loading.

4.8.13.1 Policy Map Setting

Give a name for policy map set then click Add. Click OK to save the
configuration permanently or Reload to refresh the page. Please click OK
before editing the rules of the policy set.

Click Edit a policy map set to select the set you want to edit or remove.
Second, click Remove to enter the rule setting page, or click to remove
the map set. You have to follow the rules to make a valid policy map set.

Policy Map
Policy Map Name: __Add Remove
Policy-Map Nama Service Pors.
p1 nona 1

- D «@

Figure 49. Policy Map Set
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Provide four criteria and three take actions for rule setting:

Match Criterion: Chose one of IP DSCP with range, IP Precedence
with range, ACL name with an exist filter access-list, None for criteria.

Profile Action: Chose one of Police Drop, Police High-Drop, None

for action.

In-Profile Action: Chose Cos Override with COS value, Mark IP
SCP, Mark IP Precedence or None to take action on incoming

packets.

Out-Profile Action: Choose Drop, IP DSCP or None for transmitting

packets and also can set Rate and Burst Size.

Policy Name: Class Name: a

Match criterion:
2 1P DSCP
Range <0-63= list (6., 1,3 5-7), maximum 8 valuzs
@ IP Precedence

Range <0-7> list (e.9.;1,3,5-7), maimurn Bvalues

® ACL Name MAC access-list (. ¥
@ None
Add ) _"Iu:ll'y Remove
ClassName | Malch Crilerion | Profile Acion | In-Profle Ingress Rate(
ja |MAC access-list (mac) - \mark|P DSCP (0) B4 |

=T

——

ok Reload

Figure 50. Policy Map Class

4.8.13.2 Policy Attach

A policy map set is idle if you did not attach it to any port. Use the Policy

Attach page to attach a filter set to ingress ports.

Chose an exist policy map set, then click ports want to apply.

Click OK to make the settings effective. Click Reload to refresh the

settings to current value.
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Policy Attach s
Policy Map Name: | g1 - DetachAll Attach All

A= Seice Altach

11 13 15 17 19 21 23

Figure 51. Policy Attach

4.9 SNMP

1 Home (]System [(Z1Bridge | _ySNMPp (JFiters (]Security (] Traffic Chart (] Help

S Community Host Table s N 11517 AB

. Eiga 21 é:‘;f;;mg

2 4 6 8 10 12 14 16 18 20 22 24 N nn 2z

Figure 52. SNMP menu
This group offers the SNMP configuration including Community Table, Host
Table, and Trap Setting.
491 Community Host Table

You can type host IP addresses with different community names and
specify whether the community has the privilege to do set action (ro — read
only, rw — read and write) by selecting the Type. Click OK to make the
settings effective. Click Reload to refresh the settings to current value.
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HostIP Address Community Type
0.0.0.0 [pukne ] now
127.0.0.1 [private ] ’miv
| [e~]
| | [~
[ | [ ]
[ | e ~]
\ | (o ]
\ | o

(0K  Reload

Figure 53. Community Host Table
4.9.2 Trap Setting

By setting trap destination IP addresses and community hames, you can
enable SNMP trap function to send trap packets in different versions (v1 or
v2).

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

Trap Version Destination IP Addrass Community for Trap
4 [192.1921.82 abe
[z~ [192.192.1.254 test
o [
Wow [
Wow [
o [
vow [
Mo [
C ok  Reload

Figure 54. Trap Setting
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4.9.3 SNMPv3 VGU Table

There’re two articles presenting the new security features defined
by SNMPv3. The User-based Security Model (USM), which provides
authentication, encryption, and decryption of SNMPv3 packets. The View-
based Access Control Model (VACM), which provides access control. The
followings are three related pages. Click OK to make the settings effective.
Click Reload to refresh the settings to current value.

4.9.3.1 Views
VACM View is used to view the information of SNMPV3 VACM Group.

View Name: Enter the security group name.

View Subtree: Enter the View Subtree that the View belongs. The
Subtree is the Oid to match the Oid in the SNMPv3 message. The
match is good when the subtree is shorter than the Oid in the SNMPv3
message.

View Type: Chose the View Type that the View belongs. Included
or Excluded when View Subtree matches the Oid in the SNMPv3
message.

Click Add when you create a new VACM View entry by the above
information. Then you will see the new added entry shows in the view
window. You can remove the existed views by selecting the entry with the
mouse, then click Remove. The Modify button updates the existed VACM
View entries. Click OK to make the settings effective. Click Reload to
refresh the settings to current value.
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- SNIPv3 VGU Table ity

views | Groups | Users |

View Name
View Bubtree iso - Add
View Type: included v Modify
Remove
View Name Subiree(0ID) I Type
] 1351211 ncluded
-am o

Figure 55. SNMPv3 VGU Table - Views
4.9.3.2 Groups

VACM Group is used to configure the information of SNMPV3 VACM
Group.

Group Name: Enter the security group name.

Security Model: Chose the Security Model Name that the Group
belongs. Any is suitable for v1, v2, v3. USM is SNMPv3 related.

Security level: Chose the Security level Name that the Group
belongs. Only NoAuthNoPriv, AuthNopriv, AuthPriv can be chosen.

Read View Name: Chose the Read View Name that the Group
belongs. The related SNMP messages are Get,GetNext,GetBulk.

Write View Name: Chose the Write View Name that the Group
belongs. The related SNMP message is Set.

Notify View Name: Chose the Notify View Name that the Group

belongs. The related SNMP messages are Trap,Report.
Click Add when you create a new VACM group entry by the above
information. Then you will see the new added entry shows in the group
window. You can remove the existed group by selecting the entry with the
mouse, then click Remove. The Modify button updates the existed VACM
Group entries. Click OK to make the settings effective. Click Reload to
refresh the settings to current value.
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- SNMPv3 VGU Table

[“Views | Groups | Users

Group Name:  [aroup? Read View.  |none
Security Model.  |v3 ¥ Wrile View | none v Add

SecurityLevel:. | authnopriv oty View: ‘nune' Modify

Ramove

Group Name | Security Mocel | Securily Level Read View Write View | NotifyView |
groupl w3 auth w3 3 w3

- o

Figure 56. SNMPv3 VGU - Groups
4.9.3.2 Users
USM User is used to configure the information of SNMPV3 USM User.

User Name: User name of a specific security group
Group Name: Chose the security group name

Security level: Chose the Security level Name that the Group
belongs. Only NoAuthNoPriv, AuthNopriv, AuthPriv can be chosen.

Auth Algorithm: Chose the Auth Protocol that SNMP User and
Security Group belong. Only MD5, SHA can be chosen.

Auth Password: Enter the password that the Auth Protocol belongs.
The password needs at least 8 characters or digits.

Priv Algorithm: Chose the Priv Protocol that SNMP User and
Security Group belong. Only DES can be chosen.

Priv Password: Enter the password that the Priv Protocol belongs.
The password needs at least 8 characters or digits.

Click Add when you create a new USM User entry by the above
information. Then you will see the new added entry shows in the User
window. You can remove the existed User by selecting the entry with the
mouse, then click Remove. The button updates the existed USM User
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entries. Click OK to make the settings effective. Click Reload to refresh
the settings to current value.

SNMPv3 VGU Table t—‘
[ Views | Groups ‘WE

UserName:  [asus GroupName: | groupl w | SecurityLevel: |authprv =
Auth Algorithm: | MDS w | AuthPassword | Add
Priv Algorithm: | DES | PrivPassworg: [rees Madify
Kemave
UserMame | Group Name | Aulf [ Private Algorithm

asus groupl MD5 DES

a»

Figure 57. SNMPv3 VGU - Users
4.10 Filters

& Home _JSystem [“Bridge (] SNMP | _yFilters | (] Security (] Traffic Chart ] Help
= T FilterSer |9 1 13 16 17 1o a1 ;8

Filler Attach

2 4 6 8 1012 1416 18 20 22 24 2 2 2
Figure 58. Filters menu

The switch can filter certain traffic types according to packet header
information from Layer 2 to Layer 4. Each filter set includes a couple of
rules. You have to attach the filter set to certain ports to make the filter
work.

4.10.1 Filter set

The switch defines two modes of rules, one is MAC mode and the other is
IP mode. Only the same mode of rules can bundle together to form a filter
set. Each mode has different fields to configure. For example, you can use
IP mode rule to filter FTP packets.

You can check the MAC Filter and give a Name then add it. You also can
check the IP Filter and give an ID/Name. The difference between IP Filter
Standard and IP Filter Extended is Extended mode can set more complex
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rules. After setting filter mode and name, click Add.

Click OK to save the configuration permanently or Reload to refresh the
page. Please click OK before editing the rules of the filter set.

Click a filter set to select the set you want to edit or remove. Second, click
Edit to enter the rule page, or click Reload to remove the filter set. You
have to follow the rules to make a valid filter set.

One set consists of a type of rules. The rules having the same fields to
filter packets belong to one type. For example, two rules filter packets with
two destination IP addresses, they are the same type. But a rule filtering
source IP address does not belong to the same type.

The count of rule types is not unlimited. Turn on some special switch
functions may decrease the count. If no free type is available, the system
will show warning message and the rule will not be set.

Filter Set
® MAC Fillter, Marme: ’ami Add
T IP Filter Standard, 1DMName: ] Remove

(1~88|1300~1999) IP standard access list (expanded range)

O IP Filter EXtended, IDMame:
(100~199]2000~2699) IP extenced access list (expanded range)

FiteriDiName | FitterType | IngressPorts |
fabe. mac rule |

- D @

Figure 59. Filter Set

The Filter Rule page provides options for rule modes, one is MAC rule and
the other is IP rule. In MAC rule, users can set MAC address, VLAN ID and
COS value. If you did not enter the MAC address in the blank box, it means
the rule don’t care the MAC value. In IP rule setup, you can enter any of
the 5 types: source IP, destination IP, protocol, source application port
and destination application port. The protocol filed offers TCP, UDP, ICMP
and Any for selection. The Action field determines if the packet should be
dropped or forwarding when it matches the rule. If a packet matches two
rules with different action, the packet will follow the rule showed first in the
rule list.
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- Filter Rule
Filter IDMame: | | Rule Mode: [MAC Rule -
Action: |Permit -
Source MAC ........ Destination MAC ........
Type: Submet - Type: Any -

MAC: 0000.0000.0001 MAC:

Wiidcard: (1000,0000.0000 Wildcard:

VLANID: ,27 cos: "7
— =

Enress Bart:

Add Modity Remove

| Source Destinaticn Srewildcard DstWildeard | Vian ID|  CoS Action
any ary any fary 13 Pi

armit

any
|0000.0000.0001 [any 0000.0000.0000 [any 2 H Permit

I ]
- T

Figure 60. Filter rule in MAC mode

Filter Rule
Filter IDMame: Rule Made: IP Rule (Extended)
Protocot: ICMP - Action: Deny -
SowrcelP........... DestinationIP...........
Type: | Subnet - Type: | Subnet -
P: 101012 1P: 1010410
Wildcard{0.0.0.0 Wildcard:0.0.0.255
Source Port.......... DestinationPort.......... L
Type: A - Type: Ay - =
Add _Modify | Remove
SrcIP DsiIP Srcwildcard I DsMildcard Src Port DstPort | ICH
10.101.2 10101.0 |0.0.0.0 10.0.0.255 - - B
EN >

Figure 61. Filter rule in IP mode
Two examples tell us about how to use Wildcard and IP to represent IP
host or IP group:
1. Assign a dedicated IP, Type = subnet, IP = 10.10.1.2, Wildcard =
0.0.0.0

2. Assign a subnet (a group of IP), Type = subnet, IP = 10.10.1.0,
Wildcard = 0.0.0.255
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4.10.2 Filter Attach
A filter set is idle if you did not attach it to any ingress port. Use the Filter
Attach page to attach a filter set to ingress ports.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

To attach a filter set to ports:

Filter ID/Name: Select a filter name or ID.
Attach to all ports: The filter set applies to all the ports of the system
Attach to certain ports: Specify the ingress ports to be applied

Detach from all ports: Remove all the filters from the attached ports

«77  You may not detach certain ports after issuing an “Attach All”
/ command. If you wish to detach ports, use the “Detach All”
C command.

Once the filter set is attached to the ingress ports, it will filter the packets
according to the ingress port and the packet fields in the rules. For
example, a set with a single rule to filter out destination MAC address
00:10:20:30:40:50 is attached to ingress port 3. A packet with destination
MAC 00:10:20:30:40:50 from port 3 is not permitted.

- Filter Attach Pr
Filter ID/Narme: | abc MAC) - Detaeh All Attach All
I=Ingress
1 3 5 7 9 11 13 15 17 19 21 23
AAAODASE AODEAAAE
2 4 03 1) (1111}
2 4 B 8 10 12 14 16 18 20 22 24

0K (Raload

Figure 62. Filter Attach
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4.11 Security

© Home ()System (JBridge CJSNMP [JFillers Ius._zmity\ (] Traffic Chart (] Help
NSUs P 15 potAccess Control  FL3
" . Dial-in User

RADIUS
2 4  PortConfiguration k224 20 2 2
| Port Status

Welcome to A Secure MAC Address _

Figure 63. Security menu

The switch supports the 802.1x port-based security feature. Only
authorized hosts are allowed to access the switch port. Traffic will be
blocked from unauthenticated host. Authentication can be provided via a
RADIUS server or the local database in the switch.

The switch also supports dynamic VALN assignment through 802.1x
authentication process. The VLAN information for the users/ports should
be configured in the authentication server properly before enabling this
feature.

4.11.1 Port Access Control

Port Access Control is used to configure various 802.1x parameters.
802.1x uses either RADIUS server or local database to authenticate port
users.

The first part is the Bridge (Global) settings:

System-Auth-Control: Check it to enable the authentication

Authentication Method: RADIUS or Local database can be used to
authenticate the port user.

The second part is the port settings. Please click Modify when you’re done
with the modifications:
Port: Specify which port to configure from port list window.

Host Mode: If multi-host, ALL hosts connected to the selected
port are allowed to use the port if ONE of the hosts passed the
authentication. If single-host, only ONE host is allowed to use the port.
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Authentication Control: If force-authorized is selected, the selected
port is forced authorized. Thus, traffic from all hosts is allowed to
pass. Otherwise, if force-unauthorized is selected, the selected port is
blocked and no traffic can go through. If auto is selected, the behavior
of the selected port is controlled by 802.1x protocol. All ports should
be set to Auto under normal conditions.

Reauthentication: Once enabled, the switch will try to authenticate
the port user again when the re-authentication time is up.

ReAuthentication Time: If Reauthentication is enabled, this is the
time period the switch uses to re-send authentication request to the
port user (see above).

Quiet Period: If authentication failed, the switch waits upon this time
period before sending another authentication request to the port user.

Guest Vlan: Specify a guest VLAN to clients that are not 802.1x-
capable.

Click OK to make the settings effective. Click Modify to refresh the
settings to current value.

Port Access Control i

[ System-autn-Control Ruthentication Metnad: | Ratius -

Port Setting .

Port [atgabitatramarinz | Auhaatication Cortrol: [fautn -

Host Mode: single-host - Reauthenticaicn disable -
ReAuthenlication Time: 3600 | (135535 Sec.  QuistPeriod 60 (1-B5535) Sec
GuestVian [sisabie ~| w3000
Hosify
Interface | Status | Hosthode | AuthCr | Reduth |ReAutnTime| QuiskPerios] Guestvian
gl pabitethemett 0N authorizee single-nost force-auhorized digale 3600 30 disable &
wabitethemetl 072 authorizec single-host lorce-aulhorized  disable (3600 50 disable
[T [E] autnorizec s E] -aut 3600 50 disatle
[T 7 autnorizec 3600 50 ldisatie
witnorizee 3600 50 ais abie
authorizec 3600 50 [disable
authorize e 3600 0 ldisable
authorizec force. o 3600 50 s able
aulhorizee single-host force-authorized disable 3600 30 dissble  |=
»

=

Figure 64. Port Access Control
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4.11.2 Dial-in User

Dial-in User is used to define users in the local database of the switch.

User Name: New user name.
Password: Password for the new user.
Confirm Password: Enter the password again.

Vlan ID: Specify the VLAN ID assigned to the 802.1x-authenticated
clients.

Please click Add to add the new user. Click Modify when you’re done with
the modifications. Click Remove when you want to remove the selected

user.

Click OK to make the settings effective. Click Reload to refresh the

settings to current value.

Dial-in User

UszerName: test

Passward [ Add
connmm Pagssword: |~ Modity
Vian 1D 10 (1-3000)  [Remave
UserName I Password [ wanip |
test — 10

13  Reload

Figure 65. Dial-in user
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4.11.3 RADIUS

In order to use external RADIUS server, the following parameters are
required to be setup:

Authentication Primary/Secondary Server IP: The IP address of
the primary/secondary RADIUS server.

Authentication Primary/Secondary Server Port: The port number
for the primary/secondary RADIUS server is listening to.

Authentication Primary/Secondary Server Key: The key is used for
communications between GigaX and the primary/secondary RADIUS
server.

Confirm Authentication Key: Re-type the key entered above.

47  The VLAN of the RADIUS server connected to the switch must be
/ the same as the VLAN of the system management interface.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

S

Authenlication Primary-Server IP: ‘WI 192141

Authentication Primary-Server Port \ISIE

Authentication Primary-Server Key: \

Confirm Authentication Key: —

Authenlication Secondary-Server [P, \I‘H 1921132
Authentication Secondary-Server Port: [1812
Authenlicalion Secondary-Server Key: [
Canfirm Authentication Key [
o

Figure 66. RADIUS
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4.11.4 Port Security

The switch also supports port security feature. It enables a system’s
administrator to control who can connect to their network. You can use
the port security feature to restrict input to an interface by limiting and
identifying MAC addressed of the stations allowed to access the port.
When you assign secure MAC addresses to a secure port, the port does
not forward with source addresses outside the group of defined addresses.
This decreases the possibility that a non-authorized device can use our
network for malicious purposes.

4.11.4.1 Port Configuration

The page is used to configure port security configuration.

First, you must select a port by clicking it from the following table. Then,
begin to set the port configuration. Click Modify when setting done with
the modifications:

Admin: Enable or disable port security feature.

Violation Mode: It decides the port behavior when security violation
happens. If shutdown is selected, the port becomes blocking state
and system logs a syslog message, and increments the violation
counter. If restrict is selected, a syslog message is logged, and the
violation counter increments. If protect is selected, you are not notified
that a security violation has occurred.

Max MAC Address: The maximum number of secure MAC addresses
on this port. It is between 1 and 256 and the total number in the
system is 1024.

Aging Time: The aging time for this port. After the expiration of

the time, the corresponding dynamic secure MAC address will be
removed from secure MAC address table. The valid range is 0 to
1440 (min). If the time is equal to 0, the aging mechanism is disabled
for this port.

Aging Type: The aging type determines the action when the secure
MAC addresses are aged out. If absolute is selected, the secure
addresses on the port are deleted after the specified aging time. If
inactivity is selected, the secure addresses in the port are deleted only
if there is no data traffic from the secure source MAC address for the
specified time period.
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Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

Port Configuration

Port }wnhileﬂu!lmﬂ.llﬂ | Admin disable -
Violation Mode; | shutdown v| Max MAC Address. 10 (1~256)
Aging Time: u (0~1440 min Aging Tyoe: absolute - Modify
Port | admin [ ViolationMode | AgingTime | AgingTyne | MaxMAC Addr |
|sigabitethernstt/0/1 |disable shutdown 0 absolutz 1 =
cigabitethernat1/0/2 disable shutdown 0 absolutz 1
|cigabitethernat1/0r3 |disable shutdown o [absoluts 10
cigabitethernat1/04 disable shutdown 0 absoluts 1
cigabitelhemat1/i/5 disable shutdown o absoluts 1
|igabitethernat!/0f6 |disable shutdown 0 absolutz 1
|gi net1/0/7 |disable shutdown 0] absoluls 1
|gigabit 11/0/8 |disable shutdown 0 absolutz 1
cigabitethernat1/0/8 disable shutdown ] absolutz 1
nigabitethernat1/0/1 0 disable shutdown o absolute 1
170711 disable shutdown o absoluta 1
o ematj0/1 2 disable shutdown o absolute 1
cigabitethernat1/0/1 3 disable shutdown 0 absolute 1 =

-y

Figure 67. Port Configuration
4.11.4.2 Port Status
This page shows the current port status, MAC address counts, static MAC
address counts, and violation count.
Port has five statuses:
NoOper: This indicates port security on the port is configured to
disabled.
SecureUp: This indicates port security is operational.

SecureDown: This indicates port security is not operational. This
happens when port security is configured to be enabled but could
not be enabled due to certain reasons such as conflict with other
features.

Restrict: This indicates that the port occurs port security violation
when the violation mode is restrict.

Shutdown: This indicates that the port is shutdown due to port
security violation when the violation mode is shutdown.
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When some port status is shutdown, you can click it and select Re-Start
to Yes. It will restart the port and change status to SecureUp. Please click
Modify when you’re done with the modification.

Click OK to make the settings effective. Click Reload to refresh the
settings to current value.

: Port Status
Port gigabitethernet10/10 ‘ Re-Etart: ‘ND v Modify
[ Stais | Re-tat | TotaMacAddrCount | StaticMacAddrCount| ViolationGount | |
no operation Mo o [~

2_no operation Mo
no operation Mo
no operation Mo
no operation Mo
no operaon_No
7 _Ino operation Mo

igabitethemet1/0/8 |no operation |No
gigabitethemet1 /9 _no operation |No
gigabitethemet1/0f10no operation N
oipabitethemet! /11 |no operation |Na
gigabitethemet1/0/12|ne operation |Na

jigabilsthemel1/0/13/no operation Mo
emet1 /14 no operation Mo
et1/0/15 no operation Mo
nemet1/0/16no operation No
emet1 oA 7 |ne operaion_No
emet1/0418 no operation No

cococooooocoooocoae
clo oo oooocooooooaoo
clocjolo ooloolaooooooooo

Lo

Figure 68. Port Status
4.11.4.3 Secure MAC Address
Secure MAC Address offers three functions for user management:
Query: You can select a port by Port Selection field. After click Query

button, it will show all MAC addresses on this port.

Add: User can select some port by Port Selection field, and input a
MAC address to add on MAC Address field. After push Add button,
the MAC address will add on the selected port and the type of the
MAC is static.

Remove: You can use Query function to display all the MAC
addresses on some port. Selecting a MAC from list and pushing
Remove button, it will be removed immediately.
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Secure MAC Address

@
MAC Address: | Port Selection: ‘g\gdﬂlzlhemei”ﬂf?d -

(" pdd
Port [ wp WAC [ Type | Remainage |

[glpabiletemeti 024 |1 OC11.0827.8e16 __ Dynamiz NI a
|gigabitethemetl 1 0002824 8572 Dynamic NiA

|gigabiiethemen mi24 1 0011.2233.4404  Dyhamic N

|aigsbitethemet1 /0724 |1 0090.cc27.2608 Dynamic NiA

gigabitethemet 0724 |1 0002a11£.8¢3c  Dynamic NiA

|gigabitethemeti i |1 00e0.1801.06db  Dynamic A

gigabitethemet 0724 |1 00e0.4c30.0002  Dynamic NiA

|gigabitethemeti 024 |1 00e0106e.53ch  Dynamic MiA

gigsbitethemeti 0724 |1 0002.447¢.61fa Dynami HiA

|gigebitethemet1 0724 |1 0011.2/03.2ed8 Dynarnic MiA

|aigabitethemeti o724 |1 000c 66,2508 Dynamic. NiA

|gigabitethemett 0724 |1 0011.2233.4456  Dynamic NiA

|gigabitethemet1 0724 |1 0C10b356.dbab  Dynamic NiA

|gigabitethemeti /24 |1 001731328154 Dynamic NiA

gigabitethemeti 0724 |1 0C90.1122.3308 Dynamic INiA B

Cunent Total Securz MAC Addresses on port
Cunent Total Secura MAC Addresses in System
Max Secure MAC Addrasses limit in Systemn 1024

Figure 69. Secure MAC Address
4.12 Traffic Chart

Traffic Comparison Chart
Error Group Chart
History Chart

2 4 6 8 10 12 14 16 18 20 22 24 21 22 2

Figure 70.Traffic Chart menu

The Statistics Chart pages provide network flow in different charts. You can
specify the period time to refresh the chart and monitor the network traffic
amount in different graphic chart by these pages. Most MIB-II counters are
displayed in these charts.

Select Auto Refresh or Refresh Rate to set the period for retrieving
new data from the switch. You can differentiate the statistics or ports by
selecting Color. Finally, click Draw to let the browser to draw the graphic
chart continuously. Each new Draw action will reset the statistics display.

4.12.1 Traffic Comparison Chart

This page shows the one statistics item for all the ports in one graphic
chart. Specify the statistics item to display and click Draw, the browser will
show the update data and refresh the graphic periodically.

ASUS GigaX2124
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Traffic Comparison Chart

StackID: 1 -

Statistics: [1msound octet rate -
Auto Fefresh; | 10 Seconds -

Color: lm

Inbound Octet Rate

Figure 71. Traffic Comparison Chart

4.12.2 Error Group Chart

After selecting the Port Selection and display Color, click Draw. The
statistics window shows all the discards or error counts for the specified

port. The data is updated periodically.

Error Group

Stack ID: 1 -
ForlSelection. | aigabitethemet irize =
Refresh Rate 5 Seconds -

Error Group Statistics

Figure 72. Error Group Chart

ASUS GigaX2124
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4.12.3 Historical Status Chart

You can display information for different ports and statistics items in this
chart. Since this shows the history of the statistics information, the line
chart keeps the old data even it is refreshed.

Historical Status Chart

Stack |0 | - Pon I Colar
—_— algabitethernetl /024 |Light Red
Statistics: Inkound Cctets - gigabitethemeti /013 [Light Blue
— ————— itethametl /06 [Light Green
AutoRefresn: | 5 Seconds -
Port gigabitethemet Jors -
Color Orange -
Add Remowve Draw

Inbound Octets

Figure 73. Historical Status Chart
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5. Console interface

This chapter describes how to use console interface to configure the
switch. The switch provides RS232 and USB connectors to connect your
PC. Use a terminal emulator on your PC such as HyperTerminal and
command line interpreter to configure the switch. You have to set up the
terminal emulator with baud rate 9600, 8 bit data, no parity, and 1 stop bit,
and no flow control.

Once you enter CLI mode, type “?” will display all available command
help messages. This is very useful when you are not familiar with the CLI
commands. All the CLI commands are case sensitive.

5.1 Power On Self Test

POST is executing during the system booting time. It tests system
memory, LED and hardware chips on the switchboard. It displays system
information as the result of system test and initialization. You can ignore
the information until the prompt, “ASUS login:” appears.

ASUS login: admin
Password:

ASUSTek GigaX 2124 4.1.05.00.01 Copyright (c) 2007
ASUS> enable

ASUSH
Figure 74. CLI interface

5.1.1 Boot ROM command mode

During the POST process, you can enter a “Boot ROM Command” mode
by pressing <ENTER> key. Enter the “?” key to show the help messages
for all available commands.

, Although the commands are helpful in some situation, we
/ STRONGLY suggest users not to use them if you don’t know the
command function.
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A0S-Boot 4.6.0; Built @ Jul 9 2007 - 17:18:44

HUHHNNNMMHHNNU*GHHHHNNHM||HHNN"*#HHNMHHMNH“N'NNHH“HNNN"HHH*NNNH%HHNNHUHﬂHNNlIlf
Holrune to Glga}( 2124 Switch Product by RSUS Computer, Tnc.

Tai Tai
HIIIIIIHHHIIIHIHHHII#HHIIIIIIHHI'IIIIHHHHII#HHHIN##HHHHH#IIHHHHHIIHHHIIIIIIN#HHHHHIIIIHHHIIHIIHHHIII#
SDRAM: 64 MB [ PASS |

FLASH: 8.5 HB [ PASS 1
SWITCH: Giga® 2124 Swilching Fabric [ PASS 1

Base Address ...... ... .. ... i Bx /c010000

Status ......... ... PRSS

Description .. .. ... GH2124-4.1.05.00-rootfs
Si2@ .omsiecssmmasssrmErcsepmassssmonas s messi s mes s 0IAESNS Bytas

Built crocsccsmusssesumessesmegioss s 230?/07/13151&30
Checksum .. ... ... . .. Ax6F20fbe6

Hit Any Key to Enter Command Mode: @
[RSUST:

Figure 75. Boot ROM command mode

5.1.2 Boot ROM commands

The followings are two types of boot ROM commands,

+ “command” : The current settings will be displayed.

+ “command” with new setting
Table 7: Boot ROM Commands

Command Parameters Usage Notes
baudrate Baud Rate (9600 You have to set up the
19200 terminal emulator with the
38400 same baud rate to make
57600 the work
115200
ethaddr none none get MAC address
gatewayip _|Ip address XXX XXX XXX XXX get gateway IP address
go none none boot firmware IP address
? or help none none print online help
ipaddr IP_address XXX XXX XXX XXX set tftp client IP address
xload none none load binary file over serial
line (X modem)
ping host XXX XXX XXX XXX send ICMP ECHO_
REQUEST to network host
pwd none none reset switch password
serverip IP address XXX XXX XXX XXX set tftp server IP address
slot slot 1,2, auto select boot slot to boot
titpboot filename Example: firmware.img load image via network using
TFTP protocol
version none none show Boot ROM version

The current setting will be replaced by specified new setting.
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5.2 Login and logout

To enter the CLI mode, you have to give a valid user name and password.
As the first time login, you can enter “admin” as the user name (without
password). For security reason, please change the user name and
password after login. Once you forget the use name and password, you
may contact ASUS support team or restore the default user account in the
Boot ROM Command mode — “pwd”. If you take the second choice, the
default user “admin” will be restored.

You type “exit” to leave the CLI mode safely. This action allows you to
secure the CLI mode. The next user has to do login again with authorized
user name and password.

5.3 CLI commands

The switch provides CLI commands for all managed functions. The
command uses are listed in the categories as the WEB management
interface. This way, you can follow the instructions and set up the switch
correctly as easily as using WEB interface to configure the switch.

y, Always use “?” to get the available commands list and help.
/ Always use “end” to get back to the root directory (enable mode).

5.3.1 User account

5.3.1.1 Add user
Add a new user or modify an existing user’s password.

CLI Syntax: add user user-name password
Example: ASUS# configure terminal
ASUS(config)# user add admin 123
5.3.1.2 Delete user

Delete an existing user.

CLI Syntax: delete user user-name
Example: ASUS# configure terminal

ASUS(config)# user delete admin
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5.3.2 Backup and Restore

5.3.2.1 Backup start-up configuration file

Backup the start-up configuration file “startup_config” of the switch to
TFTP/FTP server.

CLI Syntax: copy startup-config tftp: UAL

Example: ASUS# copy startup-config tftp: 792.768.8.56/backup.cfy
CLI Syntax: copy startup-config ftp: [Username:Password @JURL
Example: ASUS# copy startup-config ftp: asus. 1234@192.168.8.56/

backup.cfg
5.3.2.2 Restore start-up configuration file

Restore the start-up configuration file “startup_config” of the switch from
TFTP/FTP server.

CLI Syntax: copy tftp: UAL startup-config
Example: ASUS# copy tftp: 792.768. 1.2/backup.cfg startup-config
CLI Syntax: copy ftp: /Username.Password @JURL startup-config

Example:ASUS# copy ftp: asus:1234@192.168.1.2/backup.cfg
startup-config

5.3.3 System Management Configuration

5.3.3.1 enable
Entering enable mode and turn on privileged mode command.

CLI Syntax: enable
Example: ASUS> enable
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5.3.3.2 disable
Turn off privileged mode and back to user mode.

CLI Syntax: disable
Example: ASUS# disable

5.3.3.3 Firmware upgrade
Upgrade new firmware into switch through TFTP/FTP.

CLI Syntax: archive download-sw /overwrite tftp: URL

Example: ASUS# archive download-sw /overwrite tftp: 792.768. 1.3/
firmware.img

CLI Syntax: archive download-sw /overwrite ftp: /Username.
Password @JURL

Example: ASUS# archive download-sw /overwrite ftp:
asus@1234.:192.168. 1.3/firmware.img

5.3.3.4 configure terminal

After entering enable mode, use the command to enter configure mode.

CLI Syntax: configure terminal
Example: ASUS# configure terminal
5.3.3.5 end

This command let user end current mode and down to enable mode.

CLI Syntax: end
Example: ASUS# end
5.3.3.6 exit

This command let user exit current mode and down to previous mode.

CLI Syntax: exit
Example: ASUS# exit
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5.3.3.7 Help
This command lists all of the command of the operation mode.

CLI Syntax: list
Example: ASUS# list

Example: ASUS# ?
5.3.3.8 Host name
Display the given name of the switch. This is an RFC-1213 defined MIB

object in System Group, and provides administrative information on the
managed node.

CLI Syntax: hostname HOSTNAME

Example: (config)# hostname Switch
If you put a name in the name description field, the switch system name
changes to the new one.

5.3.3.9 System Contact

Display the detail information of contact about the switch. This is an
RFC-1213 defined MIB object in System Group, and provides contact
information on the managed node.

CLI Syntax: snmp-server contact string
Example: (config)# snmp-server contact fae @loop.com.tw

If you put the contact description in the contact description field, the switch
contact will change to the new one.

5.3.3.10 System Location

Display the physical location of the switch. This is an RFC-1213 defined
MIB object in System Group, and provides the location information on the
managed node.

CLI Syntax: snmp-server location string
Example: (config)# snmp-server location Loop-Taipei

Typing in the location description field to change the location.
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Switchll configure terminal

Switch(config}# hostname Switch

Switch{config)# snmp-server contact my_contact_information
Switch(config)# snmp-server location enterprise building Bl
Switch{config)#

Figure 76. SYS commands
5.3.3.11IP Address and Network Mask

Set the IP address for the switch. This IP address is used for manageable
purpose, i.e.; network applications such as, http server, SNMP server, tftp
server, ssh and telnet server of the switch are all using this IP address in
interface vlan1.

CLI Syntax: ip address A.B.C.D/M
Example: (config)# interface vian 1

(config-if)# ip address 192.168.20.121/24
5.3.3.12 Default Gateway

Set the IP address of the default gateway. This field is necessary if the
switch network contains one or more routers.

CLI Syntax: ip route A.B.C.D/M (A.B.C.DIINTERFACE)
Example: (config)# ip route 0.0.0.0/0 192.168.1.2

5.3.3.13 reboot

Use this command to reboot the system.
CLI Syntax: reboot
Example: ASUS# reboot

5.3.3.14 reload default-config file

Use this command to copy the default-config file to replace the current one.
To make the default-config work, the switch must run reboot command.

CLI Syntax: reload default-config file
Example: ASUS# reload default-config file
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5.3.3.15 show running-config

Show running-config file.
CLI Syntax: show running-config

Example: ASUS# show running-config

5.3.3.16 write

Use the command to write configuration to the file.
CLI Syntax: write
Example: ASUS# write

5.3.3.17 Assign a new user account

Add a user, which is named tony and its password is tony123456
CLI Syntax: user add USERNAME PASSWORD
Example: (config)# user add tony tony123456

5.3.3.18 Delete a user account

Delete a user account, which is named tony.
CLI Syntax: user delete USERNAME

Example: (config)#user delete tony

5.3.4 Physical interface commands

5.3.4.1 Interface mode

Use the auto-negotiation configuration command on the switch to set auto-
negotiation status of the port.

CLI Syntax: auto-negotiation
Example: (config)# interface gi1/0/2
(config-if)# auto-negotiation

This example shows how to use the auto-negotiation configuration
command on the switch to enable auto-negotiation mode.
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5.3.4.2 Interface duplex

Use the duplex configuration command on the switch to set duplex status
of the port.

CLI Syntax: duplex (full | half)
Example: (config)# interface gi1/0/2
(config-if)# duplex full
This example shows how to use the duplex configuration command on the
switch to set full-duplex on the interface.

5.3.4.3 Interface flow control

Use the flow control configuration command on the switch to set flow
control status of the port.

CLI Syntax: flowcontrol (rx | tx | both)
Example: (config)# interface gi1/0/2
(config-if)# flowcontrol both

This example shows how to use the flow control configuration command
on the switch to set flow control both on.

5.3.4.4 Show L2 interface

Use the show interface command on the switch to show interface status.
CLI Syntax: show interfaces IFNAME
Example: ASUS# show interface gi1/0/2

5.3.5 IP interface

5.3.5.1 show vlan name string

Use the show vlan user EXEC command to display the parameters for all
configured VLANs or one VLAN (if the VLAN ID or name is specified) on
the switch.

CLI Syntax: show vlan name VLANNAME
Example: ASUS# show vlan name VLANT1
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477  Thevlan1 is for system purpose, for example, for firmware upgrade,
/ management, and so on.

5.3.5.2 Create a vlan entry

Use the vlan vid command to create vlan entry on the switch. Use the
name string command to create vlan entry with string on the switch.

CLI Syntax: vlan ID
Example: (config)# vlan 3

(config-vlan)# name vian3

5.3.5.3 interface vilan VLAN-ID

This command changes the operation to vlan interface command mode.
CLI Syntax: interface vlan VLAN-ID

Example: interface vian 1

5.3.5.4 ip address

This command sets the ip address for indicated interface.
CLI Syntax: ip address A.B.C.D/M
Example: (config-if)# ip address 192.168.20.121/24

5.3.5.5 ip dhcp client

This command set system interface to get ip via dhcp server.
CLI Syntax: ip dhcp client
Example: (config-if)# ip dhcp client

47  Itwon’t show the interface name. Please keep in mind, which you are
/ configuring.
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5.3.6 Spanning Tree

5.3.6.1 show spanning-tree summary

Show spanning-tree active.
CLI Syntax: show spanning-tree summary
Example: ASUS# show spanning-tree summary

5.3.6.2 spanning-tree enable and disable

Enable/Disable the spanning tree.
CLI Syntax: spanning-tree (enable | disable)

Example: (config)# spanning-tree disable

5.3.7 Link Aggregation

5.3.7.1 trunk aggregation group

Use the aggregation-link trunk group configuration command on the switch

to configure trunk aggregation group.
CLI Syntax: aggregation-link group <1-8> IFLIST
Example: (config)# aggregation-link group 1 gi1/0/1-3

5.3.7.2 trunk load balancing

Use the aggregation-link trunk group configuration command on the switch
to configure trunk load balancing by using source-based or destination-

based forwarding methods.

CLI Syntax: aggregation-link group <1-8> load-balance (src-mac |
dst-mac | src-dst-mac | src-ip | dst-ip | src-dst-ip)

Example: ASUS# aggregation-link group 1 load-balance src-mac
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5.3.7.3 show aggregation-link trunk

Show aggregation-link trunk status.
CLI Syntax: show aggregation-link group GROUPID
Example: ASUS# show aggregation-link group 1

5.3.8 LACP

5.3.8.1 lacp aggregation-link trunk

This command sets the Link Aggregation Control Protocol (LACP)
operation add/set for the trunk group ports on the switch.

CLI Syntax: lacp aggregation-link group <1-8> (add | set) IFLIST
Example: ASUS# lacp aggregation-link group1 add gi1/0/1-3

5.3.8.2 no lacp aggregation-link trunk

This command sets the Link Aggregation Control Protocol (LACP)
operation disable for the trunk group ports on the switch.

CLI Syntax: no lacp aggregation-link group <1-8>
Example: ASUS# no lacp aggregation-link group 1

5.3.8.3 lacp system-priority

This command sets the system priority for the Link Aggregation Control
Protocol (LACP) on the switch.

CLI Syntax: lacp system-priority <1-65535>
Example: (config)# lacp system-priority 20000

5.3.9 Mirroring

5.3.9.1 mirror

This command mirrors the source interface list traffic to the destination
interface. The mirror type support received traffic, Transmitted traffic, or
both.
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CLI Syntax: mirror session <1-2> source IFLIST (both | rx | tx)
mirror session <1-2> destination IFNAME
Example: (config)# mirror session 1 source gi1/0/1-4 both

(config)# mirror session 1 destination gi1/0/5
5.3.9.2 show mirror

To show current mirror features.
CLI Syntax: Show mirror session

Example: ASUS# show mirror session
5.3.9.3 no mirror

This command disables the mirror function.
CLI Syntax: no mirror session <1-2>

Example: (config)# no mirror session 1
5.3.9.4 no mirror source IFLIST

This command resets the source interfaces’ received or transmitted traffic.
CLI Syntax: no mirror session <1-2> source IFLIST

Example: (config)# no mirror session 1 source gi1/0/1-2

5.3.10 Static Multicast

5.3.10.1 mac-address-table multicast

Use the mac-address-table multicast configuration command on the switch
to add multicast static addresses to the MAC address table.

CLI Syntax: mac-address-table multicast MACADDR VLANID IFLIST
Example: (config)# mac-address-table multicast 0100.5e11.1111 2

5.3.10.2 no mac-address-table multicast

Use the no mac-address-table multicast configuration command on the
switch to remove multicast static port to the MAC address table.
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CLI Syntax: no mac-address-table multicast MACADDR VLANID
IFLIST

Example: (config)# no mac-address-table multicast 0100.5e11.1111 2
gi1/0/1-3

5.3.10.3 show mac-address-table multicast

User executes the command to display the Layer 2 multicast entries for
all VLANs. Use the command in privileged EXEC mode to display specific
multicast entries.

CLI Syntax: show mac-address-table multicast

Example: ASUS# show mac-address-table multicast

5.3.11 IGMP Snooping

5.3.11.1 ip igmp snooping

This command sets the IGMP snooping function enabled globally.
CLI Syntax: ip igmp snooping
Example: (config)# ip igmp snooping

5.3.11.2 interval time

This command sets the interval time for the IGMP queries sent by switch.
CLI Syntax: ip igmp snooping last-member-query-interval TIMEVALUE

Example: (config)# ip igmp snooping last-member-query-interval 100

5.3.12 DHCP Snooping

5.3.12.1 ip dhcp snooping

This command sets the DHCP snooping function enabled globally.
CLI Syntax: ip dhcp snooping
Example: (config)# ip dhcp snooping
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5.3.12.2 ip dhcp snooping vian VLANLIST

This command sets the VLAN groups enabled for DHCP snooping.
CLI Syntax: ip dhcp snooping vian VLANLIST
Example: (config)# ip dhcp snooping vlan 1, 4, 5-100

5.3.123 ip dhcp snooping trust

This command sets the interface as the DHCP snooping trusted port.
CLI Syntax: ip dhcp snooping trust
Example: (config-if)# ip dhcp snooping trust

5.3.124 show ip dhcp snooping binding

This command displays the DHCP snooping binding information.
CLI Syntax: show ip dhcp snooping binding
Example: (config)# show ip dhcp snooping binding

5.3.13 Traffic Control

5.3.13.1 storm-control

Use the storm-control configuration command on the switch to set the limit

rate of the port’s total bandwidth used by broadcast/dIf/multicast.
CLI Syntax: storm-control (broadcast | dif | multicast) LIMIT_RATE
Example: (config)# interface gi1/0/1

(config-if)# storm-control broadcast 25

5.3.13.2 no storm-control

Use the no storm-control configuration command on the switch to disable

the limit rate of the port’s total bandwidth used by broadcast/dIf/multicast.
CLI Syntax: no storm-control (broadcast | dif | multicast)
Example: (config)# interface gi1/0/1

(config-if)# no storm-control broadcast
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5.3.13.3 show storm-control

Use the show storm-control configuration command on the switch to show
the limit rate of the port’s total bandwidth used by broadcast/dIf/multicast.
CLI Syntax: show storm-control (broadcast | dif | multicast)

Example: ASUS# show storm-control broadcast

5.3.14 Dynamic Addresses

5.3.14.1 clear dynamic mac-address
Use the command on the switch to clear dynamic L2 MAC addresses in
the database.

CLI Syntax: clear mac-address-table dynamic mac MACADDR

Example: (config)# clear mac-address-table dynamic mac
0000.1111.2222

5.3.14.2 aging time

Use the mac-address-table aging-time configuration command on the
switch stack or on a standalone switch to set the length of time that a
dynamic entry remains in the MAC address table after the entry is used or
updated.

The real aging-time is the triple of the command input radix number.

CLI Syntax: mac-address-table aging-time <10-1000000>

Example: (config)# mac-address-table aging-time 100
This example shows how to configure the mac-address-table aging-time to
300 seconds.

5.3.14.3 no aging time

Reset the age timer of the mac-address-table.
CLI Syntax: no mac-address-table aging-time

Example: (config)# no mac-address-table aging-time
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5.3.14.4 show mac-address-table aging-time

CLI Syntax: show mac-address-table aging-time

Example: ASUS# show mac-address-table aging-time

5.3.15 Static Addresses

5.3.15.1 add static mac-address

You can add a MAC address into the switch address table. The MAC
address added by this way will not age out from the address table. We call
it static address.

CLI Syntax: mac-address-table static MACADDR VLANID IFNAME
Example: (config)# mac-address-table static 0000.1111.2222 1 gi1/0/2

5.3.15.2 show mac-address-table

It shows static and dynamic mac-address.
CLI Syntax: show mac-address-table

Example: ASUS# show mac-address-table

5.3.16 VLAN

5.3.16.1 show vlan name string

Use the show vlan user EXEC command to display the parameters for all
configured VLANs or one VLAN (if the VLAN ID or name is specified) on
the switch.

CLI Syntax: show vlan name VLANNAME
Example: ASUS# show vlan name VLANT

5.3.16.2 vilan ID

Use the vlan vid command to create vlan entry on the switch.
CLI Syntax: vlan ID

Example: (config)# vian 2
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5.3.16.3 name VLANNAME

Use the command to create vlan entry with VLANNAME on the switch.
CLI Syntax: name VLANNAME
Example: (config)# vlan 2

(config-vlan)# name VLAN2
5.3.16.4 access vian

Set access mode characteristics of all interfaces and Set Virtual LAN.
CLI Syntax: switchport access vlan <1-3000>
Example: (config)# interface gi1/0/2

(config-if)# switchport access vlan 1
5.3.16.5 allowed VLANs

Use the switchport trunk allowed vlan configuration command on the
switch to add or remove the allowed VLANs that can receive and send
traffic on this interface in tagged format when in trunking mode

CLI Syntax: switchport trunk allowed vlan (add | remove) VLANLIST
Example: (config)# interface gi1/0/2

(config-if)# switchport trunk allowed vlan add 1-10

5.3.17 GVRP

5.3.171 clear gvrp statistics

Use the clear gvrp statistics configuration command on the switch to clear
all the GVRP statistics information on one or all interfaces.

CLI Syntax: clear gvrp statistics [[FNAME]
Example: ASUS# clear gvrp statistics gi1/0/2

5.3.17.2 gvrp mode

This command sets the GVRP feature globally enable or disable on the
switch.
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CLI Syntax: gvrp (enable | disable)

Example: (config)# gvrp enable
5.3.173 show gvrp configuration

Show gvrp configuration IFNAME status.
CLI Syntax: show gvrp interface [IFNAME]
Example: ASUS# show gvrp interface gi1/0/1

5.3.17.4 show gvrp statistics

Show gvrp statistics IFNAME status.
CLI Syntax: show gvrp statistics [[FNAME]
Example: ASUS# show gvrp statistics gi1/0/1

5.3.18 CoS/QoS

5.3.18.1 queue cos-map

Use the queue cos-map configuration command on the switch to set which
Cos queue a given priority should map into.

CLI Syntax: cos cos-map PRIORITY QUEUE

Example: (config)# cos cos-map 3 3

5.3.18.2 show queue cos-map

This command shows Cos queue and priority mapping information.
CLI Syntax: show cos cos-map

Example: ASUS# show cos cos-map

5.3.18.3 cos policy

This command sets cos policy for processing incoming packets.
CLI Syntax: cos policy (fifo | strict | wrr-queue)

Example: (config)# cos policy fifo
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5.3.184 show cos policy

This command shows the cos policy.
CLI Syntax: show cos policy
Example: ASUS# show cos policy

5.3.18.5 gos ingress bandwidth

This command used to set the Qos bandwidth informational parameter for
the incoming packets.

CLI Syntax: qos ingress bandwidth LIMITRATE
Example: (config)# interface gi1/0/2
(config-if)# qos ingress bandwidth 64

5.3.18.6 qos egress bandwidth

This command used to set the Qos bandwidth informational parameter for
the transmitting packets.

CLI Syntax: qos egress bandwidth LIMITRATE
Example: (config)# interface gi1/0/2
(config-if)}# qos engress bandwidth 64

5.3.19 Policy Map

Policy Map offers the capability that user can change the priority of
incoming packets, transmitting packets and dropping packets when over-
loading.

5.3.191 policy-map

This command defines a policy-map set using a name, and enter policy-
map configuration mode.

CLI Syntax: policy-map POLICYMAP
Example: (config)# policy-map policy1

5.3.19.2 class
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This command defines a policy-map class using a name, and enter policy-
map-class configuration mode.

CLI Syntax: class CLASSMAP

Example: (config-pmap)# class a

5.3.19.3 match

This command set the match criteria.

CLI Syntax: match (access-group ACLNAME | ip dscp DSCPLIST | jp
precedence IPPRECEDENCES)

Example: (config-pmap-class)# match access-group ipacli
(config-pmap-class)# match ip dscp 4-6

(config-pmap-class)# match ip precedence 1,3,5

5.3.19.4 police

This command set the police for the incoming packets which match the
criteria.

CLI Syntax: police (RATE BURSTSIZE | drop | high-drop)
Example: (config-pmap-class)# police 64 128
(config-pmap-class)# police drop

(config-pmap-class)# police high-drop
5.3.19.5 set

This command set the COS and IP priority of the incoming packets which
match the criteria.

CLI Syntax: set (cos override VALUE | ip dscp VALUE | ip precedence
VALUE)

Example: (config-pmap-class)# set cos 3
(config-pmap-class)# set ip dscp 20

(config-pmap-class)# set ip precedence 5

5.3.19.6 service-policy input
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This command attaches policy map set to an interface.
CLI Syntax: policy map input POLICYMAP
Example: (config-if)# policy map input policy1

5.3.20 SNMP

5.3.20.1 show rmon statistics

Show rmon statistics IFNAME status.
CLI Syntax: show rmon statistics [[FNAME]
Example: ASUS# show rmon statistics gi1/0/1

5.3.20.2 show snmp-server community

Show snmp-server community.
CLI Syntax: show snmp-server community

Example: ASUS# show snmp-server community
5.3.20.3 snmp-server host

This command sets the SNMP host information.
CLI Syntax: snmp-server host A.B.C.D
Example: (config)# snmp-server host 192.168.8.31

5.3.21 Filter

5.3.211 MAC filter set

This command defines an extended MAC access list using a name, and
enter access-list configuration mode.

CLI Syntax: mac access-list extended ACLNAME

Example: (config)# mac access-list extended mac_acl_1

5.3.21.2 IP filter set

This command defines an extended/standard ip access list using a name,
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and enter access-list configuration mode.
CLI Syntax: ip access-list (standard | extended) ACLNAME

Example: (config)# ip access-list extended ip_acl_1
5.3.21.3 deny any host

Use the deny MAC access list configuration command on the switch to
prevent non-IP traffic from being forwarded if the conditions are matched.
Use the no form of this command to remove a deny condition from the
named MAC access list.

CLI Syntax: deny any host MACADDR [IFNAME]
Example: (config-mac-acl)# deny any host c2f3.220a.12f4 gi1/0/2

5.3.214 filter conditions

This command specifies one or more conditions denied or permitted to
decide if the packet is forwarded or dropped.

CLI Syntax: (permitldeny) any any

Example: (config-mac-acl)# permit any any
5.3.21.5 filter attach

This command attaches a MAC or IP access-list to an interface.
CLI Syntax: mac access-group ACLNAME in
Example: ASUS# interface gi1/0/1

(config-if)# mac access-group mac_acl_1 in

5.3.22 Port Access Control

5.3.22.1 dot1x guest-vian

Use the dot1x guest-vlan interface configuration command on the switch to
specify an active VLAN as an 802.1X guest VLAN. Use the no form of this
command to return to the default setting.

CLI Syntax: dot1x guest-vlan <1-3000>
Example: (config)# interface gi1/0/1

91



92

Chapter 5 - Command Line Interface

(config-if)# dot1x guest-vlan 3

5.3.22.2 dot1x port-control

Use the dot1x port-control interface configuration command on the switch
to enable manual control of the authorization state of the port. Use the no
form of this command to return to the default setting.

CLI Syntax: dot1x port-control (auto | force-authorized | force-
unauthorized)

Example: (config)# interface gi1/0/1

(config-if)# dot1x port-control force-authorized

5.3.23 Dial-in User

5.3.231 dot1x username password

Add user into local radius database.
CLI Syntax: dot1x user USERNAME PASSWORD VLANID
Example: (config)# dot1x user test 12345 3

5.3.23.2 show dot1x user

Show dot1x dial-in user.
CLI Syntax: show dot1x user

Example: ASUS# show dot1x user
5.3.24 RADIUS

5.3.24.1 RADIUS settings

This command sets the radius server ip, radius key, and radius port for
802.1X configuration.

CLI Syntax: dot1x radius server A.B.C.D RADIUS_KEY [PORT]
Example: (config)# dot1x radius server 192.168.1.38 123456 1812

5.3.24.2 show dot1x radius
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Show dot1x radius server ip, radius key, and radius port for 802.1X
configuration.

CLI Syntax: show dot1x radius
Example: ASUS# show dot1x radius

5.3.25 Port Security

5.3.25.1 show port security

This command used to show the port security configuration, status and
MAC addresses information.

CLI Syntax: show port-security [address] [interface IFNAME]
Example: ASUS# show port-security
ASUS# show port-security interface gi1/0/24
ASUS# show port-security address
ASUS# show port-security address gi1/0/24

5.3.25.2 clear port security

This command used to clear port security dynamic MAC addresses.

CLI Syntax: clear port-security dynamic [address MAC] | [interface
IFNAME]

Example: ASUS# clear port-security dynamic
ASUS# clear port-security dynamic 0023.1313.2313
ASUSH# clear port-security dynamic interface gi1/0/24

5.3.25.3 switchport port-security

This command used to set the port security configuration, and MAC
addresses.

CLI Syntax:switchport port-security [mac-address MACADDR] |
[maximum VALUE] | [violation {protect | restrict | shutdown}] | [reup]
Example: (config)# interface gi1/0/24
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(config-if)# switchport port-security

(config-if)# switchport port-security mac-address
0023.1313.2313

(config-if)# switchport port-security maximum 20
(config-if)# switchport port-security violation protect

(config-if)# switchport port-security reup
5.3.25.4 switchport port-security aging

This command used to set the port security aging configuration.

CLI Syntax: switchport port-security {aging-time TIME | agine-type
{absolute | inactivity}}

Example: (config)# interface gi1/0/1
(config-if)# switchport port-security aging-time 20

(config-if)# switchport port-security aging-type absolute

5.3.26 NTP

This feature makes the switch automatically sync clock time to a NTP
server.

5.3.26.1 ntp server

This command used to set server IP address for NTP sync.
CLI Syntax: ntp server IPADDR
Example: (config)# ntp server 220.130.158.52
5.3.26.2 ntp sync

This command used to sync the switch clock time to a NTP server.
CLI Syntax: ntp sync IPADDR
Example: ASUS# ntp sync 220.130.158.52

5.3.26.3 show ntp server
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This command used to show NTP server information.
CLI Syntax: show ntp server

Example: ASUS# show ntp server

5.3.26.4 show clock

This command used to show the switch clock time.
CLI Syntax: show clock
Example: ASUS# show clock

5.4 Miscellaneous commands

show private health: shows the environment variable, like
temperature, fan speed and voltage.

show private led: shows the three system LEDS — SYSTEM, RPS
and FAN.

show private model: shows the model name of switch.
show version: shows the hardware, boot rom and firmware version.
ping: ping remote host

show ip route: display the entries in the routing table
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6. IP Addresses, Network Masks & Subnets

6.1 IP Addresses

/Z— This section pertains only to IP addresses for IPv4 (version 4 of the
= Internet Protocol). IPv6 addresses are not covered.

This section assumes basic knowledge of binary numbers, bits, and
bytes.

IP addresses, the Internet’s version of telephone numbers, are used to
identify individual nodes (computers or devices) on the Internet. Every IP
address contains four numbers, each from 0 to 255 and separated by dots
(periods), e.g. 20.56.0.211. These numbers are called, from left to right,
field1, field2, field3, and field4.

This style of writing IP addresses as decimal numbers separated by dots is
called dotted decimal notation. The IP address 20.56.0.211 is read “twenty
dot fifty-six dot zero dot two-eleven.”

6.1.1 Structure of an IP address

IP addresses have a hierarchical design similar to that of telephone
numbers. For example, a 7-digit telephone number starts with a 3-digit
prefix that identifies a group of thousands of telephone lines, and ends with
four digits that identify one specific line in that group.

Similarly, IP addresses contain two kinds of information:

» Network ID: Identifies a particular network within the Internet or intranet.
» Host ID: Identifies a particular computer or device on the network.

The first part of every IP address contains the network ID, and the rest of
the address contains the host ID. The length of the network ID depends on

the network’s class (see following section). Table 8 shows the structure of
an IP address.
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Table 8: IP address structure

Field1 Field2 |Field3 |Field4
Class A Network ID  |Host ID
Class B Network ID [Host ID
Class C Network ID [Host ID

Here are some examples of valid IP addresses:

Class A: 10.30.6.125 (network = 10, host = 30.6.125)
Class B: 129.88.16.49 (network = 129.88, host = 16.49)
Class C: 192.60.201.11 (network = 192.60.201, host = 11)

6.1.2 Network classes

Classes A, B, and C are the three commonly used network classes.
(There is also a class D but it has a special use beyond the scope of this
discussion.) These classes have different uses and characteristics.

Class A networks are the Internet’s largest networks, each with room for
over 16 million hosts. Up to 126 of these huge networks can exist, for a
total of over 2 billion hosts. Because of their huge size, these networks
are used for WANs and by organizations at the infrastructure level of the
Internet, e.g. your ISP.

Class B networks are smaller but still quite large, each being able to
hold over 65,000 hosts. There can be up to 16,384 class B networks in
existence. A class B network might be appropriate for a large organization
such as a business or government agency.

Class C networks are the smallest, only able to hold 254 hosts at most, but
the total possible number of class C networks exceeds 2 million (2,097,152
to be exact). LANs connected to the Internet are usually class C networks.

The class can be determined easily from field1:
field1 = 1-126: Class A
field1 = 128-191: Class B
field1 = 192-223: Class C

(field1 values not shown are reserved for special uses)

A host ID can have any value except all fields set to 0 or all fields set to
255, as those values are reserved for special uses.
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6.2 Subnet masks

/Z— A mask looks like a regular IP address, but contains a pattern of bits

Z that tells what parts of an IP address are the network ID and what
parts are the host ID: bits set to 1 mean “this bit is part of the network
ID” and bits set to 0 mean “this bit is part of the host ID.”

Subnet masks are used to define subnets (what you get after dividing
a network into smaller pieces). A subnet’s network ID is created by
“borrowing” one or more bits from the host ID portion of the address. The
subnet mask identifies these host ID bits.

For example, consider a class C network 192.168.1. To split this into two
subnets, you would use the subnet mask:

255.255.255.128
It's easier to see what'’s happening if we write this in binary:
11111111, 11111111. 11111111.10000000

As with any class C address, all of the bits in field1 through field 3 are part
of the network ID, but note how the mask specifies that the first bit in field
4 is also included. Since this extra bit has only two values (0 and 1), this
means there are two subnets. Each subnet uses the remaining 7 bits in
field4 for its host IDs, which range from 0 to 127 (instead of the usual 0 to
255 for a class C address).

Similarly, to split a class C network into four subnets, the mask is:
255.255.255.192 or 11111111, 11111111, 11111111.11000000

The two extra bits in Field 4 can have four values (00, 01, 10, 11), so there
are four subnets. Each subnet uses the remaining six bits in field4 for its
host IDs, ranging from 0 to 63.

}Z“ Sometimes a subnet mask does not specify any additional network ID

98

bits, and thus no subnets. Such a mask is called a default subnet mask.
These masks are:

Class A: 255.0.0.0

Class B: 255.255.0.0

Class C: 255.255.255.0

These are called default because they are used when a network is ini-
tially configured, at which time it has no subnets.
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7. Troubleshooting

This section gives instructions for using several IP utilities to diagnose
problems. A list of possible problems with suggestion actions is also
provided.

All the known bugs are listed in the release note. Read the release
note before you set up the switch. Contact Customer Support if these
suggestions do not resolve the problem.

71 Diagnosing problems using IP utilities

711 ping

Ping is a command you can use to check whether your PC can recognize
other computers on your network and the Internet. A ping command
sends a message to the computer you specify. If the computer receives
the message, it sends messages in reply. To use it, you must know the IP
address of the computer with which you are trying to communicate.

On Windows-based computers, you can execute a ping command from
the Start menu. Click the Start button, and then click Run. In the Open text
box, type a statement such as the following: ping 192.168.1.1

Click <OK>. You can substitute any private IP address you know on your
LAN or a public IP address for an Internet site.

If the target computer receives the message, a Command Prompt window
appears as shown in Figure 77.

& ]
C:\>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<lOms TTL=225
Reply from 192.168.1.1: bytes=32 time<lOms TTL=225
Reply from 192.168.1.1: bytes=32 time<lOms TTL=225
Reply from 192.168.1.1: bytes=32 time<lOms TTL=225

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received =4, Lost = 0 <0% loss)
Approximate round trip in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

C: \>

Figure 77. Using the ping utility
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If the target computer cannot be located, you will receive the message
“Request timed out.”

Using the ping command, you can test whether the path to the switch is
working (using the pre-configured default LAN IP address 192.168.1.1) or
another address you assigned.

You can also test whether access to the Internet is working by typing an
external address, such as that for www.yahoo.com (216.115.108.243). If
you do not know the IP address of a particular Internet location, you can
use the nslookup command, as explained in the following section.

From most other IP-enabled operating systems, you can execute the same
command at a command prompt or through a system administration utility.

7.1.2 nslookup

You can use the nslookup command to determine the IP address
associated with an Internet site name. You specify the common name, and
the nslookup command looks up the name on your DNS server (usually
located with your ISP). If that name is not an entry in your ISP’s DNS table,
the request is then referred to another higher-level server, and so on, until
the entry is found. The server then returns the associated IP address.

On Windows-based computers, you can execute the nslookup command
from the Start menu. Click the Start button, then click Run. In the Open
text box, type the following:

nslookup

Click <OK>. A Command Prompt window displays with a bracket prompt
(>). At the prompt, type the name of the Internet address you are interested
in, such as www.absnews.com.

The window displays the associate IP address you know. See Figure 78.

- fo 192 =10 x|
C:\>nslookup -
Default Server: tp-dc-01.corpnet.asus
Address: 192.168.28.68

> www.abcnews.com
Server: tp-dc-0l.corpnet.asus
Address: 192.168.28.68

Name: www.abcnews.com
Address: 204.202.132.19
Aliases: www.abcsnew.com

>

Figure 78. Using the nslookup utility
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There may be several addresses associated with an Internet name. This
is common for web sites that receive heavy traffic; they use multiple,
redundant servers to carry the same information.

To exit from the nslookup utility, type exit and press <Enter> at the

command prompt.

7.2 Simple fixes

The following table lists some common problems that you may encounter
when installing or using the switch, and the suggested actions to solve the

problems.

Table 9: Problems & suggested actions

not light up after the
switch is turned on.

Problem Suggested Action
LEDs
SYSTEM LED does Verify if the power cord is securely connected to the switch

and a wall socket/power strip.

RPS LED does not light
up after a redundant
power supply is attached.

1. Verify if the RPS cable is securely connected to the RPS
connector and a wall socket/power strip.

2. Make sure that the RPS meets with the standards
provided in the RPS section.

LED does not illumi-
nate after an Ethernet
cable is attached.

FAN LED is am- Check the fans at the back of the switch. If any of the fans is
ber blinking defective, refer to section 6.2 to replace the fan.
Gigabit Ethernet Link 1. Verify if the Ethernet cable is securely connected to your

LAN switch/hub/PC and to the switch. Make sure the PC
and/or hub/switch is turned on.

2. Verify if your cable is sufficient for your network require-
ments. A 1000 Mbps network (1000BaseTx) should use
cables labeled Cat 5. 10Mbit/sec cables may tolerate lower
quality cables.

Network Access

PC cannot access
another host in the
same network

1. Check the Ethernet cabling is good and the LED is green.

2. If the port LED is amber, check if this port is disabled. You
may experience a disconnected network in a short period

(around 1 minute) if you just turned on the STP.
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Table 9: Problems & suggested actions

Network Access

Problem Suggested Action

PCs cannot display web
configuration pages.

1. The switch is powered up and the connecting port is
enabled. The factory default IP for the switch is 192.168.1.1.

2. Verify your network setup in your PC for this information.
If your PC does not have a valid route to access the switch,
change the switch IP to an appropriate IP that your PC can
access.

3. Ping “switch IP” from the PC, if it still fails, repeat step 2.

4. If ping is successful but the web configuration still fails,
connecting PC through the console port by a RS232 or USB,
check if any filter rule or static MAC address is set to block
the WEB traffics.

Web configuration interface

You forgot/lost your WEB
Configuration Interface
user ID or password.

1. If you have not changed the password from the default, try
using “admin” as the user ID and bypassing password.

2. Login to console mode through RS232 or USB, use com-
mand “w” in Boot ROM mode to reset password.

Some pages do not
display completely

1. Verify that you are using Internet Explorer v5.5 or later.
Netscape is not supported. Support for Javascript® must be
enabled in your browser. Support for Java® may also be re-
quired.

2. Ping the switch IP address to see if the link is stable. If
some ping packets fail, check your network setup to make
sure a valid setting.

Changes to Configuration
are not being retained.

Be sure to click <Save> in the Save Configuration page to
save any changes.

Console interface

Cannot show the texts
on the terminal emulator.

1. The factory default baud rate is 9600, no flow control, 8 bit
data, no parity check and stop bit is one.

2. Change your terminal emulator setup to this number. If you
are using USB to connect the switch, install the USB driver
first.

3. Check if the cable is good.
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8. Glossary

10BASE-T

100BASE-T

1000BASE-T

binary

bit

bps

CoS

broadcast

Download

Ethernet

A designation for the type of wiring used by Ethernet
networks with a data rate of 10 Mbps. Also known as
Category 3 (CAT 3) wiring. See also data rate, Ethernet.

A designation for the type of wiring used by Ethernet
networks with a data rate of 100 Mbps. Also known as
Category 5 (CAT 5) wiring. See also data rate, Ethernet.

A designation for the type of wiring used by Ethernet
networks with a data rate of 1000 Mbps.

The “base two” system of numbers, which uses only two
digits, 0 and 1, to represent all numbers. In binary, the
number 1 is written as 1, 2 as 10, 3 as 11, 4 as 100, etc.
Although expressed as decimal numbers for convenience,
IP addresses in actual use are binary numbers; e.g., the IP
address 209.191.4.240 is 11010001.10111111.00000100.11
110000 in binary. See also bit, IP address, network mask.

Short for “binary digit,” a bit is a number that can have two
values, 0 or 1. See also binary.

bits per second

Class of Service. Defined in 802.1Q, the value range is
from0Oto 7.

To send data to all computers on a network.

To transfer data in the downstream direction, i.e., from the
Internet to the user.

The most commonly installed computer network
technology, usually using twisted pair wiring. Ethernet data
rates are 10 Mbps and 100 Mbps. See also 10BASE-T,
100BASE-T, twisted pair.
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Filtering

Filtering rule

FTP

host

HTTP

ICMP

IGMP
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To screen out selected types of data, based on filtering
rules. Filtering can be applied in one direction (ingress or
egress), or in both directions.

A rule can specify what kinds of data the routing device will
accept and/or reject. Filtering rules are defined to operate
on an interface (or multiple interfaces) and in a particular
direction (upstream, downstream, or both).

File Transfer Protocol

A program used to transfer files between computers
connected to the Internet. Common uses include uploading
new or updated files to a web server, and downloading files
from a web server.

A device (usually a computer) connected to a network.

Hyper-Text Transfer Protocol

HTTP is the main protocol used to transfer data from web
sites so that it can be displayed by web browsers. See also
web browser, web site.

Internet Control Message Protocol

An Internet protocol used to report errors and other
network-related information. The ping command makes
use of ICMP.

Internet Group Management Protocol

An Internet protocol that enables a computer to share
information about its membership in multicast groups with
adjacent routers. A multicast group of computers is one
whose members have designated as interested in receiving
specific content from the others. Multicasting to an IGMP
group can be used to simultaneously update the address
books of a group of mobile computer users or to send
company newsletters to a distribution list.
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IGMP
Snooping

Internet

Intranet

IP

IP address

ISP

LAN

LED

Snoop the IGMP packets on each port and associate the
port with a layer 2 muticast group.

The global collection of interconnected networks used for
both private and business communications.

A private, company-internal network that looks like part
of the Internet (users access information using web
browsers), but is accessible only by employees.

See TCPI/IP.

Internet Protocol address

The address of a host (computer) on the Internet,
consisting of four numbers, each from 0 to 255, separated
by periods, e.g., 209.191.4.240. An IP address consists
of a network ID that identifies the particular network the
host belongs to, and a host ID uniquely identifying the host
itself on that network. A network mask is used to define
the network ID and the host ID. Because IP addresses
are difficult to remember, they usually have an associated
domain name that can be specified instead. See also
domain name, network mask.

Internet Service Provider

A company that provides Internet access to its customers,

Local Area Network

A network limited to a small geographic area, such as a
home, office, or small building.

Light Emitting Diode

An electronic light-emitting device. The indicator lights on
the front panel of the switch are LEDs.
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MAC
address

mask

Multicast

Mbps

Monitor

Network

network
mask

NIC
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Media Access Control address

The permanent hardware address of a device, assigned
by its manufacturer. MAC addresses are expressed as six
pairs of characters.

See network mask.

To send data to a group of network devices.

Abbreviation for Megabits per second, or one million bits
per second. Network data rates are often expressed in
Mbps.

Also called “Roving Analysis”, allow you to attach a network
analyzer to one port and use it to monitor the traffics of
other ports on the switch.

A group of computers that are connected together, allowing
them to communicate with each other and share resources,
such as software, files, etc. A network can be small, such
as a LAN, or very large, such as the Internet.

A network mask is a sequence of bits applied to an IP
address to select the network ID while ignoring the host
ID. Bits set to 1 mean “select this bit” while bits set to 0
mean “ignore this bit.” For example, if the network mask
255.255.255.0 is applied to the IP address 100.10.50.1,
the network ID is 100.10.50, and the host ID is 1. See
also binary, IP address, subnet, “IP Addresses Explained”
section.

Network Interface Card

An adapter card that plugs into your computer and provides
the physical interface to your network cabling, which
for Ethernet NICs is typically an RJ-45 connector. See
Ethernet, RJ-45.
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packet

ping

port

protocol

remote

RJ-45

RMON

routing

SNMP

Data transmitted on a network consists of units called
packets. Each packet contains a payload (the data), plus
overhead information such as where it came from (source
address) and where it should go (destination address).

Packet Internet (or Inter-Network) Groper

A program used to verify whether the host associated with
an IP address is online. It can also be used to reveal the IP
address for a given domain name.

A physical access point to a device such as a computer or
router, through which data flows into and out of the device.

A set of rules governing the transmission of data. In
order for a data transmission to work, both ends of the
connection have to follow the rules of the protocol.

In a physically separate location. For example, an
employee away on travel who logs in to the company’s
intranet is a remote user.

Registered Jack Standard-45

The 8-pin plug used in transmitting data over phone lines.
Ethernet cabling usually uses this type of connector.

Remote Monitoring

Extensions to SNMP, provide comprehensive network
monitoring capabilities.

Forwarding data between your network and the Internet
on the most efficient route, based on the data’s destination
IP address and current network conditions. A device that
performs routing is called a router.

Simple Network Management Protocol

The TCP/IP protocol used for network management.
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STP

subnet

Spanning Tree Protocol

The bridge protocol to avoid packet looping in a complicate
network.

A subnet is a portion of a network. The subnet is
distinguished from the larger network by a subnet mask
which selects some of the computers of the network
and excludes all others. The subnet’s computers remain
physically connected to the rest of the parent network,
but they are treated as though they were on a separate
network. See also network mask.

subnet mask A mask that defines a subnet. See also network mask.

TCP
TCP/IP

Telnet

TFTP

Trunk
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See TCP/IP.
Transmission Control Protocol/Internet Protocol

The basic protocols used on the Internet. TCP is
responsible for dividing data up into packets for delivery
and reassembling them at the destination, while IP is
responsible for delivering the packets from source to
destination. When TCP and IP are bundled with higher-
level applications such as HTTP, FTP, Telnet, etc., TCP/IP
refers to this whole suite of protocols.

An interactive, character-based program used to access a
remote computer. While HTTP (the web protocol) and FTP
only allow you to download files from a remote computer,
Telnet / SSH allows you to log into and use a computer
from a remote location.

Trivial File Transfer Protocol

A protocol for file transfers, TFTP is easier to use than File
Transfer Protocol (FTP) but not as capable or secure.

Two or more ports are combined as one virtual port, also
called as Link Aggregation.
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TTL

twisted pair

upstream

VLAN

WAN

Web
browser

Time To Live

Afield in an IP packet that limits the life span of that packet.
Originally meant as a time duration, the TTL is usually
represented instead as a maximum hop count; each router
that receives a packet decrements this field by one. When
the TTL reaches zero, the packet is discarded.

The ordinary copper telephone wiring long used by
telephone companies. It contains one or more wire pairs
twisted together to reduce inductance and noise. Each
telephone line uses one pair. In homes, it is most often
installed with two pairs. For Ethernet LANSs, a higher grade
called Category 3 (CAT 3) is used for 10BASE-T networks,
and an even higher grade called Category 5 (CAT 5)
is used for 1T00BASE-T networks. See also 10BASE-T,
100BASE-T, Ethernet.

The direction of data transmission from the user to the
Internet.

Virtual Local Area Network

Wide Area Network

Any network spread over a large geographical area, such
as a country or continent. With respect to the SL-1000,
WAN refers to the Internet.

A software program that uses Hyper-Text Transfer Protocol
(HTTP) to download information from (and upload to) web
sites, and displays the information, which may consist of
text, graphic images, audio, or video, to the user. Web
browsers use Hyper-Text Transfer Protocol (HTTP).
Popular web browsers include Netscape Navigator and
Microsoft Internet Explorer. See also HTTP, web site,
WWW.
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Web page

Web site

www

A web site file typically containing text, graphics and
hyperlinks (cross-references) to the other pages on that
web site, as well as to pages on other web sites. When a
user accesses a web site, the first page that is displayed is
called the home page. See also hyperlink, web site.

A computer on the Internet that distributes information to
(and gets information from) remote users through web
browsers. A web site typically consists of web pages that
contain text, graphics, and hyperlinks. See also hyperlink,
web page.

World Wide Web

Also called (the) Web. Collective term for all web sites
anywhere in the world that can be accessed via the Internet



