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 ICMP  IP loose/strict 

RX3141 WinNuke
 2.1  RX3141  DoS 
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9.2.2.1 DoS 
9.2  DoS 

 DoS 

 9.2  DoS

IP Source Source routing  

Smurf  ICMP 
IP  ICMP 

Ping of Death  64KB 

Land  IP 
 IP 

IP Spoofing Spoofing  IP  TCP/IP IP spoof-
ing 

SYN/ ICMP / UDP
Flooding

 SYN/ICMP/UDP
flood 

SYN  SYNchronize 
SYN/ICMP/UDP Flooding

TCP XMAS/ NULL/FIN
Scan

XMAS Scan  0 FIN URG  PUSH 
TCP 

NULL  Scan  0 0  TCP

FIN  Scan  Stealth 
 FIN

Scan 

Teardrop  teardrop  IP Offset
Value

WinNUKE WinNuke
  Microsoft Windows 
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9.2.2.2  DoS 
1.  9.1  Router Security

 Router Setup  Security 

2.  DoS 

3.    

9.1  

9.3 ACL 

9.3.1 ACL 
9.3  ACL 

9.3 ACL 

ID

Add New  ACL 

Rule Number

Move

 RX3141 

1(First)

Other numbers
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Action

Allow  allow 

Deny  deny 

Route to (  ACL)

 PPPoE unnumbered  PPPoE multi-session 
AUTO ppp0(unnumbered) ppp1(1st PPPoE session) ppp2(2nd PPPoE session)

 AUTO

Log

 ACL 

Protocol

 A l l T C P U D P
ICMP IGMP AH  ESP

Source IP

ANY

IP Address  IP  IP 

IP Address

Subnet  IP 

Address IP 

Mask

Self(

)

Destination IP

ANY

IP Address Subnet  Source IP 

Self(

)

Domain  RX3141  DNS 
Domain name

 IP  ACL  IP

 30 

 RX3141  DNS 
 IP http://www.yahoo.

com.tw RX3141  www.
yahoo.com  IP 



53RX3141  - 

RX3141 

 256  IP 

  * 

1. www.google.*   www.google.com  www.google.net 
     www.google.com.tw

2. www.google.*,*  www.google.com.tw  www.google.
    com.sg  www.google.com

3. .com.tw  www.google.com.tw  www.com.tw
     com.tw

4. *.com  google.com  abc.com  www.google.
    com,com

5. *

6. .

Source Port

ANY

Single

Port Number

Range

Start Port

End Port

Destination Port

ANY

Single, Range  Source Port 

ICMP  ICMP 

 ACL  ICMP  ICMP 

Any( ) Default
0 Echo reply
1  1 Type 1
2  2 Type 2
3 Dst unreach destination unreachable
4 Src quench source quench
5 Redirect
6  6 Type 6
7  7 Type 7
8 Echo req
9 Router advertisement
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9.4  ACL 
 9.2  ACL  ACL 

 ACL 

9.2  ACL 

10 Router soliciation
11 Time exceed time exceeded
12 Parameter problem
13 Timestamp request
14 Timestamp reply
15 Info request Information request
16 Info reply informatiom reply
17 Addr mask req address mask request
18 Addr mask reply address mask reply
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9.4.1  ACL 
 ACL

1.  ACL Rule ACL 9.2 
Router Setup  Inbound ACL 

2.  ID  ADD New

3. Action Allow/
Deny

4. /  IP /
ICMP  9.3

5. Move to
 1 

6.     ACL  ACL 
 ACL 

 9.3  HTTP  web server
 HTTP  IP 192.168.1.28 

 Inbound ACL  Exsiting Inbound ACL  9.4 

9.3   ACL 

9.4  ACL 
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9.4.2  ACL 
 ACL 

1.  ACL Rule ACL 9.2 
Router Setup  Inbound ACL 

2.    ACL "ID"

3. /  IP /
ICMP  9.3 

4.     ACL  ACL 
 ACL 

9.4.3  ACL 
 ACL  Inbound ACL 

 Router Setup  Inbound ACL   

9.4.4  ACL 
 ACL  Router Setup  Inbound ACL 

 ACL Inbound ACL Rule  ACL

9.5  ACL 
 9.5  ACL  ACL 

/

 ACL 
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9.5  ACL 

9.5.1  ACL 
 ACL 

1.  ACL Rule Outbound ACL  9.5 
  Router Setup  Outbound ACL 

2. ID  Add New

3. Action /

4. Move to
 1 

5. AUTO ppp0 (unnum-
bered) ppp1(1st PPPoE session) ppp2(2nd PPPoE session)

 AUTO
 ACL 

6. /  IP /
ICMP 9.3

7.    ACL  ACL 
 ACL  

 9.6  HTTP  web server
 IP  192.168.1.15  http 

 Port 80  Outbound ACL 
 Exsiting Outbound ACL  9.7 
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9.6  ACL 

9.7  ACL 

9.5.2  ACL
1.  ACL Rule Outbound ACL  9.5 

  Router Setup  Outbound ACL 

2.    ACL "ID"

3. /  IP /
ICMP  9.3 

4.     ACL  ACL 
 ACL 

9.5.3  ACL 
 ACL  Outbound ACL 

 Router Setup  Outbound ACL   

9.5.4  ACL 
 ACL  Router Setup  Outbound ACL 

 ACL 
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9.6  ACL   (Firewall  Router Setup
 Self-Access)

 RX3141  9.8 

9.8  ACL 

9.6.1 

1.  Self-Access  9.8   Router Setup 
Self Access ACL 

2. ID  Add New

3. Action /

4. Move to
 1 

5. /  IP /
ICMP  9.3 

6.    ACL  ACL 
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9.9  TCP port 80  HTTP  RX3141
 ACL 

9.6.2 

1.  Self-Access  9.8   Router Setup 
Self Access ACL 

2.    ACL "ID"
 ACL  ACL

3.

4.    ACL  ACL 
 ACL 

9.6.3 
 Self-Access ACL 

 Router Setup  Self-Access ACL  

9.6.4 
 Self-Access ACL 

 Router Setup  Self-Access ACL 

9.9  ACL 

9.10  ACL 
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9.7   (Router Setup  Log)
 Router Setup  Log 

 9.11 
  

9.10 

9.7.1 
RX3141 -

 sys  fw

Jan 1 00:01:22 2000 klogd:sys: TCP XMAS/NULL packet from 192.168.1.100

1 1  00:01:22 2000 klogd:
sys TCP XMAS/NULL

192.168.1.100  IP 

Jan 1 00:03:11 2000 klogd:fw: OUTBOUND rule=1 allow icmp from 192.168.
1.100 to 211.1.1.1 type=8 code=0 id=512

1 1  00:03:11 2000 kolgd:fw
OUTBOUND

rule=1  IP allow
icmp 192.168.1.100  IP 211.1.1.

1 type=8  ICMP code=0 ICMP 
id=512  ICMP  ID
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10. 

NAT 

10.1 NAT 
 RX3141

 NAT  IP 

NAT  IP 
IP  IP NAT 

10.1.1 NAPT(Network Address and Port Translation) 
   PAT(Port Address Translation)

NAPT  IP 

 10.1 
 IP 

10.1 NAPT -  PC  IP 
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10.2  NAPT - 
 IP 

10.1.2 NAPT /
 NAPT 
 RX3141  IP 

 ACL 
 10.2 TCP/80

 PC A telnet TCP/23  PC B DNS 
UDP 53  PC C  FTP TCP/21 PC D 

10.2 
 10 E-mail FTP 

 IP

RX3141



64 RX3141  - 

RX 

10.2.1 
10.1 

10.1 

Enabled

Manual Setting
 10.2

To IP Address IP 

Redirect Port Range

Protocol
 All TCP UDP TCP/UDP  ESP 

10.2 

AOE II( ) 2300-2400

AUTH 113

Baldurs Gate II 2300-2400

Battle Isle 3004-3004

Counter Strike 27005-27015

Cu See Me 7648-7648 , 56800,24032

Diablo II 4000-4000

DNS UDP 53-53

FTP TCP 21-21

FTP TCP 20( )-21

Gopher TCP 70-70

HTTP TCP 80-80

HTTP8080 TCP 8080-8080

HTTPS TCP 443-443

I-phone 5.0 TCP/UDP 22555-22555

ISAKMP UDP 500-500

mIrc 6601-700

MSN Messenger 1863 

Need for Speed 5 9400-9400

Netmeeting Audio TCP 1731-1731

Netmeeting Call TCP 1720-1720

Netmeeting Conference UDP 49500-49700

Netmeeting File Transfer TCP 1503-1503

Netmeeting or VOIP 1503-1503 1720( )
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NEWS TCP 119-119

PC Anywhere TCP  5631

PC Anywhere TCP  5631 UDP  5632

POP3 TCP 110-110

Powwow Chat 13223-13223

Red Alert II 1234-1237

SMTP TCP 25-25

Sudden Strike 2300-2400

TELNET TCP 23-23

Win VNC UDP 5800-5900

10.2.2 
 FTP 

1.  Virtual Server  Advanced  Virtual Server 
 10.3 

2.  Enable  FTP

3. FTP IP   IP IP

4.    

10.3 

5. RX3141 
 Virtual Server  ACL 

 FTP 
 10.4  ACL 
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10.4  -  ACL 

 TCP/UDP  NAT 

 PC

10.3.1 
10.3 

 10.3 

 IP  Virtual
Server  To IP Address  Redirect
Port Range  IP  FTP 

 ACL  IP
 ACL  IP  198.175.2.10 RX3141 

 IP  IP  FTP 
 ACL  9.4 

Enable

Manual Setting

Incoming Port Range
 10.4

Outgoing (Trigger) Port
Range

 Incoming Port Range 

 10.4

Application Name

10.3 
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10.3.2 

 Quick Time 

1.  Advanced  Special Application  10.5 

2.  Enabled  Quick Time 

3.   

 10.4 

Battle.net 6112 6112

DialPad 7175 51200,51201,51210

ICU II 2019 2000-2038 , 2050-2051 , 2069,2085,3010-3030

MSN Gaming Zone 47624 2300-2400,28800-29000

PC to Phone 12053 12120,12122,24150-24220

Quick Time 4 554 6970-6999

wowcall 8000 4000-4020

10.5 
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5. RX3141  ACL 
 ACL 

Special Application

 ACL 
 10.6  192.168.1.110

 192.168.1.115  IP 

 ACL 
Special Application

 ACL  ACL 
 ACL    Outbound ACL rule - 

 ACL -  10.7  ACL
 9.5 

10.6 

10.7  ACL 
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11. 

 System wide 

/

11.1  System-Wide 

admin  admin

 ISP 

 11.1  RX3141 
/  system-

wide 

1.  Router Setup  Administration 

2.

a)
 16 

11.1 
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3.  MAC WAN

a)  ISP  MAC 
 MAC   

 MAC WAN

4. Enabled
D i s a b l e d

0

 RX3141 

5. uPnP   uPnP

6.  DNS Proxy  DNS
Proxy 

7. WAN
WAN

8.  Ping LAN
WAN  RX3141  Ping 

9.   
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11.2 
 RX3141 

 11.2 

11.3 
R X 3 1 4 1

 RX3141 RX3141 
 RX3141  3 

 Enable  SNMP 
, Simple Network Time Protocol

RX3141 PC

 11.3 
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 11.4 

2.    

3.  11.5   
  

1.  Date and Time  11.3  Router
Setup  Timezome 

2.

3. Enable  SNTP Simple Network Time Protocol

4.  SNTP  IP  

5.   

 1/1/2000 00 00 00

11.3.1 
 Router

Setup  Timezone  SNTP 
 SNTP 

 1/1/2000 00 00 00

11.4 

11.4.1  GUI 

1.  Management  Factory Reset 
 11.4 
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 11.5 

4. RX3141  11.6

 11.6 

 RX3141  
RX3141  IP RX3141

 5 
 RX3141 

11.4.2  Reset 

11.5 
ASUSTeK  RX3141 

1.  Management  Firmware Upgrade  11.7 
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11.8 

3.   
 OK 

 Cancel 

 11.9 

 11.7  

2.
 



75RX3141  - 

RX3141 

4.  11.10 

 11.10 

5.  11.11 
 0  RX3141  RX3141 

 RX3141 

 11.11 

6.  RX3141  Status 

 Microsoft  Internet
Explorer 

a) 

b) 

c) 

11.6 
1.  Management  Reboot 11.7 

2.    

 11.12 
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3.  11.13   
  

4.  RX3141

 11.13 

 11.14 

11.7 

11.7.1 

1.  System Configuration Backup/Restor  11.15 
 Management  Backup/Restore 

 11.15 

2. Backup system configuration

3.   

4.  Windows File Download
    11.16 
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5.  11.17  

 11.16 
- 

 11.17 
- 

6.  11.18 

 11.18 
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11.7.2 

1.  System Configuration Backup/Restor  11.19 
 Management  Backup/Restore 

 11.19 

2.  
 11.20 

  

3.   

4.  11.21 
 RX3141  RX3141 

 11.20 -

 11.21 
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12. IP 

12.1 IP 

 Ipv4 (version 4 of the Internet Protocol)
 Ipv6 

 12

IP 
 IP 

 0  255  20.56.0.211

 IP 
 IP  20.56.0.211 

12.2 IP 
IP   7

 IP 

 ID

 ID

IP ID ID  ID
( )

 12.1 IP 

Field1 Field2 Field3 Field4

A ID ID

B ID ID

C ID ID
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 IP

A  10.30.6.125( = 10 = 30.6.125)

B  129.88.16.49( = 129.88 = 16.49)

C  192.60.201.11( = 192.60.201 = 11)

12.3 
A B  C 

D 

A 1600
 126 

W A N
 ISP

B  A 
 65,000  16,384  B

C 254  
 2  2,097,152

 C 

IP 

 1 = 1-126  A

 1 = 128-191  B 

 1 = 192-223  C 

(  1 )

 ID  0  255 

12.4 

 IP 
 IP  ID

 ID  1  ID
 0  ID
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 ID  ID 
 ID

 C  192.168.1

255.255.255.128

11111111. 11111111. 11111111.10000000

 C   1  3  ID 
 4

0 1
 4  7  ID  0

 127  0  255  C 

 C 

255.255.255.192  11111111  11111111. 11111111.11000000

 4 00,01,10,11
 4   ID

 0  63

 ID 

A 255.0.0.0
B 255.255.0.0
C 255.255.255.0
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13. 
 RX3141 
 IP 

LEDs

Internet 

100Mbit/sec 100BaseTx  Cat.5 
 10Mbit /sec 

LINK LAN LED 
 PC 

RX3141  PC 

 Link WAN   LED
 ADSL  Cable
 RX3141  WAN 

 ADSL  Cable 
30  RX3141 

LED 
 AC

 RX3141

PC  Internet  PC 
 RX3141  IP 192.168.1.1

IP 

 IP  IP 
 IP 
 PC  IP 

ISP  PC  DNS 

 RX3141 
 IP  IP IP 

 NAT  PC 
3.2   

 NAT 

PC  ISP  DNS 

 ISP  DNS 
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13.1 IP 

13.1.1  (Ping)
Ping  PC 

 IP

Windows

Ping 192.168.1.1

   IP 
 IP 

 13.1 

 13.1 

Configuration Manager Program

/
 admin   admin  11.4

 PC 
RX3141 192.168.1.1

Internet Explorer 6.0
 Javascript  Java 

 PC  IP  RX3141 
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 Request
timed out  

 RX3141 
 IP 192.168.1.1 

 IP  
 216.115.108.243

 IP 
 nslookup 

 IP 

13.1.2 nslookup
 nslookup  IP

 nslookup  DNS 
 ISP 

ISP  DNS 

 IP 

Windows  nslookup

nslookup

 >

www.absnews.com

 13.2  IP 

 13.2 nslookup 

 nslookup  exit  <Enter> 
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Computers

configuring IP information, 10

Configuration Manager

overview, 17

troubleshooting, 72

Connectors

rear panel, 6

Date and time, changing, 61

Default configuration, 15

Default gateway, 33

DHCP

defined, 29

DHCP Address Table page, 30

DHCP client

defined, 29

DHCP Lease Table page, 31

DHCP server

defined, 29

pools, 29

viewing assigned addresses, 31

DHCP Server Configuration page, 30

Diagnosing problems

after installation, 15

DNS, 30

Dynamically assigned IP addresses, 29

Eth-0 interface

defined, 16

Ethernet cable, 9

Features, 1

Firmware Upgrade page, 63, 64

Firmware upgrades, 63

Front panel, 5

Gatewas

in DHCP pools, 30

Gateway

defined, 33

Hardware connections, 9, 10

Host ID, 67

HTTP DDNS, 38

Inbound ACL Configuration page, 45

Internet

troubleshooting access to, 71

IP address

in device's routing table, 36

IP addresses

explained, 67

IP configuration

static, 13

static IP addresses, 13

Windows 2000, 11

Windows Me, 12

Windows NT 4.0, 12

IP Configuration

Windows XP, 11

IP information

configuring on LAN computers, 10

, 34, 35

IP Routes

defined, 33

LAN IP address, 21

specifying, 21

LAN network mask, 21

LAN subnet mask, 21

LEDs, 5

troubleshooting, 71

Login

to Configuration Manager, 17

NAT

defined, 53

NAPT, 53

Overload, 53

PAT, 53

Reverse NAPT, 54

Virtual Server, 54

Navigating, 18

Netmask. See Network mask

Network classes, 67

Network ID, 67

Network interface card, 1

Network mask, 68
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Network Setup, 21

Network Setup Configuration page, 22

Node on network

defined, 21

Notational conventions, 1

nslookup, 73

Outbound ACL Configuration page, 47

Packet

filtering, 39

Pages

DHCP Address Table, 30

DHCP Lease Table, 31

DHCP Server Configuration, 30

Firmware Upgrade Upgrade, 63, 64

, 34, 35

LAN Configuration, 22

Routing Configuration, 34, 35

System Information, 15

User Password Configuration, 59

Pages Inbound ACL Configuration, 45

Pages Outbound ACL Configuration, 47

Parts

checking for, 3

Password

changing, 59

default, 14, 17

recovering, 72

PC configuration, 10

PC Configuration

static IP addresses, 13

Ping, 72

Power adapter, 9

Primary DNS, 27

Quick Configuration

logging in, 13

Rear Panel, 6

Routing Configuration page, 34, 35

Secondary DNS, 27

Static IP addresses, 13

Static routes

adding, 35

Statically assigned IP addresses, 29

Subnet masks, 68

System Information page, 15

System requirements

for Configuration Manager, 17

System requirements:, 1

Testing setup, 15

Time and date, changing, 61

Troubleshooting, 71

Typographical conventions, 1

Upgrading firmware, 63

User Password Configuration page, 59

Username

default, 14, 17

WAN DHCP, 22

WAN IP address, 22

Web browser

requirements, 1

version requirements, 17

Web browsers

compatible versions, 17

Windows NT

configuring IP information, 12


