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1 Introduction

This application note will detail all of the steps to create a working IKE IPSec VPN tunnel between an
ASUS SL1000 device (also be applied to SL500) and SafeNet SoftRemote VPN Client. All setting and
screen dumps contained within this application notes are taken from a SafeNet SoftRemote running
version 10.3.5(build 6), and a SL1000 device running firmware 1.1.68A.410.

2 Network Setup:

y i Wi §

Q%“, C Internet )
M'-u___p")"-\q__;

Internet Secuity
PCA- Rower FC1: FFFoE
192.1682.10 LAN- 192.1682.1 61.221.35.246
WAN-220.135.200.51

Figure 2.1 Overview of Network Connections

2.1 Connecting to the SL1000/500 Security Gateway using
an IPSec Client

2.1.1 Provisioning Remote Access Groups and Users
Step 1: Create a remote access user group and add a remote access user to the user group.

Step 2: Verifying the users and the groups added in Step 1.
Step3: Under Firewall> Advanced-> Self Access, add a Self Access Rule for remote user to login-
--Allow TCP port 80 from WAN. See Figure 2.3.

|Add Mewy Lser Group j

User Group Mame W
Group State & Enable © Disable
Inactivity Timeout W (Secs)
User Narme W
User State & Enable © Disable
Password I*‘“*—
Canfirm Password T ]

Figure 2.2 Remote User Configuration page
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Stealth Mode
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Figure 2.3 Self Access Rule Allowing Remote Users to Login
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2.1.2 Configuring SL1000/500 VPN Policies for Aggressive Mode

Remote Access

Aggressive Mode remote access with Xauth is a mechanism where the remote access client is
prompted for an additional login (the Xauth login). This form of remote access is more secure since an
intruder cannot access the corporate resources through a connected Laptop, which belongs to a valid
employee. In addition, normal HTTP login by the remote user is used to instantiate appropriate firewall
policies on the SL1000/500 security gateway. Once these policies are instantiated then the remote
user is allowed secure access by the gateway.

2.1.2.1 Steps to configure SL1000 system

The main configuration activities required on SL1000 system to configure remote access users are:
B Group and User Administration
B VPN Policy configuration for the group

Once the group and users are defined, the policies required in VPN are added and associated
with the group.

B Firewall Policy Configuration for the group
If secure access is required, a inbound firewall rule is needed for the group.

Step 1: Adding VPN specific policies for group “Groupl”
Use option sequence Remote Access -> VPN Tunnel

Field Purpose Value

Tunnel Name Enter a unique name to identify the connection group_ra
Remote Access radio |Make it as remote access connection Selected
button

Local Secure Group Select IP address, subnet or range 192.168.2.0/24
Preshared Key A hexadecimal or ASCII shared secret 12345678
Remote ID Match domain name of SafeNet Userl

Table 2.1 Adding VPN policy for the group “Groupl” (Aggressive mode)
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VPN Connection Settings
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Figure 2.4 VPN policy configuration page
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IKE Proposal Settings

IKE Mode ' Main % Afgressive
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Header

Cperation Mode & Tunnel € Transport

PF5 Group |N|:|ne i

Life Time [3600  [seclz] or[rs000 | keyte

Bl Modify | Delete (" Help ]

Remote Access Rules
ID MName Group Name Local Metwork Mode XAUTH Status

& m 1 group_ra  group? 192.168.2.0 Afgoressive Enabled Enable
Site to Site Access List Rules
Local/Remote Tunnel End-
ID Name Network point Key Mgmt. IPSec Status

Figure 2.5 VPN policy configuration page(cont.)

Step 2: Verify VPN policies added for groups “Groupl”
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Remote Access Rules
ID Name Group Name Local Network Mode XAUTH Status
Fa group_ra group1 192.168.2.0 Aggressive Enabled Enable
Site to Site Access List Rules

Local/Remote Tunnel End-
Network point

ID Mame Key Mgmt. IPSec Status

Figure 2.6 Verify VPN policy added for the group “Group1”
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Step 3: Verify Virtual IP Address for user “Userl”

wirtual Metwork Address

User Name
IP Address

f1az e Jzz1 o
IUser1 'I
1oz | fres | Jzzr L]

ID User Name
& 1 User

IP Address
192.168.221.1

Figure 2.7 Configure virtual IP address for remote user “Userl”

Step 4: Adding Firewall specific policies for group “Groupl”

Field Purpose Value

Action Allow

Rule Type Inbound

User Group Groupl

Source IP ANY

Destination IP Subnet: 192.168.2.0/24
VPN Enable

Table 2.2 Adding firewall policy for group “Group1”

Copyright 2005, ASUSTek Computer, Inc.

Page 6




D [aganewlz]  Action [Aiow =] Type [Inbound =] Group [oroupt =] Mave to[1 ]
Source P Type [any =]
Type [subnet =]
Destination IP et [azieszo
Subnet Mask  [z85285.2860
Source Port Type[any =]
Destination Port Type[any =]

Frotocal All 4

MAT Type TypEINnne 'I
Time Range I.v'-\lways "I

Application Filters FTP INUne vI HTTF [Mane =] RPC [None x| ShTP [None 7]
Log " Enahle & Disahle
WP & Enable  Disahle

Figure 2.8 Firewall group policy configuration page

2.1.2.2 Steps to configure Remote Client

Each of the remote PC’s should have VPN client software installed. The following configuration steps
described assuming SafeNet SoftRemote 10.3.5 (Build 6) is installed in each of the user’s PC.

Step 1: SafeNet Configuration for Userl
Open the Security Policy Editor.
1. Addition of policy
v' Use options My Connections -> (right click) -> Add -> Connection

s‘] Security Policy Editor - SafeNet SoftRemote
File Edit Options Help

28 [x || 4[4 |
N_lthkSelurit}erolj]: | ‘ Bl

Figure 2.9 SoftRemote configuration for “SL1000” as My Connection

v A connection “New Connection” will be shown.
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v' Use options My Connection -> New Connection -> (right click) -> Rename
v" The connection name will become editable. Edit it to SL1000
Elﬁ b Conmnections

E - il
i % Other Colthectinns

Figure 2.9 SoftRemote configuration for “SL1000” as My Connection (cont.)

v In Remote Party Identity and Address block, select IP Subnet in ID Type and specify
subnet 192.168.2.0 and mask 255.255.255.0 in the text box.

v" Check Connect using and select Secure Gateway Tunnel.
v InID Type, select IP Address and type 220.135.200.51 as remote VPN gateway.

S" Security Policy Editor - SafeNet SoffRemote

File Edit Options Help

28" x|E| 2[4 AS|
Wetwark Security Folicy
=1- ] My Connections Connection Security
* f+ Secure [~ Onby Connect Manually
% Other Connections ~ Won-secure
" Block
Femote Party Identity and Addressing

ID Type [IP Subnet = |
Subnet: ,W
Mesk: [2552552550
poweol [T =] Pt [T [

[v Connect using |Secu.re Grateway Tunnel ﬂ

ID Tvpe IIP Address b
220.135.200.51

Click here to find out about program add-ons.

Figure 2.10 Configure ID type and addressing for remote party

v" Use Options My Connections -> SL1000 -> My Identity
On the right hand side, go to the Internet Interface block. Ensure that the IP Address field
shows IP address 192.168.19.89 (this will be the case unless your PC has multiple. In that
case, from the Name drop down box, choose appropriate interface to get the IP address
192.168.19.89.)

Go to the My Identity block at the top.

v" Select Domain Name in ID Type and type Userl here.

v From the Certificate drop-down list, choose None. Pre-Shared Key button will appear on
at the right hand top corner. Click on the Pre-Shared Key button. A dialogue box as shown
will appear.

v' Disable Virtual Adapter if no certain programs that work with the client are “IP address-
aware”. If you configure a virtual IP for Userl in SL1000, you can choose Required to let
the client accept a virtual IP assigned from SL1000.
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81 Security Policy Editor - SafeNet SoftRemote

Pz Edit Option:  Help

2l x|d| /4]

Metwork Security Policy
E::J My Conmections — M Identity
8§ My ldentity -
: [+ @ Security Policy II'Ic-m LI
Lk % Other Comnections ID Type Port
[Domsin Name =] fan =1
IUserl
Virtual Adapter | Disabled =]
~Intemet Inferface
Name  |[1] Morvell Yukon Gigabit Ethemet 10/100¢100 = |
IF |61 22135246

Figure 2.11 Setup pre-shared secret and local ID type

v' Click on the Enter Key button to enable the text box. Enter 12345678 into the text box and

click on OK.
Pre-Shared Eey

Enter Eev |

Enter Pre-Shared Eew (at least 3 characters)

Thiz ke iz vaed during & uthentication Phass if the
Anthentication Method Proposal iz "Pre-Sharved kear".

EEES L2 Y

X

QK Cancel

Figure 2.102 Enter pre-shared key
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v' Use options My Connection -> SL1000 -> Security Policy
v' Choose Aggressive Mode

S‘] Security Folicy Editor - SafeNet SofiRemote

File Edit Options Help

28| [ x|d| #|+4]

Metwork Becurity Policy
=1-_1 My Connections i wecurity Policy
=B $L1000 Select Phase | Negotistion Mode -

3 My ldentity ¢ Mein Mode
[+ E Security Policy :
% Other Connections

&
(" Uze Manval Kevs

I Emnable Perfect Forward Secrecy (PES)

v Enable Replay Detection

EZ

Figure 2.113 Configure IKE phase 1 negotiation mode as “Aggressive mode”

v" Use option sequence: My Connection -> SL1000 -> Security Policy -> Authentication

(Phase 1) -> Proposal 1

v" On the right hand side, select Diffie-Hellman Group 2 option from the Key Group drop-

down list.

S" Security Policy Editor - SafeNet SoftRemote

File Edit Options Help

25| | x|d| 1|4/

= @ Authentication (Phaze 1)

41 €%y Key Exchangs (Phase 2) BinR e
T Other Connectinns Encovpt Alg [Triple DES = =
Hash Alg SHA-1 ]
Seconds

SALife  |Unspecified = | |

Key Gmoup | Diffie-Hellman Growp 2 7 |

Wetwork Security Policy
=1-_1 My Comnections Authentication Method and Algorithms-
=y BL1000
“-f3 My ldentity Anthentication Methad
=l g Security Policy |Pre-Sha.red Key LJ

Figure 2.124 Configuration IKE phase 1 authentication method and algorithms

v' Save the configuration.
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2.1.2.3 Establishing VPN connection
Step 1: Activate IPSec Dial Client

In remote PC, right click the SafeNet SoftRemote EXl icon on the right bottom corner of desktop.
Choose “Activate Security Policy”. Left click the Icon again. Now choose “Connect” and connect
to “My Connection\SL1000". A popup window appears on PC1 asking for the XAUTH username and
password. Enter Userl as username and 1234 as password.

Fleasze enter Lsername and Pazsword

|lzername: 1L|ser1

Pazzword: 1’“"“‘

k. Cancel

Figure 2.135 Pop-up window for XAUTH user authentication

Type Userl into the Username text box and 1234 into the Password text box and click OK. A
successfully connection message will come up.

S‘i Manual Connection Statns

successfully connected fo My Conmectons\EL 1000

Figure 2.146 VPN connection is established

Step 2: Login “Userl” to activate inbound ACL rule in SL1000
Start Internet Explorer (5.0 or higher) web browser. In the Address box, enter:
“http://220.135.200.51/login”. A dialogue box as shown will appear:
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Enter Metwork Password @

% Thiz zecure Web Site [at 220135 200051 ] requires you ta log on.

Fleaze type the zer Hame and Pazsword that you use for SL1000.

User Wame ||-|$ET1 L]

xxxa1

[ Save thiz pazsword in vour password lizt

k. | Cancel

Paszwiord

Figure 2.17 User login for “Userl”

Type Userl into the User Name text box and 1234 into the Password text box and click OK. Then,
browser will display successful login message along with Logout button as shown.

Hi Userl,

You have successtully logged in.

Figure 2.18 Successful login message for “Userl”

Step 3: Verify Connection

On the SL1000/500 system side,

Use options Remote Access -> Remote Access User
You will see the details of the users logged in as below:
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Add Mew User Group |«

User Group Mame

Group State ® Enable O Disable
Inactivity Timeout 3oa (Secs)
Add Mewe User

User Mame

User State ® Enahle O Disahle
Passwird

Canfirm Passwiord

User Name Group Name Logged in from State
& W User Groupi 61.221.35.246 Enable

Figure 2.19 Remote Users Login Details

Ping from PCL1 to PC4. See that the tunnel gets established.

Microsoft Windows 2080 [Yersion 5.008.2195]
(C) Copyright 1985-2080 Microsoft Corp.

C:%>ping 192.168.2.10
Pinging 192.168.2.10 with 32 bytes of data:

192.168.2.18: bytes=32 time=10ms TTL=126
192.168.2.10: bytes=32 time<1Bms TTL=126

192.168.2.18: bytes=32 time<1Bms TTL=126
192.168.2.10: bytes=32 time=10ms TTL=126

Ping statistics for 192.168.2.10:

Packets: Sent = &, Received = &, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 10ms, Average = 5Sms

C:\>

Figure 2.20 Verify VPN connection by using Ping command
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