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1 Introducing SecureSuite™

Welcome to the SecureSuite 2.2 and SecureStart 2.2 User’s Guide which will help you to use one of the
most trustworthy, irrefutable, cost-effective forms of authentication available: fingerprint recognition.

This guide provides installation and operation instructions for the entire SecureSuite biometric software
package as well as it’s stand alone segment SecureStart. If you have purchased the complete
SecureSuite software package, you can now verify the identity of potential users and grant or deny the
immediate access to the Internet, email accounts, computer systems secured folders, and other protected
information. If you have purchased only the SecureStart segment of SecureSuite, you can now manage
your computer logon activities with the touch of a finger.

Whether you are a SecureSuite or a SecureStart owner, please read this introductory chapter for an
overview of your new software’s capabilities. Then proceed to Chapter 2, Installing SecureSuitel].
Except for Chapter 4 through 7, which apply only to SecureSuite, the instructions in this guide apply to
both products.

SecureSuite[] Applications
SecureSuite is composed of five main parts:

1. SecureStart manages all computer logon activities instantly.

2. SecureSession remembers passwords and enters them for you. In addition, the convenience of
registering web pages automatically.

SecureFolder protects files in an encrypted folder for secure access.
4. SecureApp prevents other programs from being accessed by unauthorized users.

SecureEntrust provides Entrust Technologies Public-Key (PKI) support.

System Requirements
PC and system software must meet the following minimum requirements to use this product:

* Personal computer running either Microsoft® Windows® 95 OEM SR2 or Microsoft®
Windows® 98

e 20 MB of available hard disk space
* 32 MB of RAM or more

* Appropriate communications port
*  CD-ROM drive



2 Installing SecureSuite™

Before installing SecureSuite close all applications, and disable your virus detection software.

Starting The Installation
If computer is set to Auto-play CDs:

1. Insert your SecureSuite CD and follow the onscreen instructions to begin the installation. (The
instructions are described briefly below.)

If computer is not set to Auto-play CDs:

1. Click Start and then click Run.
2. Type D:\Setup.exe (where D is the drive letter for your CD-ROM).

3. Follow the instructions the on screen instructions described briefly below.

The following dialog boxes appear sequentially:

e  Welcome: Click Next to continue.

* Software License Agreement: You must accept this agreement by clicking YES to proceed with
the installation.

e User Information: Enter your name, your company’s name, and your product serial number.
Then click Next.

* Choose Destination Location: Choose the location where you want SecureSuite files will be
installed. Click Next when you have selected the location for the SecureSuite files.

* Select Components: Select the components appropriate for your needs, and click Next.

Attaching the Scanner
Follow the instructions on the screen. Attach the fingerprint scanner only when instructed to do so.

Information |

[t ig now time o setup pour authentication device.
Pleaze connect vour Yendicom FPS-1x to the computer now,

Click OF when your are finizhed.

6 1/0 Software, Inc.
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The scanner can be designed to fit either a USB or a parallel port.

Older computers do not have USB ports. A USB port can be located on the front, back or side of the
computer. All computers have a parallel port, but might currently have a printer attached. Consult your
computer manual for more information on USB or parallel ports.

Note: If the fingerprint scanner is connected to a USB port and Windows cannot find the driver files,
manually point the new hardware wizard to your Windows directory C:\Windows\INF.

Follow the instructions on the screen

1. At the prompt, “Do you want a shortcut to be added onto your desktop,” click Yes or No.
2. Select your preferred method to register SecureSuite and follow the instructions on the screen.

3. When prompted to do so, close all programs and reboot the computer.



Welcome to SecureSuite™

You can configure SecureSuite to work with your computer by using the SecureSuite Configuration
Wizard, shown below, which now appears on your screen. The Configuration Wizard helps you set
up a Master Password and make a Master Access Disk. The Master Password provides a way to override
security and access your computer in event of hardware failure.

Note: The Master password or the Master Access Disk is also needed to uninstall SecureSuite.
To set up your master password:

1. Select Enter a new Master Password. Then click Next.

SecureSuite Configuration Wizard []

Setting the SecureSuite Master Password
The SecureSuits Master Password provides & way to ovsride nomal sscuriy and
aeeess your compuler in the evert of a hardware failure, You will s need this
password if you ever want ta uninstall SecweSuite from your computer.

If you have previausly installed SecureSuite on ancther computer and created a Master
Access Disk, you map choose to share the Master Password between computers by
imparting i from an existing Master Acosss Disk.

Dtherwise, you may enter & new password of your choics

Flease select one of the follawing
 Erter anew Master Passward

" mpart the Master Passward from an existing Master Access Disk

Bk [ Mews | Eaed |

2. The Enter your new Master Password dialog box appears on-screen. Type your chosen
password on line one. Repeat the password on line two. Click Next.

SecureSuite Configuration Wizard []

Enteting your new Master Password
The SecureSuits Master Password provides & way to overide nomal sscuriy and
accass your compulet in the evert of a hardware failure. You will o need this
password if you ever want ta uninstall SecueSuite from your computer.

Choose a Master Password and enter it twice in the spaces below. It is very important
to chonse & password that cannot be sasiy quessed, and (o keep it a seoret. The
Master Password allows total aceess to your computer!

Enter new password I

Confirm rew password: |

Your password should be at least 8 characters in length and should contain &
combination of both numeric and alphabetic characters.

Dia not farget ar lose this password! |f yau lose this password and a hardware
faiue acours, some of your data may be permanenty lost

< Back | Mext | Cane

Note: You will need either the Master Password of the Master Access Disk to uninstall SecureSuite.
Thus, it is important that your store both of them in a secure place. (For instructions on
Uninstalling SecureSuite, see Chapter 9, Uninstalling SecureSuite™.

3. The Creating a SecureSuite Master Access Disk dialog box appears. Choose an option and
click Next.

8 1/0 Software, Inc.
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Creating An Administrator Account

SecureSuite sets up an Administrator account to manage system settings. This account is used to add
new users, set your logon options, and designate other users as Administrators.

SecuieSuite Configuration Wizard

Setting up your first administrator account

Administrators can add new user accounts, modify existing user accounts, and make
changes ta the SecureSuite system configuration

*You can desighate an existing user account to be an administiatar, of you can create a
new administratar account, After SecureSuite installation iz complete, pou will be able
to grant administrator status to other accounts if you want to.

" Create a new account for the administrator

% ze an existing account for the administrator

Select an account:

< Bach I HMest > I [Eanee] |

If you wish to designate an existing user account as the administrator:

Select Use an existing account for the administrator.
Select a name from the list.
Click Next.

Click Finish. You have completed your software installation.

.

If you wish to designate a new account as the administrator:

1. Select Create a new account for the administrator.

2. Click Next. The following dialog box appears.

Administrator Enrollment Wizard [}

Administrator Information

Enter the administratar infarmation in the fields below.

Enter the lagan name, full name, and a brief description for this administrator in the
appiopriate fields below.

Uszer Mame: Telale

EullName:  fiohn snith

Description: IAdministlalol

< Back I Mext > I [Eareel |

3. Type your user name (a nickname or your first name) on line one. Type your full name on line
two. Click Next.



4. Type your password (this can be the same as you used in the beginning of the set-up or it can be a
different password) in the SecureSuite Administrator Account Setup box. Click OK

Administrator Enrollment Wizard ]

Password Assignment

Aszign a pazsword to this user.

Your passward should be at least 8 characters in length and should contain a
combination of both numernic and alphabetic characters.

Enter new pazsword: Iw

Lonfim new pagsward. I *********

A good pagsword should be at least 8 characters in length and contain a
comhbination of both numeric and alphabetic characters

< Back I Mest > I [Canicel | Help |

5. The Authentication Method Selection dialog box appears. Select the authentication method for
this administrator.

User Enrollment Wizard X

Authentication Method el

Select one or more authentication methods for this user.

SecureSuite uses authentication methods to confim a user's identity. ‘Y'ou may select the
methods for this user from the list of availsble methods

Awailable methods: Methads for this user:

Weridicom FPS-1xx [Fingerprint]

% Standard Passward Authenticati
el |
<2 Hemove |

|

£ AND [All of the selected authentication methods must be met to confirm identity]

& OR [&ny of the selected authentication methods can be met b confim identity]

< Back I Mext > I Cancel | Help |

6. Select AND or OR at the bottom of the User Enrollment dialog box to determine how the
administrator should verify his/her identity to log on to the computer. Select AND for both a
password and the fingerprint authentication. Select OR to require either a password or a
fingerprint. Click Next.

7. A hand appears on screen. Select a finger for enrollment by clicking on the fingertip you and the
new user have selected.

8. Follow the on screen directions until the scanning is complete. Green indicates a good scan.
Rescan any fingerprint that has a yellow or red outline.

9. Click Finish.

You have completed your software installation. If yours is the account selected as the administrator, you
can now logon to your computer using the password you selected at the start of the setup process.

10 I/0 Software, Inc.
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The Initial Logon

Note: The following section applies to the initial logon for individuals who have full SecureSuite
administrator privileges. If your organization has a designated SecureSuite administrator, that
individual must add you to the system as a new user and determine your access level and user
privileges before you can logon.

The first time you log on after installing SecureSuite, you see the SecureSuite Main Menu. The menu
appears each time you start the computer (the default). You can clear the check box; Show this dialog at
startup to permanently close the menu.

Enrolling Your Fingerprint

Take the following steps to enroll your fingerprint:

1. On the Main menu select Enroll Your Finger.

2. Provide your password when prompted and the Fingerprint Enrollment Wizard appears

Fingerprint Enrollment Wizard

Select a Finger to Enroll
Select a finger to register for this user.

Select the finger vou wish to register by clicking the image below. After you have selected
a finger, click next.

L2

< Back

Cancel |

3. Select the finger to enroll. A red dot indicates the finger currently selected for verification. A
finger that is already enrolled has a black dot. To select a different finger for verification, click it
with the mouse.

4. Click Next, and follow the instructions in the wizard.

11



Fingerprint Enrollment Wizard

Scanning Your Fingerprints
SecuraSuite will now scan your fingerprints.

SecureSuite will now scan your left indes finger three times. To begin, place your left
index finger on the scanner.

d

Place your left index finger on the scanner.

< Back I TlExt> | Cancel | Help |

Congratulations! Your fingerprints are now enrolled, and you are ready to use your SecureSuite or
SecureStart software. You can enroll another finger at this time (recommended), but you don’t have to

5. Click Finish to exit the wizard.

Windows System Tray

SecureSuite adds the SecureSuite icon to the Windows System Tray: The SecureSuite icon allows you
to access your SecureSuite features, which are fully discussed in Chapters 3 through 8 of this guide.

@B ST HREE 452rM

SecureSuite Icon Fingerprint Icon

The fingerprint icon appears after the first fingerprint is enrolled. When you click the fingerprint icon, a
dialog box containing two hands appears.

L&

The box displays all fingerprints enrolled for the current user. A red dot indicates the finger currently
selected for verification. A finger that is already enrolled has a black dot. To select a different finger for
verification, click it with the mouse.

12 /0O Software, Inc.
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3 Using SecureSuite™

Logging On With SecureStart™

SecureStart instantly recognizes your fingerprint and allows you to logon to your computer with just the
touch of a finger. This technology keeps your files easily accessible while preventing unauthorized user
from gaining access to your PC.

To open SecureStart, SecureSuite, or a program or file protected by SecureSuite requires verification of
your identity. This verification can be a password, or a fingerprint, or both, depending upon the security
selected for the user by the administrator.

The first time you logon after installing SecureStart or SecureSuite you are prompted to enroll your
fingerprint if you have not done so already. On-screen instructions guide you through the process. Refer
to Enrolling your Fingerprint in Chapter 2, for more information.

When you open one of the SecureSuite applications or open a file protected by SecureSuite, The
following window appears:

SecureSuite User Settings
Enter uzer name and logon infarmation. -
o e oK.
zer name: IBruCB j Cancel |
|
Pazsword: I More »» |

1. Select your name from the User name text field.

2. Verify your identity by responding to the request/s. Type your password; place your finger on the
fingerprint scanner or both. Click More to view the finger selection box if you have more than 1
finger enrolled.

3. Click OK when you are done.

You are now logged on and ready to use SecureSuite. If you are a first time user, familiarize yourself
with the programs’ capabilities by using the online tutorial.

Using the SecureSuite™ Tutorial
Take a quick tour of SecureSuite using the online tutorial.
To open the SecureSuite Tutorial from the desktop:

1. Click Start/Programs/SecureSuite.
2. Click Tutorial.

13



The tutorial is self-paced. Select a topic to view, and then click Next to proceed to the next slide in the
presentation.

Using the SecureSuite™Online Help

Use the SecureSuite Online Help to locate specific words, topics and sections of the program. From
your desktop:

1. Click Start/Programs/SecureSuite.
2. Click Help.

3. Click Find or Index.

4. Click a Topic or Index entry.

5. Click Display.

User Privileges

SecureSuite has four types of users each with different capabilities for editing user profiles. User
profiles consist of the users’ password, enrolled fingerprint data, and authentication method(s). The four
levels of user privileges are:

* Guest Privileges: The user cannot edit his/her own profile in any way.

*  Minimum User Privileges: The user can re-register only for those verification methods
(passwords and/or fingerprints) already enabled. This user can rescan fingerprints or change
his/her password, but cannot change verification methods.

* Full User Privileges (default setting): The user can change any part of his/her own user profile.

* Administrator Privileges: The user has full access to every feature offered by the SecureSuite

User Manager interface. The administrator can add, remove, or modify any user profile.
Administrators can make changes to all accounts and settings.

Editing Your Profile

The changes you can make to your profile are dependent upon the privileges you were given initially by
the Administrator.

To edit your user profile:

1. Double-click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.
2. Click My Settings.

14 /0O Software, Inc.
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3. Verify your identity.

4. Edit your profile information.

Adding your Fingerprint Enrollment
To add your fingerprint enrollment:

Double-click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.
Click My Settings.

Verify your identity

Click Add, to add the fingerprint scanner as a way to verify your identity

A

At the Authentication Device Selection dialog box (shown below), click OK.

Authentication Device Selection

Select the authentication device you wizh to uze and
then click OF.

Authentication devices:

E"E:@\j‘j"'";-.-"'n':.r||:|iif§ifii"|"i"|'f|'ii5;"'Iulj'lj"['I'fi'r"'nﬁé'r'E'r'i'r"'n'f]""mm"m'""""""""""""

Ok I Cancel |

6. The Fingerprint Enrollment Wizard appears so that you can select a fingerprint to enroll. The
dialog box (shown below) displays all fingerprints enrolled for the current user. A red dot
indicates the fingerprint currently selected for verification. An already enrolled fingerprint has a
black dot. To select a different fingerprint for verification, click it with the mouse. The
Fingerprint Enrollment Wizard guides you through the process.

Fingerprint Enroliment Wizard

Select a Finger to Enroll
Select a finger to register for this user

Select the finger you wish ta register by olicking the image below. After you have selectsd
a finger, click next

L2

7. Click Finish. The Edit User Profile dialog box appears.

15



E dit User Profile

— User Information
oK I
User Mame: IJeri
Cancel |
Full Mame: |J i ‘Young
- Help |
Deszcription: ISaIes

—Authentication Method Privil
The fallowing methods are curently selected: &l

| @l *erdicom FPS100 (Fingerprint]

Add... Bemove FProperties. ..

" AND (Al authentization methods listed must
be met to confirm identity]

o DH [&nw of the authentication methodsg

disted can be met to confim identib

8. Select AND or OR at the bottom of the Edit User Profile dialog box.
9. Click OK when you have finished updating your profile.

Locking Your Workstation

You can instantly lock your workstation to protect your files while you are away from your desk. To do
SO:

1. Press the Pause key on your keyboard, or Click the SecureSuite icon in the Windows System
Tray and select Lock Workstation.

If you have locked your workstation previously, your workstation is now locked.

If this is the first time you are locking your workstation, the SecureSuite - Screen Saver not configured
properly window appears.

1. Click OK to have SecureSuite configure your system to allow workstation locking.

SecureSuite - Screen Saver not configured properly

our syzkem iz not curmently configured for workstation locking,
SecureSuite can make changes o pour spstem configurabion to enable workstation locking,

Click OF. to make the neceszany changes now and lock thiz workstation,

Cancel |

2. After your system is configured, do one of the following
* Press the Pause key on your keyboard, or

* Click the SecureSuite icon on the Windows System Tray, and select Lock Workstation.

16 I/0 Software, Inc.
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To unlock your workstation:
1. Select your user name.
2. Place your finger on the scanner or type your password when prompted.

3. Your workstation unlocks instantly.

17



4 Using SecureSession™

Note: This function applies to the complete SecureSuite software package; it is not part of the
SecureStart stand-alone segment of SecureSuite

SecureSession lets you instantly access any application secured by a password or other text based
information. For example, a touch of your finger is all it takes to connect to the Internet or to access
your banking software once the application is registered with SecureSuite and the corresponding
password is replaced by the SecureSession feature.

In addition use SecureSession with Netscapell Navigator[] support to remember your passwords,
usernames, and other information for access to your favorite web sites. Registering a web form is as
easy as following the steps that you would to register any other application with SecureSession.

Registering an Application

Each of your applications and web form is unique. Therefore, you must follow the procedure below to
register individually each application and web form you wish to access with SecureSession.

1. Open an application or web page that requires a password.

=# Connect To EE

T
= £ Test logon

Lzer narme: IUser

Pazzword: I ******* 9

[~ Save password

Fhone number: I555-I 212

Dialirg from: Ihome ﬂ Dial Properties. . |
Connect I Canicel |

2. With the password box on the screen, hold down the Ctrl key and press F12. The SecureSession
Window Registration box appears. Simultaneously, a red outline appears around the first text
field of the password box. The text outlined in red designates the information to type in the
corresponding field of the SecureSession Window Registration box. The SecureSession
Window Registration box defaults to the appropriate field.

Example: If the red outline is at Sign-in Name on the password box, type your user name in the

corresponding SecureSession Window Registration box field. Do not press Enter; if you
press Enter now, the SecureSession Window Registration box will close

18 I/0 Software, Inc.



SecureSuite™ Security Software

= Connect To E1E3

Gy
g Test logon

&

=

User

User name:

xxxxxxx:1

Pazswaord:

[~ Save password

Phone number. |5551212 T—

Dialing fror [Py Registration

Text Replacement =
¢ Register I

Celect ~| Enter Information:

Figld: Iuse[ Cancel |

End Dislog /it [Mone =] Help

|Enter registration infarmation,

3. Click the Select Field arrow to enter the next line of text. As you move the arrow to display a
new field in which to type, the red outline moves to a new location in the password dialog box. If
you want SecureSession to manage that function described in that field, type the appropriate data
into the field. Do not press Enter.

4. At End Dialog With field, click the arrow to display options for completing the SecureSession
dialog process: Enter is the most commonly used to complete the command. For making a
connection to the Internet, Connect is acceptable.

SecureSession Window Registration

Text Replacement

: Fiegister

Colact | Enter Information: P I
L |5551 212 Cancel |

End Dialog With: Help |

|Entel regigtration information.

5. Click Register.

Once you register the application, you will be asked to enter a description and select a location for the
storage.

SecureSesszion - Registration

az well a3 the location or locations where yau

@ Pleasze specify a description for this web form oK.
wioulld like to stare this information.

Pl

Cancel
Description:
| : Help
Lozation:
kdy Computer

19



Once the application has been registered, a confirmation dialog will appear.

SecureSeszzion - Registration Successful E

Tou have successiully regigterad thiz dialog window for uze
by SecureSession.

Simply press the 'F12' key and once you have authenticated,
SecureSeszion will fill in the window with the information you
jugt entered,

[ Do not shaw this message again.

6. Click OK.

Using SecureSession™ Password Replacement

To use SecureSession Password Replacement you must first register your applications(s) as directed in
step 1 through 5 of Registering an Application. Then follow the procedure below.

1. Open the application or web page.
2. With the password box on the screen, do one of the following:
* Place your finger on the fingerprint scanner, or
* Press F12, and then place your finger on the fingerprint scanner.

3. SecureSession completes the appropriate information in the password box.

Even if you are a password only account, you can still use SecureSession. When prompted to scan your
fingerprint, press F12 and type your password when prompted.
Updating Password Information

If your user name or password changes after you have registered an application with SecureSession, you
must update that information. To do so:

1. Repeat steps 1 through 5 of Registering an Application.
2. Click Update.

Removing Password Replacement

To remove your SecureSession Password Replacement feature and deregister an application, follow the
steps below.

1. Open the application or web form you previously registered with SecureSession.

20 I/0 Software, Inc.
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2. With the password box on the screen, hold down the Ctrl key on your keyboard and press F12.
The SecureSession Window Registration box appears.

Click Deregister.

4. At the prompt, verify that you want to cancel the SecureSession Registration of a password.

1. Click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.
2. Click My Settings.

3. Verify your identity as prompted.

4

From Edit User Profile dialog box, select Applications, and the User Properties dialog Box
appears.

5. Select the application that you want to deregister. Click Delete

Note: Password replacement must be removed individually for each application and web form along
with the corresponding password.

Using SecureSession with Microsoftl] Internet Explorer[]

You can configure SecureSession to remember and automatically enter your passwords, usernames, and
other information for instant access to your favorite secured web sites.

Note: To use this feature requires Microsoft[] Internet Explorer 4.00J or higher.

Register a Web Form with SecureSession

1. Open a web page you want SecureSession to fill in for you.

2. Enter your authentication information (username, password, or other information) in the fields on
the web form.

ﬁj‘@@@@v

th Home Search  Favortes  Histoy ILET Frint

|New user? Sign up now! |

Sign-In Mame

Francals [User @| mail.com x|
wrtugués ER) Password

Imm Sign in I
Forgot Your Passward?
Problems Signing In¥
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3. On the web page, click the Submit, OK or equivalent button. (The button’s name depends upon
the term chosen by the site’s Webmaster.)

SecureSezzion - Register web form information?

SecureSezsion has detected that the web form you just submitted
iz mot cumentiy registered for use with SecureSession.

SecureSession can store the data you just entered to be recalled
when this web form iz displayed again.

Do wau want SecureSession to register thiz web form far pou?

™ Mo, ignore and continue.

I | [0 e sy e sl o b i et Form i submitted)

' N'es, register the cunent information Far this web form

W Automatizally submit this web form after SecureSession
is activated

Ok, I Help

¥ Show this dialog whenever a new web form is submitted.

4. Select either Yes, or No. If you select Yes, a Verify User dialog box appears. Follow the
instructions given by the prompts. Click OK, and the window closes. If you select No, a dialog
box will not appear. Click OK, and the window closes.

Once you register the web form, you will be asked to enter a description and select a location for the
storage

SecureSession - Registration E1
Please specify a desciption for this web form
asz well_as the Iocatio_n or Iocati_ons where pou
would like to store this information. Eaed) |

Descriptior:
| 7 Help |

Locatior:

ty Computer

Once the web form has been registered, a confirmation dialog will appear.

SecureSession - Web form information registered

Thig web form haz been successfully registered and the
information has been stored in your personal SecureSuite profile.

Wwhenewver thiz web farm iz displayed, you can zsimply hit 'F12' and
once you have authenticated, SecureSession wil fill in this web
farm with the stared information.

¥ Show thiz dialog whenever a new web form is registered.

5. Click OK.
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To Activate SecureSession

1.

The next time you visit the web page, press F12 to complete the form.

Certain non-standard web pages do not work with this feature. If you have a problem submitting the
form after completion, follow these steps:

1.

Clear the check box entitled Automatically submit this web form after SecureSession is
Activated.

Press F12 to have SecureSession fill in the authenticating information on the web page.

Click the Submit or equivalent button.

Updating Password Information

Go to the web page

. Manually complete the fields on it with your user name, password, or other information.

1
2
3.
4
5

Hold down the Ctrl and press F12.

. At the prompt choose Update.
. At the Verify User dialog box, provide information.

To Remove Password replacement

b o

Note:

. Repeat steps 1 through 5 Updating Password Information.

At the prompt in step 4, choose Remove.

Or

Click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.
Click My Settings.

Verify your identity as prompted.

From Edit User Profile dialog box, select Applications, and the User Properties dialog Box
appears.

Select the application that you want to deregister. Click Delete

For SecureSession to recognize a web page as a previously visited web page, the URL (web
address) must be consistent. Lycos Mail, for example, adds a random number to the URL each
time it is accessed. To avoid this problem, add the web page to Favorites and always access it
through Favorites.

When a site administrator makes changes that affect the URL, re-enroll your password with
SecureSession using the new URL.
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Managing your Registered web forms

Manage all your registered web forms from one location. To access your registered web forms, do the

following:
1. Click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.
2. Click My Settings.
3. Verify your identity as prompted.
4. From Edit User Profile dialog box, select Applications, and the User Properties dialog box
appears.
User Properties

SecureSession I

The list below shows the web forms that pou cunently have
registered for use with SecureSession according to location.

= n:, My Computer Cut
# Test Track Logon 1/20/200001:53
B Mail Logon 1/19/2000 & 20FM Copy |
¥l Mail Logon 1/20/2000 E:42 PM
Easte |
F enarme |
Delete |
< I &

ak. I Cancel | Help

The User Properties dialog box allows you to view and edit your SecureSession stored data. The date of
storage is shown immediately following the description. It is easy to transfer or share any given
‘registered form’. By utilizing the edit buttons to the right of the dialog box, you can relocate stored data.
You may also drag and drop a registered form from one location to the other.

To change the description of a registered form, Highlight the form and click, Rename.

To remove a registered form, highlight the registered form you want to remove and click, Delete.
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SecureSession Storage Information

The SecureSession - Registration dialog box allows you to enter a Description of the web page you are
registering, as well as the Location where you would like the information to be stored.

* Description: This option allows you to uniquely identify/label individual forms you have
registered with SecureSession/IE. This is very useful when viewing registered forms and

selecting the location of storage.

* Location: This option allows you to specify where you want your registered SecureSession
form(s) to be stored.

Storing your registered applications and web forms:

1. You may store the information on the Local Machine. This option allows SecureSession to store
the registered applications and web form on the local hard drive.

Note: Click on User Properties to find out more about editing SecureSession storage locations.
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5 Using SecureFolder™

Note: This function applies to the complete SecureSuite software package; it is not part of the
SecureStart stand-alone segment of SecureSuite

SecureFolder provides a fast convenient way to protect data in folders. Only the owner of a folder can
view its contents.

SecureFolder is designed to secure your personal and business folders. You cannot secure files or folders
in the Windows or Program file directories, because modifying their contents can cause your programs
to stop working correctly. You cannot secure the following folders

* C:\Windows

e C:\Program Files

e C:\My Documents.

* Folders in which SecureSuite is installed.

* Folders on the Desktop.
Administrators can delete other users’ secured folders but cannot open them.

Important: You must remove Security from a folder before you uninstall SecureSuite otherwise the
folder can never be opened again, even if you re-install SecureSuite. Instructions for
removing Security from a folder are at the end of this section.

Securing A Folder
You can secure folders by following the steps below.

Close all open files in the folder you wish to secure.

On the Windows desktop click My Computer, or open Windows Explorer.
Browse the drive and select the folder you want to secure.

Right-click the folder. Click Secure when the menu offering that choice appears.
At the prompt, verify that you want to secure the folder.

A e

At the next prompt verify your identity by placing your finger on the fingerprint scanner and/or
entering your password.
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Fle Edt View Go Favoles Iook Help
L = I 4 = X
Back  Fomed Up Cut  Copy  Paste | Unde | Delele Propetties
| Addiess [ T B
Folders x 2] Seluplog tst
7] Desktop a =] Suhdiog.dat
=] g My Eumpulev = b e ] Suskarn 1ot
24 3 Floppy (&) Esplore
Er=y0] Open
4} My Document ts @ Unsecurs
£ Wy B
L3 My S 151 futosres: 4 AddtoZip
£ Program Fil ] Bootiog @ Addto My Secured Flodst 2p
% \F\; =] Bootlog bt Send To N
" Mcommand,——— —
DD Wi =] Config.eps  Cul
- 101 =] Detlog st Copy
Frinters P
%] lo.sys Paste
() Control Panel ||| S
DiaUp Networking (3] Mados.— Create Shartcut
() Scheduled Tasks ] Madossps - g
-8 Web Fold =) Netlog vt | Baame
5 My Document ts - B —
ti
1 abiecfs) selected = ter .

SecureFolder begins the security process. A dialog box shows the progress as the files within the folder
are secured. When the process is complete, an icon displayed on the corner of the folder shows the
folder is secured by encryption.

After the folder is secure, only you can view the contents. You must verify your identity and drag the
secured files to a location outside of a secured folder before you can use them. After you finish editing a
file, you must place it back in the secure folder to re-secure it.

Using A Secure Folder
To use a secure folder:

On the Windows desktop click My Computer, or open Windows Explorer.
Select the drive where the folder is located.

Double-click the folder.

Verify your identity and the folder opens.

Select the file to use.

Drag and drop the folder to a location that is not within a secure folder.

AU o

When finished, cut and paste or drag and drop back into the secure folder where it belongs.

Viewing Properties Of A Secure Folder
If you wish to view or change the properties of a secure folder, follow the steps in this section. Folder

properties include encryption method, owner and users of the folder, and basic information such as size,
date created and location.

1. Right-click the secure folder you wish to view.

2. At the prompt, verify your identity
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3. Select Properties from the on-screen menu, and the Properties dialog box shown below
appears.

covers Properties [ 2] x]

General | Dwner SecuisFolder |

@ covers

Encryption Method: {550 d5d4 DES j

Persistence

" Folder is locked & unlocked at logon & logoff

1 Folder is locked & unlocked as views are
opened & closed.

©~ Falder remainz unlocked for specified
amatint of time.

=l I E0 _|j

ak. | Cancel | Spply |

4. Select on of the three available file tabs:

* SecureFolder displays the encryption method and allows the owner to change the
security persistence.

* Owner displays the owner and user/s of the folder.

* General displays basic information about the folder such as size, date created and
location.

5. Edit the folder contents, and click OK when you are finished.

Removing Security From A Folder
To remove security from a folder:

On the Windows desktop, click My Computer.
Select the drive where the secure folder is located.
Select the folder to unsecure.

Right-click the folder.

On the menu that appears, click Unsecure.

At the prompt, click Yes.

Verify your identity when prompted.

el o e

The security icon is no longer displayed on the folder. The file is no longer secured.

28 I/0 Software, Inc.



SecureSuite™ Security Software
6 Using SecureApp™

Note: This function applies to the complete SecureSuite software package; it is not part of the
SecureStart stand-alone segment of SecureSuite

SecureApp prevents unauthorized users from running Windows applications. You can restrict access to
any program so that anyone who tries to run it must first verify his or her identity. SecureApp is ideal for

accounting software and databases that contain sensitive and confidential information. It can also be
used to limit access to applications such as web browsers and games.

Setting User Restrictions
To set user restrictions:

1. Open the User Manager application. This is only possible for a user with administrator

privileges.
2. Select System Properties from the Options menu.
3. Select SecureApp.
4. Click Add.
5. Browse to the application you want to secure.
Look e | = Intemet Exlorer =] =

1 Connection ‘Wizard

File name: |Iexp|ore.exe Open I
Files of bype: IF'rogram Files [.exe) j Cancel |

™ Open az read-only
4

6. Click Open. The Access Security dialog box opens.
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Access Security for 'DCProject.exe’
Access allowed: Access on verify:

Jane
Jill

Jeni
John
Master Password

oK |
Cancel |

2|
K

2]

Access denied:

:Fam

o [

7. Select name/s in the Access allowed column.
8. Using the arrows, move name/s to Access on verify or Access denied columns.
9. Click OK to close and exit.

Removing User Restrictions
To remove user restrictions for an application:

1. Open the User Manager application. This is only possible for a user with administrator

privileges.

Select System Properties from the Options menu.
Select SecureApp.

Select the application to remove

Click Remove.

A

Verify that you want to remove the Security.

Use of the application is now unrestricted. You must remove restrictions separately for each application.
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7 SecureEntrust™
Entrust Technologies Public-Key Infrastructure (PKI) Compatibility

Note: This function applies to the complete SecureSuite software package; it is not part of the
SecureStart stand-alone segment of SecureSuite

If you are already using Entrust Ready™ software, SecureEntrust gives you the added security and
convenience of fingerprint verification within those third party applications supporting Entrust
Technologies award-winning Public-Key Infrastructure (PKI). Users and developers of Entrust/PKI
ready applications can make use of the authentication services and security tokens provided by
SecureSuite through SecureEntrust.
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8 The SecureSuite™ Administrator

The SecureSuite User Manager

Using the SecureSuite User Manager, an administrator can add a new users, import a user account from
another system, as well as export a user account, change a current user’s properties and/or password
access and change a user’s privileges.

Note: The User Manager is only available to administrators or users with administrator privileges.

To open the SecureSuite User Manager, do one of the following:

1. Click the SecureSuite icon on your desktop, or select Start/Programs/SecureSuite.

2. Click User Manager. The User Manage menu appears.

-";g SecureSuite _ O] x|

User View Options Help

Uzer Hame Full Hame Description
AdmlnAdmlmstlatm

Exporting a User Account

The Export Function is designed to allow a user to share secure information between two or more
computers running SecureSuite 2.2 or newer.

Note: Information can only be exported to computers running SecureSuite 2.2 or newer.
To export a user account, follow these steps.

1. On the SecureSuite User Manager menu, select the user account that you want to export.

2. On the User menu, select Properties, and the Edit User Properties dialog box appears.
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Edit User Profile

r— Uzer Information

(]9
Uszer Marne: |Bruce

Cancel
Eull M arme: I

Help
Descriptior: I

— Awthentication Method

The following methods are cumently selected: Egpiaii -

@ Wendicom FPS-Tx# [Fingerprint]
Applications...

I bk

Add... | Bemove FEroperties... |

= AND [8 authentication methods listed must
be met ta confim identity]

* 0F [fny of the authentication methods
listed can be met to confirm identity)

3. From the Edit User Profile dialog box, select Export, and the Welcome to the Export User
Wizard appears.

User Export Wizard

E Welcome to the Export User Wizard

Thiz wizard will help you export an existing uzer's profile so
that it may be shared with other systems using
SecureSuite.

To continus, click Nest.

< Bash I Mext > I Cancel | Help

4. Select the Export Location.

Usger Export Wizard x|

Select Export Location

Select the location to expart the uger.

Select the export location from the box below:

Export Location:

¢ Back I Next » I Cancel Help




5. Select a Security Method.

User Export Wizard

Select a Security Method

The export data may be secured by providing a password in the fields below.

Tao provide added security, the exported SecureSuite data may be secured using a
password. To secure the data, enter a password in bath of the fields below:

' Secure the data with the following password:

Password: I,‘—

Do not secure the data,

< Back I Nest > I Cancel | Help |

Note: You may choose to secure the exported data by entering a password in the appropriate box. If
you do not wish to secure the data make the appropriate selection and click next. If you forget
your password you will not be able to un-secure the exported data.

6. Click Finish.

Adding a New User

Note: During this process, you must enter a password for each user, even if a password is not one of the
selected methods of verification. Windows requires this to establish any kind of password
system.

There are two ways to create a new user account from this menu. You can Create a new user account
or Import a user account.

To create a new user, follow these steps:

1. On the SecureSuite User Manager menu, click User and then click New User.
2. When the Welcome to User Enrollment Wizard appears, click Next.

On the Select New User or Import User Wizard dialog box you will be prompted to, Create a
new user account, or Import a user account. Select, Create a new user account.

4. When prompted, enter user information and password assignment.
Select the appropriate access level for the user; see User Privileges.

6. Click Next. The following dialog box appears.
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User Enrollment Wizard X

Authentication Method Selection

Select one or mare authentication methods for this user,

SecureSite uges authentication methods ta confirm & uger's identity. Y'ou may select the
methods for this user from the list of availsble methads.

Available methods: tdethods for this user

“eridicom FP5-1ux [Fingerprint]
& Standard Password Authenticati
Sdds
<< [Hemove

il

 AND (A1 of the selected authentication methods must be met to confirm identity)

& OR [&ny of the selected authentication methods can be met b confim identity]

< Back I Mesut » I Cancel | Help |

7. Select AND or OR at the bottom of the User Enrollment dialog box to determine how the new
user should verify his/her identity to log on to the computer. Select AND for both a password and
the fingerprint authentication. Select OR to require either a password or a fingerprint. Click
Next.

8. A hand appears on screen. Select a finger for enrollment by clicking on the fingertip you and the
new user have selected. The new user must now be present physically to have the finger
scanned.

9. Follow the on-screen directions until the scanning is complete. Green indicates a good scan.
Rescan any fingerprint that has a yellow or red outline.

10. Click Finish.

Importing a User Account
To Import a user account, follow these steps:

1. On the SecureSuite User Manager menu, click User and then click New User. This will bring
up the User Enrollment Wizard.

User Enrollment Wizard
Yelcome to the User Enrollment

m Wizard

This wizard will help you create a new user, assign the
user a passward, and select the user's permissions and
authentication methods.

To continue, click Nest

< Bach Cancel | Help |

2. On the Select New User or Import User Wizard page of you will be prompted to, Create a
new user account, or Import a user account. Select, Import a user account.
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User Enrollment Wizard x|

3. Select the location from which to import the user.

Select Import Location

Select the location from which to import the user.

Select the import location from the box below:

Import Location:

< Back I Hext > I Cancel | Help |

User Enrollment Wizard x|

4. When prompted, enter user information and password assignment.
5. Select the appropriate access level for the user; see User Privileges.

6. Click Next. The following dialog box appears.

Authentication Method Sel

Select one or mare authentication methads for this user,

SecureSuite uges authentication methods ta confirm & uger's identity. You may select the
methods for this uger from the list of available methads.

Available methods: Methods for this user;

Addss
&< Hemove

WVeridicom FPS-14x (Fingerprint]
% Standard Password suthenticati

']

= AND (&l of the selected authentication methods must be met ta confirm identity)

& OR [bry of the selected authentication methods can be met to confitm identity)]

< Back I Mext » I Cancel | Help |

7. Select AND or OR at the bottom of the User Enrollment dialog box to determine how the new
user should verify his/her identity to log on to the computer. Select AND for both a password and
the fingerprint authentication. Select OR to require either a password or a fingerprint. Click
Next.

8. A hand appears on screen. Select a finger for enrollment by clicking on the fingertip you and the
new user have selected. The new user must now be present physically to have the finger
scanned.

9. Follow the on-screen directions until the scanning is complete. Green indicates a good scan.
Rescan any fingerprint that has a yellow or red outline.

10. Click Finish.

When you are done, the user is added to the list of available users.
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9 Uninstalling SecureSuite™

To uninstall SecureSuite you need either the Master Password or the Master Access disk. These were
established during system configuration; see Configuring SecureSuite for more information.

Important: Unsecure any secure folders before you uninstall SecureSuite. See Using SecureFolder. If
you do not unsecure the folders before you uninstall SecureSuite you cannot access the
folders or the information in the folders again, even if you re-install SecureSuite.

Take the following steps to uninstall SecureSuite:

In the Windows Control Panel, double-click the Add/Remove Programs icon.

From the list of installed programs, click SecureSuite and click the Add/Remove button.
Verify your identity when prompted.

Type the Master Password or insert the Master Access Disk when prompted.

A e

Restart your computer.
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10 Troubleshooting
Fingerprint scanner cannot be located:

* Verify fingerprint scanner is securely connected to the appropriate communication port.

e Verify that all connections are secure.

Fingerprint cannot be enrolled:

* (lean scanner surface.
e Verify that all connections are secure.

* Try using different fingers.

Scanner cannot be located after log on:
* Verify no other application is using the fingerprint scanner or the same communications port.
Screen Saver behaving abnormally during locking and unlocking:

Some screen savers are not compliant with the normal Windows screensaver mechanism. Try installing a
different screen saver.

38 I/0 Software, Inc.



SecureSuite™ Security Software

39

I/O Software, Inc.
1533 Spruce Street
Riverside, CA 92507
Phone (909) 222-7600
Fax (909) 222-7601
www.losoftware.com

5

© 1998-2000 I/O Software, Inc.
All rights reserved.




