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AuthenTec welcomes your input. We try to make our publications useful, interesting, and
informative, and we hope you will take the time to help us improve them. Please send any
comments or suggestions by mail or e-mail.

Disclaimer of Warranty
AUTHENTEC SOFTWARE, INCLUDING INSTRUCTIONS FOR ITS USE, IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND.
AUTHENTEC FURTHER DISCLAIMS ALL IMPLIED WARRANTIES INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR OF FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE
OF THE SOFTWARE AND DOCUMENTATION REMAINS WITH YOU.
IN NO EVENT SHALL AUTHENTEC, ITS AUTHORS, OR ANYONE ELSE INVOLVED IN THE CREATION, PRODUCTION, OR DELIVERY OF THE
SOFTWARE BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGE FOR LOSS OF BUSINESS
PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OF
OR INABILITY TO USE THE SOFTWARE OR DOCUMENTATION, EVEN IF AUTHENTEC HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME STATES OR COUNTRIES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

U.S. Government Restricted Rights
The software and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the
government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer
Software clause at DFARS 252.227-7013 or subparagraph (c)(1) and (2) of the Commercial Computer Software —
Restricted Rights 48 CFR 52.227-19, as applicable. Manufacturer is AuthenTec, Inc., Melbourne, Florida 32901-2719.This
Agreement is governed by the laws of the State of Florida.

AuthenTec, Inc.

Post Office Box 2719
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AuthenTec, FingerLoc, FingerLoc Aware, Dynamic Optimization, TruePrint, the AuthenTec logotype, and the phrase
“Personal Security for the Real World” are trademarks or registered trademarks of AuthenTec, Inc. Microsoft and
Windows 98 are registered trademarks of Microsoft Corp. SecureSuite is a trademark of I/O Software, Inc. All other
trademarks are the property of their respective owners.
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Copyright 0 2000 by AuthenTec, Inc. No part of this publication may be reproduced in any form or by any means without
prior written permission. Printed in the United States of America.

The material in this publication is provided for information only. It is subject to change without notice. While reasonable
efforts have been made to assure its accuracy, AuthenTec, Inc. assumes no liability resulting from errors or omissions in
the document, or from the use of the information contained herein.
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Introduction

Guidelines

This document outlines the basic requirements for a third-party fingerprint-matching
algorithm in order to facilitate an easy interface with the AuthenTec FingerLoc™
system software. Algorithms that conform to these guidelines will operate readily with
the FingerLoc Sensor control software, minimizing time-to-market delays.

The use of the approach detailed here also allows the third-party algorithm to be
supplied in object code format, thus preventing unintended dissemination of the
original source code.

The AuthenTec database executive routine expects a “dIl” (Dynamic Link Library) file
(having the extension .dll) with its associated export “lib” (Library) file (having the
extension .lib). Using the standard #define,

#define DIIExport__declspec( dllexport )

The actual declarations (such as int DIIExport algname) may be provided in a
separate header file or embedded in the dIl. The images provided to the algorithm by
the FingerLoc sensor integrated circuit are 128 x 128 bytes (pixels) in size, where
each pixel comprises eight bits (gray scale) and will be referenced by a character
pointer. AuthenTec can resample this basic image size into other densities (500 dpi
and 1000 dpi) in order to conform to the requirements of the matcher.

In a similar manner, the storage area for a derived template (of size to be specified by
the algorithm developer) will be referenced by a character pointer. Thus, as a
minimum, the algorithm calls would be of the form;

Alg_enroll (unsigned char *image, unsigned char *template);

Alg_image_templ_verify (unsigned char *image, unsigned char
*templ, [result]);

and, if the algorithm allows template to template match,

Alg_templ_templ_verify (unsigned char *templl, unsigned char *templ2,
[result]);

where [result] represents one or more scoring parameters whose number and type
will be as required by the specific algorithm. These scoring parameters are compared
to a threshold value or values in order to decide whether a given fingerprint match will
be accepted or rejected. The developer must supply the range of these scoring
parameters and the values to use as thresholds for matching acceptance or rejection.
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The foregoing constitutes the minimum required by the platform but other
configurations, such as an augmented parameter may be accommodated on an
individual basis.

In order to take full advantage of the Dynamic Optimization™ capabilities of the
FingerLoc sensor, the developer may also supply an "image quality index", along with
the range and threshold value for this index. If the index value falls below the
threshold required by the matching algorithm, the sensor will be adjusted to try to
obtain a better image using the dynamic optimization feature.

AuthenTec, Inc.
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