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AuthenTec welcomes your suggestions. We try to make our publications useful, interesting, and
informative, and we hope you will take the time to help us improve them. Please send any
comments or suggestions by mail or e-mail.

Disclaimer of Warranty
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AUTHENTEC FURTHER DISCLAIMS ALL IMPLIED WARRANTIES INCLUDING WITHOUT LIMITATION ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR OF FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE
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IN NO EVENT SHALL AUTHENTEC, ITS AUTHORS, OR ANYONE ELSE INVOLVED IN THE CREATION, PRODUCTION, OR DELIVERY OF
THE SOFTWARE BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT LIMITATION, DAMAGE FOR LOSS OF BUSINESS
PROFITS, BUSINESS INTERRUPTION , LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OF
OR INABILITY TO USE THE SOFTWARE OR DOCUMENTATION , EVEN IF AUTHENTEC HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. BECAUSE SOME STATES OR COUNTRIES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU .

U.S. Government Restricted Rights
AuthenTec software and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the
government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer
Software clause at DFARS 252.227-7013 or subparagraph (c)(1) and (2) of the Commercial Computer Software —
Restricted Rights 48 CFR 52.227-19, as applicable. Manufacturer is AuthenTec, Inc., Melbourne, Florida 32901-2719.This
Agreement is governed by the laws of the State of Florida.
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Introduction

The FingerLoc Aware™ application is a fully-featured demonstration tool that
was developed by AuthenTec engineers to acquaint potential users of the
FingerLoc™ fingerprint sensor integrated circuit with this innovative technology,
and to help them evaluate the performance of the system in a number of different
ways.

This program can:
Display FingerLoc-generated “raw” fingerprint images.
Enroll new users.

Extract fingerprint templates from the raw images, and store them in a
local database.

Match live-scan fingerprints against the local database using
AuthenTec's proprietary matching algorithms.

Getting Started

Install your FingerLoc Sensor Kit in accordance with

the instructions in the accompanying Quick Start

Guide. There are several different installation

procedures, depending on whether the FingerLoc

sensor module is configured for RS-232 serial
interface or USB
(Universal Serial Bus)
communications.
Additionally, a special method is used when
installing a USB version with the Windows NT v4.0
operating system. Each of these combinations is
covered by a separate Quick-Start Guide. The
FingerLoc Aware demonstration application will be

installed on your computer during the kit installation process.

Finger Placement
When placing a finger to be enrolled or identified on the

sensor matrix surface as shown in the preceding
illustration, use light, but firm and steady pressure.

DRIVE RING

Avoid moving your finger during the scan, and be sure WATR I

that you are making contact with the sensor matrix
and with the surrounding drive ring — the light-colored
surface surrounding the matrix. FingerLoc Aware works
best when it has a “core” image — the center of your
fingerprint is approximately level with the line of the cuticle of your fingernail.

@ 3
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Scope and Applicability
This edition of the FingerLoc Aware User’s Guide is Revision 1.3, and replaces

all previous editions with extensive changes. Users should destroy all former
editions of this document.

FingerLoc Aware User’s Guide
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Using FingerLoc Aware

A FingerLoc Aware shortcut icon like the one shown here has been
7 placed on your desktop by the installation script.

Double-click this icon to start the FingerLoc Aware application. The
Aware Main Menu screen appears, as shown in the following illustration,
offering a set of program options.

The Aware Main Menu

Figure: The Aware Main Menu
I FingerLoc Aware by AuthenTec = =10 x|
File Options Help

Aware Main Menu )@J

: Enroll
R @ Enrall a new finger in the FingerLoc database.

Identify

Identify the finger on the sensor using the FingerLoc database,

Validate ID

Walidate a specific user's identity using fingers enrolled in the database.

Data Capture

Wigw streaming images fram the FingerLoc sensor.

Database
Wiew the list of users in the FingerLoc database, delete users.

The Aware Menu Bar

In common with all of the menu screens in the FingerLoc Aware application, the
menu bar of the Aware Main Menu contains three menu names, File, Options,
and Help, each of which has one or more available commands. These selections
perform the functions described in the following illustration.

(9
n
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Figure: Main Screen Menu Bar

|_File
| Exit | Close FingerLoc Aware and return to the desktop.
[ Options [
Save Images Select to save all data from the chip to disc.
Data Capture Resolution | Set the viewing density of the scanned images.
250 DPI
375 DPI
500 DPI This is the default scanning density.
1000 DPI
| Enable LED Controls | Factory use only.
| Help
| About... | Display copyright information about FingerLoc Aware.

The program options available from the body of the Aware Main Menu are
described in detail in the following sections.

The Enroll Feature

When the Enroll option is invoked, a raw fingerprint image is acquired by the
FingerLoc Sensor, processed into its essential template data, then inserted into
the FingerLoc Aware database, together with an associated User ID and other
optional information.

A new user can be enrolled, or the enrollment information for an existing user
can be updated. If the user has already enrolled at least one finger into the
database, he is re-enrolled, thus permitting current enroliment data to be updated
(over-written), or fingers to be added to the template storage.

FingerLoc Aware User’s Guide
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The Enroll Feature (continued)

Step 1...

Click Enroll to display the Enroll User screen. The User Identification
dialog box, shown in the following illustration, appears automatically.

Figure: The User Identification Dialog Box

User Identification

L

Diizplay Mame: iFrank Galton

ZEr IngIEI'I

Cancel

\_Iiﬁ_

[T

Fleaze zelect the finger wou wish ta enmall,

In this box, complete the following steps...

FingerLoc Aware User’s Guide

Type an identifying string (a “User ID”) into the User text field. This
mandatory entry may be composed of any combination of letters,
numbers, or symbols (but no spaces), and must be from 1 to 23
keystrokes in length. If this is an initial enroliment, the User ID must
be unique in order to be appended to the FingerLoc Aware database.
If you wish to add another finger to an existing User ID (you can also
overwrite the data for a finger that has already been enrolled) type
the existing User ID into this field.

Type an easily remembered identifier (such as a hame, a nickname,
or other mnemonic) into the Display Name text field. This entry may
use any combination of letters, numbers, symbols, or spaces, and
must be from O to 73 keystrokes in length. This text field may be left
blank, but we strongly recommend its use.

In the graphic field showing a picture of two hands, select the option
button adjacent to the finger (or thumb) to be enrolled. The default
selection is the right index finger.

Click OK to close the User Identification dialog box. This reveals
the Enroll User screen, which is used to initiate the enrollment
process.
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Click Cancel or the stop-sign icon to return to the Aware Main
Menu.

Step 2...

The User ID that will be used to identify the enrollment of the specified finger is
shown in the Enroll User screen title bar.

Figure: The Enroll User Screen

il FingerLoc Aware by AuthenTec ] o ] 4

File ©Options Help

Enroll User: fg001  "Frank Galton" )@j

s ' Enroll Status:

Enroll Progress:

Please place a finger on the
FingerLoc sensor.

Cancel
Stop thiz operation and returh to Main

Fenu,

(9
o
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On the Sensor’s surface, lightly but firmly place the finger that was
previously specified in the User Identification dialog box. You will be
prompted to lift and replace this finger several times as the FingerLoc
software acquires the image and builds a template of it. An Enroll
Progress indicator displays the stage of completion of this process.

Note: During the Enroll process, the target finger will be
scanned at least three times, but not more than five
times in any given attempt. If FingerLoc Aware cannot
build a valid image with which to Enroll the finger please
review the suggestions on Einger Placement in the
Getting Started section of this document.

Click Cancel or the stop-sign icon to terminate the enroliment process
and return to the Aware Main Menu.

Figure: The Enroll User Screen —In Process

[ FingerLoc Aware by AuthenTec : 1O x|

File Help
Enroll User: fgoo _;j-;f‘l‘g|
r h Enroll Status:
Please lift and replace your
finger on the FingerLoc
sensor.
L =

Enroll Progress:

[———=

Please lift and replace this
finger on the FingerLoc

sensor. Cancel
Stop thiz operation and return ta Main

e,
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The Identify Feature

The Identify option is used to compare the finger presented to the sensor
against all of the other fingerprints currently entered in the database (this is
called a one-to-many search).

Click Identify to display the Identify User screen, as shown below.
Place a finger on the sensor. When FingerLoc acquires the image, the
message “Finger detected” appears in the Identification Status
message field.

Figure: The Identify User Screen

[ FingerLoc Aware by AuthenTec E =, IEII_)_(_I

File Help

Identify User s|

h Identification Status:

User: Frank Galton
Identified - Access Granted

4 Back
?-’.\ ;'_] Return ta the Aware Main Menu,

The application will search the database of enrolled FingerLoc Aware users in an
attempt to find the individual who is associated with the presented finger. When
the match is made, the found enrollee’s User ID or Display Name is shown in a
secondary message field.

If a valid image is acquired but no database match is made, the message “No
Match — Access Denied” is shown in the secondary field. If FingerLoc Aware
cannot build a valid image with which to Identify the finger, please review the
suggestions on Finger Placement in the Getting Started section of this book.

The program will repeat the identification process and report approximately every
second until the finger is removed from the Sensor.

Click Back or the left-arrow icon to return to the Aware Main Menu.

10
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The Validate ID Feature

The Validate ID option is used to perform a one-to-one verification to ascertain if
the person whose finger is placed on the sensor is in fact the same as the person
enrolled under a particular User ID.

Click Validate ID to display the Validate User ID screen. The Select
User ID dialog box, as shown in the following illustration, automatically
appears. All users with one or more fingers currently enrolled in the
database are shown in a list box.

Highlight a User ID in the list, then click OK (or double-click it) to submit it
to the FingerLoc Aware validation process, or click Cancel to exit to the
Aware Main Menu without effect.

Figure: The Select User ID Dialog Box
Select User ID C i

001 “Rick Tracey'

mh001 "Mike Holmes" fali
pwid02  “'Pete \Winzey'!

z2002 "Sam Spade"

re02l:  “Baob Clouzeau"

mh0020r  “Michael Hammer"

fgl01  “Frank Galkon ] I
jhd "Ed Hoower"

Pleaze zelect a uzer 1D from the list above, then press
"0FE" to continue,  Select "Cancel” to return to the
AN menL.

FingerLoc Aware User’s Guide
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With a target User ID selected, that person places a finger on the sensor.
The FingerLoc Aware search engine searches the database for a match
with the User ID.

Figure: The Validate User ID Screen

=
File Help
Malidate User |D: fg001 "Frank Galton" /@J
s ' Verification Status:
L =

Please place a finger on the
FingerLoc sensor.

Back
« Return ta the Aware Main Menu,

If the match is found, a Validation Report dialog box appears:

Figure: The Validation Report Dialog Box - Match
FingerLoc Aware x|

Ilser: Frank Galkon Validated - Access Granked

12

®

FingerLoc Aware User’s Guide



= AuthenTec, Inc.
' 2055 Rev 0.0 (01 Jun 00)

If no match is made, the dialog box reports the failure:

Figure: The Validation Report Dialog Box — No Match

FingerLoc Aware x|

& Mo Match - dccess Denied

rrLJ\‘
=
w
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The Data Capture Feature

The Data Capture option is primarily a viewing facility that is used to display (or
capture) a continuous series of real-time images of a fingerprint.

These images are ephemeral — they are not actually permanently captured
unless the Options > Save Images command on the Aware Main Menu is
selected. In that case, a series of image files in Microsoft bitmap (.bmp) format
will be written to the current directory, probably...

c:\Program Files\AuthenTec\bin

where c: is the name of the appropriate hard drive. Each of these files is 16,384
bytes in size. Individual files will be named in ascending numerical order starting
with...

datacapture000.bmp
There is no limit to the number of fingerprint image files that can be captured and
stored, other than available space on your hard drive. FingerLoc Aware does not

currently provide a removal facility, so these files must eventually be manually
deleted.

Figure: The Data Capture Screen

= FingerLoc Aware by AuthenTec = =10 =l
File Help
Data Capture - X-_!
- - Place your finger

on the FingerLoc
sensor to capture
images.

_ : 7 Back
\i“j Return to Aware
L A b ain benu,

The rate at which images appear on the monitor screen depends on the speed of
the supporting CPU, and to some extent on the viewing density that can be set
with the Options > Data Capture Resolution command on the Aware Main

e 14
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Click Data Capture to display the Data Capture screen as seen in the
preceding illustration.

Place a finger on the sensor matrix. The sensor will detect its presence
and begin to transmit a stream of raw images to the FingerLoc Aware
application.

Click the left-arrow icon to return to the Aware Main Menu.

15
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The Database Feature

The Database option is used to review, delete, and otherwise manage the
contents of the FingerLoc Aware database.

Click Database to display the FingerLoc Database screen.

Figure: The Database Screen

I FingerLoc Aware by AuthenTec o IElli(J

File ©Options Help

FingerLoc Database {,;J

_ngD'I "Frank Galton" Delete

%JDD{I ..'Ei'ikH.lo.?aV:;y.. x Dlelete zelected wzer from the
mhO01 "Mike Holmes" FingerLoc database.

pwlDZ  "Pete wWinzey"'
22002 "Sam Spade"
rcl0Zl: "Bob Clouzeau'

mh002r “Michasl Hammer'!

Delete All

Delete all users from the FingerLoc
databaze.

Back
@ Return ta Aware b ain ke,

Click Delete or the associated icon to permanently remove a highlighted
database entry, or click Delete All (or its icon) to permanently remove
the entire contents of the database.

Caution: The Delete and Delete All commands are
not reversible. All identified data will be irrevocably
lost!

Click Back or the left-arrow icon to return to the Aware Main Menu.

e 16
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For Further Assistance

Troubleshooting

Most of the problems experienced by users of FingerLoc Aware result from errors
in connecting the hardware or installing the software. Check to be sure that the
cable is properly connected and that the system is powered up. If the problem
persists, uninstall the FingerLoc software suite (using the Add/Remove
Programs facility in the Windows Control Panel) and reinstall it.

The other common source of problems is improper placement of the finger on the
surface of the Sensor. If the equipment and software is apparently properly
installed, but difficulties in enrollment or identification are encountered, please
reread the comments in Finger Placement in the Getting Started section of this
document. Incorrect finger placement will often result in the display of the
following dialog box:

Figure: Finger Placement Dialog Box
FingerLoc Aware X|

@ The image on the sensor cannok be processed,

Please remaove your Finger from the sensor and retry this operation,

Various informative files can be found on the compact disc supplied with your
FingerLoc Sensor kit. Late-breaking news, known bugs, work-arounds, and other
discrepancies in the FingerLoc Aware program are documented in a file named:

ReadmePGM. txt

Customer Support

If you have any questions about this application, or if you encounter a problem
during installation you can get technical support from AuthenTec’s application
engineers at the Florida headquarters.

Contact our Applications Engineering Group by e-mail at apps@authentec.com,

or by telephone at 321-308-1300. Telephone support is available from Monday
through Friday, from 8 A.M. to 4 P.M. Eastern Standard Time.
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