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Chapter 1 - Environment Setup

1.1 Enable BroadCom 57xx ASF function (DOS or Windows
95/98)

Table

1.1.1 (b57diag.exe)

Broad Com LAN Configuration (b57diag.exe)

Step|Function Command

1 Enter BroadCom Engineer Mode b57diag —b57eng

2 Change LAN chip if necessary dev 0 or dev 1

3 Update BootCode firmware seprg FirmwareFile (Ex: ee5721c3.29a)
4 Enable WOL setwol -e

5 Update ASF/IPMI firmware seprg —a FirmwareFile (Ex: a25721c6.23)
6 Configure ASF asfcfg (refer to Figure 1.1.1)

Configure ASF Settings select 1 (ASF Settings, refer to Figure 1.1.2)
3=1 (Enable PET Heartbeats)
6=10.10.10.x (Set Client IP)
7=10.10.10.y (Set Remote Console IP)
8=10.10.10.254 (Set Gateway)
9=255.255.255.0 (Set Subnet mask)

Configure ASF Remote Control Data select 4 (refer to Figure 1.1.3)

Configure ASF Capabilities Supported| select 5 (refer to Figure 1.1.4)

Configure ASF 2.0 (Secure RMCP) select 7 (refer to Figure 1.1.5)

select 9 (save and exit)
7 Enable ASF setasf -e
8 Quit q
Aux-1[Use batch file to update asf firmware |b57diag —c 0 —e b57kia —pasf FirmwareFile
Aux-2[(Save ASF Configuration data b57diag —b57eng
asfcfg
select 0
enter filename (Ex: asfcfg.dat)
Aux-3|Restore ASF configuration data b57diag —b57eng
asfcfg filename (Ex: asfcfg.dat)
select 9 (save and exit)
Aux-4|Use batch file to restore asf b57diag —do asf.s

Configuration data

Note: ASF function

Example for asf.s :
asfcfg asfcfg.dat
setwol —e

setasf —e

exit
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Table 1.1.2 (b57udiag.exe)

Broad Com end user LAN Configuration (b57udiag.exe)

Step|Function Command

1 Show all the LAN information on board |b57udiag —ver

2 Update BootCode firmware b57udiag —c 0 —firm FirmwareFile
3 Enable WOL b57udiag —c 0 —w 1

4 Update ASF firmware b57udiag —c 0 —pipmi FirmwareFile
5 Enable ASF b57udiag —c 0 —asf 1

Table 1.1.3 Function table(b57diag.exe & b57udiag.exe)

Broad Com LAN Configuration Function Table
[# |Function b57diag.exe b57udiag.exe
1 |MAC Get b57diag —ver b57udiag —ver
Set b57diag -¢ 0 —e b57kia —mac|N/A
MacNo —t abcd
2 |BootCode |Get b57diag —ver b57udiag —ver
Firmware |version
info
Update [b57diag —c 0 —firm FirmwareFile b57udiag —c 0 —firm FirmwareFile
3 [WOL Disable [b57diag—c0-w 0 b57udiag—c0-wO0
Enable [b57diag—-c 0 —w 1 b57udiag -c 0 —w 1
4 |ASF Get b57diag —b57eng b57udiag —cmd
Firmware |version |dev O or dev 1 device 0 or device 1
info dir dir
q exit
Update [b57diag —-¢ 0 —e b57kia —pasf|b57udiag —c 0 —pipmi FirmwareFile
FirmwareFile —t abcd
5 [ASF Manual |b57diag —-b57eng N/A
configure |mode |asfcfg (ref. Table 1.1 step 9)
Batch [b57diag —do asf.s N/A
run (ref. Table 1.1 step Aux-3 or Aux-4)
mode
I6 |ASF Disable |b57diag —c 0 —asf 0 b57udiag —c 0 —asf 0
Enable |b57diag —c 0 —asf 1 b57udiag —c 0 —asf 1
2
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Figure 1.1.1 asfcfg
Broadcom NHetXtreme Engineering Diagnostics 7.30 (5-11-04)

PE RN ARERE RN RN REN

Brd :Rwv Bus PCI S5pd Base Irq EEP

5705:A3 B4:04:0 32 33 FAFE 9 32k OUEQLISOOEE4Y 5705-v3.18 MW,auto
[:>asfcfy
loading data from HURAM

Save to file
ASF Settings
Alert Info
Alert Data for Legacy Sensors
Remote Control Data
Capabilities Supported
SMBus Addresses
2.0 (Secure RMCP)
SMBus Init Data
. Sawve and Exit
B. Exit without Sawving

nter your choice -> 1_

nter your choice -> 1

Return to previous menu

Receive RMCP Packets : Enabled

Transmit PET Packets : Enabled

Transmit PET Heartbeats...: Enabled

PET Heartbeat Interwval : 2 seconds

PET Retransmit Interval...: 10 seconds

HIC (client) IP Address...: 10.10.10.22

Management Console Address: 10.10.10.20

Gateway IP Address : 18.10.10. 254

Subnet Mask : 255.255.255.0

Link Speed : Speed 10-1008 full Auto, Pause Capable
UnidGuid : 00 00 OB 00 OO B0 B0 0P 00 00 OO PO O 0P 00D OO
SMBus Legacy Poll Interwval: 4 seconds

Delay First Legacy poll...: O seconds

HIC 5MBus Address

Wol. on ASF traffic : Disabled

Scan for ASF devices : Disabled

SHMP Community NHame : public

nter your choice (option=hexnum) -> 3=1
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Figure 1.1.3 Set ASF Remote Control Data (set four number 1=4, and use 2=0, 1, 2, 3

to set command)

Enter your choice -> 4

Feturn to prewvious menu
NHumber of Controls: 4
Edit Each Control (e.g. "2=n’, where 'n’ is the entry number)

Entry Function DevAddr Command DataVlalue

B0 (Reset

01 (PowerDown J
02 (PowerUp )
03 (PowerReset)

Enter your choice -> _

nter your choice -> 5

Return to prewvious menu

System Capabilities..: 0Of

SecureReset SecurePowerUp SecurePowerDown SecurePowerReset
Special Commands..... : EOE @R

Firmware Capabilities: 00 G0 08 Of

nter your choice (option=hexnum Chexnum...1) -> _

Figure 1.1.5 Set ASF 2.0 (Secure RMCP)

nter your choice -> 7

Return to previous menu
Secure RMCP : Enabled
ASF 1.0 Compatibility : Enabled
Generation Key : "ASF"
: 415346
Operator Auth Key : "ASF"
: 415346
Administrator Auth Key : "ASF"
: 415346
Operator Rights : Oxf (Reset PowerlUp PowerDown PowerReset)
. Administrator Rights : Oxf (Reset PowerlUp PowerDown PowerReset)
. Session Inactivity Timeout : 3668 (seconds)

nter your choice (option=hexnum) ->
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1.2 Configure BroadCom 57xx ASF function (Windows)

There are 4 or 5 files in the same folder in Windows (IA32/IA64/AMD64) to

access the ASF configuration :

ASFConfig.exe

BASFND.sys

BMAPI.dIl (BMAPIa.dll for AMD64)
FADAG64.sys (for AMD64 only)
AsftlpMon.exe

Environment : Bring up to Windows with BroadCom LAN configured and
“ASF!” table BIOS supported.<refer to Figure 1.2.2 & 1.2.3>

Setup :
Step 1 : Put all the 4 or 5 files above in one folder.
Step 2 : Run the AsflpMon.exe to (dynamic) update the IP, subnetmask and
default gateway address. <refer to Figure 1.2.1>
Step 3 : Run the ASFConfig.exe and setting up all the necessary data as your
working environment. <refer to Figure 1.2.4, 1.2.5 & 1.2.6>
Step 4 : Restart Windows.

Figure 1.2.1 AsflpMon.exe

Shortcut to AsfIipMon.exe

Broadcom ASF IP Monitor for Wind2 v?.1_H <rev 15 started [int 36HH,. log
Initiali=zing BMAFPI

BMAPI v?.2.4 initialized

Regiztering ASF Configuration Change Callback
Refreshing BMAPI data

Searching for Broadcom network adapters

Getting physical adapter handles (2>

Getting physical adapter info #1

Device #A: [AAAG ] Broadcom MetHtreme Gigahbhit Ethernet #2
MAC Address: BPEBLBBAOBE?? IP Address: 160.180.11.178
Getting ASF configuration tahle

IP configuration changes were made:

old IFP: A.A_A.A,. subnetmask: B_A.A.A, gatewvay: B_A.A.8,
new IP: 1A.1A.11.178, subnetmask: 255.255.254_ A, gateway: 18.18.18_254
llriting ASF configuration table

Asf CfgChangeCallback, got BMAPI_EUT_ASFCFG_CHG event
Refrezshing BHMAFI data

Searching for Broadcom network adapters

Getting physical adapter handles (2>

Getting physical adapter info H1

Device #A: [ABB6]1 Broadcom MetHtreme Gigabit Ethernet #2
MAC Address: BPEALBBABBE?? IP Address: 168.18.11.178
Getting ASF configuration tahle

Mo IP configuration changes were made
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Figure 1.2.2 “ASF!” Table BIOS supported —1 (under ASFConfig.exe)

—i0ix
Field | Walue |~
SMEIOS.LUID 0002 0003 00 04 0005 00 08 00 07 00 08 00 03
ASF_INFO . Minw atchdogR esef alue 99
ASF_INFO. MinPolinglnterval 3
ASF_INFO.SpstemlD 0o3e
ASF_INFO.IAMAM anufacturer D 00001z 34
ASF_INFO FeatureFlags i)

ASF_INFO Reserved 00 oo oo
ASF_ALRT AzsertionE ventbd ask i)
ASF_ALRT DeassertionEventtazk uli}
ASF_ALRT . MumberDislerts 2
ASF_aLRT ArrayElementLength 12
ASF_ALRT Alert[0] Devicedddress o1
ASF_aLRT.Alert[0].Command 0z
ASF_ALRT.Alert]0] Datah ask 03
ASF_ALRT Alert[0] CompareV alue 04
ASF_ALRT Alert[0].EventSensarType 13}
ASF_ALRT Alert[0] EventType 06
ASF_ALRT.Alert{0] EventOffset o7
ASF_ALRT Alert[0] EventSourceT ype 0z =
ASF_ALRT . Alert[0].EventSeverity 03
ASF_ALRT Alert[0]. 5 ensorMumber ity
ASF_ALRT.Alert{0] Entity 1]
ASF_ALRT Alert[0] Entitylnstance oc
ASF_ALRT Alert[1] Devicedddress oc
ASF_ALRT Alert[1].Command I}
ASF_ALRT.Alert[1] Databask Oy
ASF_aLRT . Alert1]. Comparelalue 09
ASF_ALRT Alert[1] EventSenzorType 0z
ASF_aLRT . Alert[1].EventT ype a7
ASF_ALRT.Alert[1] EventOffset 0&
ASF_ALRT Alert[1] EventSourceT ype 05
ASF_ALRT Alert[1]EventSeverity 04
ASF_ALRT Alert[1] SensorMumber 03
ASF_ALRT.Alert1] Entity 0z
ASF_ALRT Alert[1] Entitylnstance o1

=10l x|
Field | Walue [«
ASF_&LRT.Alert[1].EventT ype o7
ASF_ALRT.Alert[1] EventOffset 0g
ASF_ALRT Alert[1].EventS ourceTupe 05
ASF_ALRT Alert[1] EventS everity 04
ASF_ALRT Alert[1].5ensorMumber 03
ASF_ALRT.Alert{1] Entity 02
ASF_ALRT Alert[1] Entitylnstance o
ASF_RCTL MumberDCantrols 4
ASF_RCTL ArrayE lementLength 4
ASF_RCTL.Reserved oo oo
ASF_RCTL.Control[0] Function uli]
ASF_RCTL.Control[0]. Devicedddress a3
ASF_RCTL.Control[0]. Command uli]
ASF_RCTL Control[0]. D ataf alue 03
ASF_RCTL.Caontrol[1]. Function o
ASF_RCTL Control[1] Devicedddress aa
ASF_RCTL.Control[1]. Command i}
ASF_RCTL.Control[1].D atalalue nz
ASF_RCTL Control[2] Function 0z
ASF_RCTL.Control[2] Devicedddress a3
ASF_RCTL.Contral[2] Commiand uli]
ASF_RCTL.Control[2]. D atal alue o1
ASF_RCTL.Caontrol[3]. Function 03
ASF_RCTL Control[ 3] Devicedddress aa
ASF_RCTL.Control[3]. Command i}
ASF_RCTL Control[ 3] D atalf alue 04
ASF_RMCP RemoteControlCapabilies 00 00 00 0OF 00 00 OF
ASF_RMCP.RMCPCompletionCode i}
ASF_RMCP.RMCPIANA 00 0000 00
ASF_RMCP.RMCPS pecialCommand i}
ASF_RMCP.RMCPS pecialCommandP... 00 00
A45F_RMCP.RMCPE ootOptions 0o oo
ASF_RMCP RMCPOEMParameters oo oo
ASF_ADDR.SEEPROMAddress oo
ASF_ADDR MumberDfDevices uli}
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Figure 1.2.4 ASFConfig.exe - <Settings>

£%) Broadcom ASF Configuration x|
viewasF | abowr. |
Metwiork Adapter | MALC Address | IP Addresss |
Q [Q00B] Broadoom Mettreme Gigabit Ethernet #2 Q0EOT 2000874 10.10.11.170
Settings I Eventsl SMBusl Sec:urit_l,ll Diagnnstical Infu:urmatiunl
v Remote Management
[~ wake on ARF or BMCP Traffic
t anagement Console [P &ddress Subnet Maszk
[1010.1012 | 255.255.254.0
Adapter IP Address Drefault Gateway
f1010.11.170 [1010.10.254
(] I Cancel | Apply Help
Figure 1.2.5 ASFConfig.exe - <Events>
X
ViewaSFl | abow. |
Metwork Adapter | MALC Address | P Addresss |
'Q [O00E] Broadoom Met<treme Gigabit Ethernet #2 00E 01 2000273 10.10.11.170
Settings Events | SMBusl Securit_l,ll Diaghostics | Information
[ iTransmit Platform Event Trap [PET] Messages
[¥ Transmit Systern Heartbeat Messages
Heartbeat Transmit [nteral
|5 seconds
PET Retransmizsion [nterval SMHMP Community M ame
I-| o seconds Ipuhlic
(] I Cancel | AEply Help
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Figure 1.2.6 ASFConfig.exe - <Security>

i
ViewasFl | Apout.. |
Metwiork Adapter | MALC Address | IP Addiesss |
Q [O00B] Broadzom Mettreme Gigabit Ethernet #2 Q0EO7 2000874 10.10.11.170

Settingsl Eventsl SMBus  Securty | Diagnostics Infu:urmatiu:unl

v Secure Management [ASF 2 0 Operator  Administrator I
¥ ASF 1.0 Compatibility Authentication key

I*** [~ Hex
Sezzion Timeout
ISDD zeconds s

Power-Up Poweer-Feset
Generation Key Feset FPower-Down
I**" [~ Hex

0k I Cancel Lmply Help
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Chapter 2 - Remote Management Console

2.1 Broadcom ASF Console

1. Open Broadcom ASF Console, select Secure Management

_|D|3
tanage |Security| BootOptionsl Ewvents | Settings | About |
Managed Client (IP Address) Managerment Carmmand
[tn107022 =] [Ping =l
v Becure Management (ASF 2.0 ¥ Log I~ Retry
[; ;] HE 1 :
1R W L (e e |L‘%|4542 v Status " Repeat

OEM Defined: Ox00000000
Supported Entities: 0x01 [T Biress ™ Delay (ms]

Supported Interactions: 0xz80
Sending Secure Command: Unconditional Power-Down

[36469] Transmit 20 bytes

From 10.10.10.20 port 0xz0478

Ta 10.10.10.22 port 0x0298

T 00 00 00 00 00 00 00 02 - 06 OO O1 06 OO0 OO 11 BE
T 12 FF 00 00

[36547] Received 12 bytes

From 10.10.10.22 port 0z0298

To 10.10.10.20 port 00478

R o0 0o 00 00 00 00 00 02 - OB OO0 01 86

Received Valid ACK

5

Kl

Clear Log |
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2. Key in User Name, Generation Key, Authentication Key, and open session

o (]
Manage Secutity | BootOptionsl Ewvents | Settings | About |
User Role
&
User Mame IASF
Ses
Generation Key IASF I~ Hex &
Authentication Key IASF I~ Hex
@
[~ Mask Keys
r
3. Open Session Success
- |EI|_>

Manage Secutity | BootOptionsl Ewvents | Settings | Ahout |

User Rale IAdministrator |
User Name IASF Ses
Generation Key IAsF ™ Hex
Authentication Key IASF I Hex
[~ Mask Keys
i
10
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4. Receive SNMP PET

=1o]>
Managel Securityl BootOptions  Events |Settings | About |
T ™ 1O SuuILe | LWENL Oud e | 2Eeu | I ¥pRE | e |ornne N
= el i) Ic AZSF 25 -Entity P... BF oo Jul 13 14:06:52 1=
L5 Ic ASF 26-Entity P... BF on Jul 131406 Beep
49 10101022 Ic ASF 26-Entity P... BF on Jul 13 14:06:34.390
45 10101022 MNIC ASF 25 -Entity P... BF on Jul 13 14:06:24.390
47 10101022 MNIC ASF 26-Entity P... BF on Jul 13 14:06:14.390
46 10101022 MNIC ASF 26-Entity P... BF on Jul 13 14:06:04.140
45 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:54.140
44 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:44.140
43 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:34.140
42 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:24.140
1 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:14.625
40 10101022 MNIC ASF 26-Entity P... BF on Jul1314:05:04.515
39 10101022 MNIC ASF 26-Entity P... BF on Jul1314:04:54.515
k] 10101022 MIC ASF 25 -Entity P... BF oo Jul1314:04:44 515
37 10101022 MNIC ASF 26-Entity P... BF on Jul1314:04:34.515
36 10101022 MNIC ASF 26-Entity P... BF on Jul1314:04:24515
35 10101022 NIC ASF 25 -Entity P... BF no Jul1314:04:14515
34 10101022 MNIC ASF 26-Entity P... BF on Jul1314:04:04.515
33 10101022 MNIC ASF 26-Entity P... BF on Jul1314:03:54.515
32 10101022 MIC ASF 26 -Entity P... BF no Jul1314:03:44.515
31 10101022 MNIC ASF 26-Entity P... BF on Jul1314:03:34.515
30 10101022 MNIC ASF 26-Entity P... BF on Jul1314:03:24.515
29 10101022 MNIC ASF 25 -Entity P... BF no Jul1314:03:14515
24 10101022 MNIC ASF 26-Entity P... BF on Jul1314:03:04.515
27 10101022 MNIC ASF 26-Entity P... BF on Jul1314:02:54.515
26 10.0010.22 MNIC AZSF 25 -Entity P... BF oo Jul1314:02:44.515
25 10101022 MNIC ASF 26-Entity P... BF on Jul1314:02:34.515
24 10101022 MNIC ASF 26-Entity P... BF on Jul1314:02:24.515
23 10101022 MNIC ASF 25 -Entity P... BF on Jul1314:02:14515 =
4 »
r
5. Test Ping, Get Status, Remote Power on, Power off, Reset, Power reset.
(need test AC power lost and Remote Power on Server)
=1o>
tanage |Security| BootOptionsl Ewvents | Settings | About |
Managed Client (IP Address) Managerment Carmmand
[tn107022 =] [Ping =l
2 ¥ Log ™ Retry
(Gl S |]DJDl - 06 00 03 06 0O OO 11 BE ¥ Status I~ Repeat
R #8560 4—S60—tt BE - 00 00 OO0 00 01 80 00 OO0
R oo o0 o0 00 00 OO 02 06 - 5B 2C 36 53 FE FA 91 C5 [T Biress ™ Delay (ms]

RX E0 32 D4 1B

Received Valid REP Trailer
Received RSP Header, Session ID: 0x00000001, Sequence Number: 0xz00000001

[1090469] Transmit 28 bytes

From 10.10.10.20 port 0xz0478

To 10.10.10.22 port 00298

T oo oo oo 01 00 00 00 01 - Of OO0 03 86 00 00 11 BE
FX 40 01 00 10 00 00 11 BE - 0O 0O 00 00

Received Secure Response: Presence Pong
IANA Enterprise Number: 4542

COEM Defined: Ox00000000

Supported Entities: 0x01

Supported Interactions: 0xz80

5

Kl

Clear Log |
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Chapter 3 - Test Iltems

3.1 General Configuration
(1) Enable and disable ASF functions.
(2) Modify the management console IP.
(3) Modify the community.

3.2 Heartbeat Presence
(1) Enable and disable heartbeat.

3.3 Remote Control Configuration
(1) Verify the power on function
a. AC off
b. Send power-on command twice.
(2) Verify the power off function.
a. Send power-off command twice.
(3) Verify the reset function.
(4) Verify the power reset function.
a. Send power-reset command twice.
The above functions should be checked one by one when exporting to the

management console.

Note: 1. After AC lost, Remote Console can’t power-on server. Need to check
BIOS (configure SIO W83627TF).
2. Continue run power on twice, some BIOS will hang, need to check BIOS
SMI handle.

3.4 The Deployment of Authenticated Keys
(1) Load the authenticated keys.
(3) Change the authenticated keys.

3.5 Remote Power Control
(1) Secure full power function.
(2) Secure power off function.
(3) Secure reset function.

(4) Secure power reset function.

12
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