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Quick Start Guide

Installation Procedures

@l Important: Install the WLAN card utilities before inserting the WLAN
Card into your computer.

Follow these two easy steps before using the WLAN card.
1. Ingal the WLAN card utilities and driver from the support CD.
2. Insert the WLAN card into your computer.

Installing the WLAN utilities and driver

Follow theseingtructionstoinstall theWLAN card utilitiesand driver. Insert the support
CD and an autorun menu will appear. If your autorun is disabled, double click
SETUP.EXE inthe root directory of the support CD. Select your language and click
Install WLAN Card Utilities/Driver. Follow ingtructions to complete theinstallation.

“TAsUS Wircless LANCard———

Install ASUS WLAN Card Utilities/Driver
Click to run the setup installation program

Uninstall ASUS WLAN Card UtilitiesIDriver
ReadlInstall User Documentation

Explore this CD

Browse our Web Site

Installation Language: [0 -

‘windows supports 802.11b/g wireless networking with the \Wireless Zera Configuration
service. Select the following operations about how to configure the 'WLAN Card.

" Only use Windows wireless function

¢+ {Only use utilities and disable \Windows wireless functiort

When the program is launched for the first time Carefully insert the WLAN card into your
(during Windows restart), you will be asked computer’s PC card slot. Windows will auto-
which function to use. Select to use utilities for matically find and configure the WLAN card
more functions. using the drivers installed in the previous steps.
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Quick Start Guide

Orientating the Antenna

The ASUS WLAN Card has two integrated antennas, one external omnidirectional
antennaand the other isabuilt-in diversity antenna. It is recommended that you adjust
the externa antenna straight up for maximum range and higher link quality. Lower the
external antenna when transporting your Notebook PC.

External omnidirectional antenna

Internal diversity antenna

Inserted with antenna down Inserted with antenna up

Reading the WLAN Status Indicators

The part of the WLAN Card that protrudes out of the PCMCIA socket consists of two
LEDs that indicate the status of the WLAN Card .

Power LED J
OFF: No power or error. ’

ON: Power ON.

Air LED
OFF: No wireless activity.

Blink:  Transmitting/receiving wireless data.

% o—=— Power LED
[ %_Air LED

£ I ﬂ
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One Touch Wizard (new wireless LAN)
Use the One Touch Wizard to setup your wireless connection.

ASUS ONE TOUCH WIZARD 3]

ASUS ONE TOUCH WIZARD X

) The SSID is your computer's identification in a wireless LAN.

Welcome to the wireless setup wizard. You must have the same SSID as that of the AP or another
station to establish connection.

The Wizard will help you configure you wireless LAN, Intemet

and home network settings.

55ID default
Please select the operation mode that you want to use.

Operation Mode

The enciyption feature secures you wireless data
commurnication.

You must have the same encyption as tha of the AP or another
station to establish connection.

& Create a new wireless LAN (AP)
@ One Touch (Recommended for home users)
 Customized (Office and advanced users) I R
© Connect to an existing wireless LAN (Station)

Cick Next to start the auto-configuring process.

Click Next to continue.

X Cancel

X Concel

1 Select Create a new... and click Next to 2. Enter the SSID name of the access point that
use the simplest configuration or select an- you W'Sh {0 connect to._SeIect Data encryp-
other option first. tion if secured connections are enabled.

One Touch Wizard (existing LAN)

Use the One Touch Wizard to setup your wireless connection.

ASUS ONE TOUCH WIZARD 3]

ASUS ONE TOUCH WIZARD X

Welcome to the wireless setup wizard. " Configure your wireless LAN settings

 Connect to an existing wireless LAN
The Wizard will now search your wireless LAN environment for available

w-leless networks. The wireless networks found is displayed on the table
low.

Wireless LAN that has the best signal:
ABC (00:0C:6E:BD:EE:98)
Wieless LAN that you want to connect to:

The Wizard will help you configure your wireless LAN, Intemet
and home network seftings.

Please select the operation mode that you want to use.
Operation Mode

" Create a new wireless LAN (AP) ‘WL530g (00:0C:6E:BD:EE:3B)

Available Networks
& One Touch (Re: ended 1)
SSID [ cH [ Rssi [ Enciyption -~
€ Customized (Office and advanced users) [AwL3nePe-33 184 WEP
| B]wiL530g 5 87 Of
& Connect to an existing wireless LAN (Station) Facns 1.9 WP
< 3

Number of known wireless network(s}: 9

SearchAgain

Click Next to continue.

L

e Gk | newr | % Concel |

1. Select Connect to... and click Next touse 2. Select an AP from the available networks.
the simplest configuration or select another
option first.
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Configuring the WLAN utility

After installing the WLAN Card Utilities, you will need to make some
settings before being able to use your wireless connection. Double-click
the WLAN Control Center icon to start the uitility.

(? Wireless Settings )

@ Activate Configuration 4 % Basic | Encyption |
? Mobile: Manager Status - Network Type
"‘d @ Infrastucture € AdHoe
& site Manitor G e \
% [Test ;y i’
@ Help b s b
| A v
A% Change Mode Jae &
~ DataRate
o Preferences [Fuly Auto |
7 about Contral Center s
|CaM (Constantly Awake mode) |
X Exit Control Center A ok ~ Oihess
X Cancel WEP Advanced

EN & e AT 1049 AM
<.-']" . & ? Heb

1. Right-click the WLAN icon and select “Wire- 2. Set the Network Name (SSID) to the same

less Settings” name as the SSID set in your wireless ac-
cess point.
% Site Survey | % Basic  Encyption | SoftAP |
Status Avaiable Networks Status Select disable or enable WEP Enciyption.
od Szlnosom-?eas 37 li?‘D IEH ; TJSI ]:fe : %j mﬁmﬂmﬁ'%ﬁﬁm‘:ﬁ;:mk
Config 00:0C:6E:BD:F2A4 AP_bdi2ad 1 63 AP Config |v Data encryption (WEP enabled)
& Diocororism o 5o o " oo oo KR
ur S 02D0CT:3A7888  gtst 0 8 STA - omat exadecimal dgts
g < 0204:23043805 VPC 1 58 STA § :fﬂvh g&
Btk o B 1 —
) oo
= : < >
Saye as profie Number of known wieless network(s): 6 Saye as piofle (& Automatic Generation
/ e |
%;El;l o i QE; Select one as your Defaul Key => :1dm v
¢ Help ? Heb Key 1
Kew 2
3. Use “Site Survey” if you don't know the 4. Encryption settings must also match those
name of your access point(s). set in the access point. Ask your network

administrator about settings if necessary.
Click Apply to save your settings

} WLA x| WL x|
Connection | IP Config | Config |
1 %& o % Thioughput (bytes/sec) e
| ?d d [0011] 802.11b/g Wireless LAN Card %ﬂ |7T|ansmitted: O Received: [640 J
| cois | Asccsinsime:  [Comsoer-miiceEmmE oy i —
i % 55 | % {T&"m“:‘h u Receved: [0 | ‘
‘ Survey MAC address : [ooceas22eER7 Survey SignelStengh: | NotJoined
! & Curer Channel: e @ Link Qually: [ NotJoined
1 Current Data Rate : ’11Mbps— Abol T
; Lg‘:gs | Radostate [RadoOn | DissbleRado Ls:te al
| Bescan R o e b v ey
| ol ) o/ bopy
T S T v P oA ™ ‘
[ X conca Searcht omeet | Y e v netuerks thal are i enge X Concel
‘ ? Help ? Hep I
5. Check the “Status” page to see the “Asso- 6. You can aIso.see the conr]ection quaIiFy on
ciation State”. It should show “Connected - the “Connection” page. Click OK to exit the
XXX XXX XXXX utility.
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Soft AP (Windows XP Only)

Soft AP mode alows the WLAN card to act as a virtua access point. The computer
needs to be connected to a wired network using an Ethernet connection in order to

provide network accessto WLAN clients.

WLAN Card Settings X)

% Basic | Enciyption Soft4P |
Soft AP / STA Mode

o  Station Mode @ SaltAE Mode

Corfig wmey  RT2500 Wireless LAN

© 4 Intemet Cd

are A

=

‘ §= -

About r Fargry  Home Network
Link State —

Eh [—

a e Avalable Network Connections rl:‘?[ﬁ diag }ipd diop to setup
ave as lemeat
:/ - &F Local Area Connection (Realtek RTL Gy aring)
i_ul K’ & Wireless Network Connection (Intel(f If ICS L’”.L maﬂedm M :i be
- networl
o Gancd & 1334 Connection (1334 Net Adspter) e
? Hep

WLAN Card Settings 3]

% Basic | Enciyption SoftAP [

Status Soft AP 7 STA Mode

& " Station Mode & Soft AP Mode
Config wmeq  RT2500 Wieless LAN
b I Intemet Cad
Survey 5 . N i Local Area Connectior _-
]
& [~ Enable [CS
About r Frgry  Home Network
Link State —

<0 [—

Available Network Connections Please drag and drop to setup

S
S. ofile onnec!
a‘!;a; D;ly & Wsiess Notwork Connecion elF s ™! Lomneeton
- £&F 1334 Connection (1334 Net Adapter) If ICS is not enabled, you vill be
Sn 0K prompted to setup network
X Cancel bridge.

7 Hebp

1. Select Soft AP Mode

WLAN Card Settings X)
% Basic | Enciyption SoftAP |
Pt Soft AP / STA Mode
& " Station Mode & Soft AP Mode
Config - gTZSCOWIeI:ssLAN
© \ Intemet ad

Survey @& Local Area Connection w. -
g ]

[ Enable ICS l%

About [~ Enable Firewall
Link State

S0 -

;;r Home Network

G . Avalable Network Connections E‘:lesafe clog dop Ja et
aye as temet
ST &3 Wireless Network Connection (Intel(F o
V/ tooly 18 nabied ou il be
1334 C tion (1394 Net Adapt is not |, you
S‘ oK & onnecion ) ptpmpled to setup network
X Cancel biidge.
? Heb

3. Enable ICS* and Firewall if desired. Refer
to Windows help for information on “Inter-
net Connection Sharing”.

2. Drag and drop a wired network connection
next to the globe icon.

? Wireless Settings

@ Help *

[.F?S Change Mode

. Preferences
? About Control Center

‘ X Exit Control Center ﬂ
4. You can easily switch between Soft AP and

Station mode by right clicking the taskbar
icon and selecting “A-S Change Mode”.

*ICS is used to share this computer’s Internet connection with the rest of the computers on your
network. When this computer is connected to the Internet, communication to and from the Inter-
net to all the computers on your network are sent through this computer, called the host com-
puter. Other computers can send and receive email and access the Web as if it were connected

directly to the Internet.

ASUS WLAN Card
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Windows XP Wireless Options

The wireless options shown below is only available for Windows XP. The first
time you run the Control Center utility, it will automatically show. Select one of
the radio buttons to decide which interface to use with your WLAN Card.

Only use XPwirelessfunction —Only use“Windows XP" wireless network settings
to configure the WLAN Card. T

Wi dw supports 80211b/gwn| networkin: gwﬂhlh Wireless Zero Configuratior

Only useutilitiesand disable XPwireless s Slct e olowmg cpetaons st o 0 cora th WLAN Cotd.
f U n Ct I On - Onl y USG “ W L A N Card ¢ Only use Windows wireless function
Ut| | Itl eS” to Confl gure the WLA N Car d. ¢ Dnly use our WLAN utilities and disable Windows wireless function

(recommended)

You can return to the Wireless Option v Wireless Radio On

Setti ng at any time by left clicki ng the Wireless Radio OFf
control center icon and choosing
“\Wireless Option" . 0\ Search & Connect

Wireless Opkion m

Taskbar Left-Click Menu

WLAN Control Center

Control Center isan application that makesit easy to launch applicationsand activate
network location settings. Control Center starts automatically when the system
boots. Whenever Control Center is running, you will see a Control Center icon
displayed on the Windows taskbar.

Starting the Control Center manually
e Select WLAN Control Center in Windows Start menu.

or

 DoubleclicktheWLAN Control Center icon onthe desk-
top.

Control Center

ASUS WLAN Card 7
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Using the Control Center Taskbar
The Control Center Taskbar menu display the following information:

* Thelink quality of the WLAN Card (Excellent, Good, Fair, Poor,
Not Linked)

*  Whether the WLAN Card is connected to the Internet (Blue: Con-
nected, Gray: Not Connected)

Wireless Connection: WL30AP3-39
EN @ Ls X 11:17 Am

Taskbar Icon and Status Taskbar Icon and Status
(Station mode) (Access Point mode)

Wireless Status Icons (on the taskbar)

Do

Do

Excellent link quality and connected to I nternet (Infrastructure)

Good link quality and connected to I nternet (Infrastructure)

;[;f—? Fair link quality and connected to I nternet (Infrastructure)

=

0

Poor link quality and connected to Internet (Infrastructure)

T

O
&

t

Not linked but connected to I nternet (Infrastructure)

Excellent link quality but not connected to Internet (Infrastructure)

Good link quality but not connected to Internet (Infrastructure)

Fair link quality but not connected to Internet (Infrastructure)

Poor link quality but not connected to I nternet (Infrastructure)

o LD D D D

Not linked and not connected to I nternet (Infrastructure)

ASUS WLAN Card
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Taskbar Icon - Right Menu
Right-clicking the taskbar icon shows the following menu items:

* Wireless Settings — Launches Wireless Settings application.

» Activate Configuration —Allows you to set which profile to use.
* Mobile Manager — Launches Mobile Manager application.

» Site Monitor — Launches the Site Monitor application.

e Change Mode (Windows XP Only) - Configures your card in Station
(STA) or Soft Access Point (Soft AP) mode. In STA mode, your card
connects to an access point to access awireless network or the Internet.
In Soft AP mode, your card transmits and receives signals to and from
other WiFi devicesin awireless network.

* Preferences— Customizestheway the Control Center program behaves.
You can create a Control Center shortcut on the desktop. You can also
set whether Control Center starts up with Windows.

» Exit — Closes the Control Center program.

Taskbar Icon - Left Menu ¥ Wireless Radio On
Left-clicking the taskbar icon shows the Wireless Radio OFF
following menu:
e Wireless Radio On — Turns the
wirelessradio ON. Wireless Option

e Wireless Radio Off — Turns the Ciu
wireless radio OFF.

e« Search & Connect — View the
properties of available Access Points within range.

o  WirelessOption (Windows XPonly) — Setsyour Windows XPwire-
less networking environment.

Taskbar Icon - Launch Wireless Settings

Double-clicking the taskbar icon: m ‘3
» Launches the Wireless Settings application. .

0\ Search & Conneck

i
Taskbar Left-Click Menu

ASUS WLAN Card 9
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Wireless Settings Utility

Wireless Settings is an application that alows you to control your WLAN Card. Use
Wireless Settings to View or Modify the configuration settings and monitor the
operationa status of your PC Card. Once Wireless Settings is launched, you can see
the tabbed property sheet. This property sheet is composed of tabbed “pages’, each
with its own group of feature-specific settings.

Starting Wireless Settings

* Open the Windows Control Panel, and then double-click the WL AN
Card Settingsicon.

or

» Click the Windows Start button, select Programs | ASUS Utility |
WLAN Card | Wireless Settings.

or

* Right-click the Control Center icon on the Windows taskbar, select
Wireless Settings.

/ NOTE: If you have more than one WLAN device, you will be given a
device selection window when you launch the “Wireless Settings”
utility. Select the appropriate model if you face this situation.

Status - Status Tab

You can view theinformation about the WLAN Card from the general menu. These
fields are blank if the WLAN Card does not exist. You can turn OFF the WLAN
Card by clicking the “Disable Radio” button.

ASUS WLAN Card Settings 3 ASUS WLAN Card Settings X
% Status | Connection | 1P Config | % Status | Connection | Association Table |
Status G Status @
&> d [0067) 4SUS 802.11g Network Adapter & a [0067) 4SUS 802.11g Network Adapter
Config Association State : Connected - 00:11:22:33:44:55 Config Association State : AP Mode
% 55D : defaut Eﬂ 551D : defaut
Survey MAC address : 00:0C:6E:58:66:05 MAC address : 00:0C:BE:58:66:05
& Current Channel : 6 @ Current Channel : 1
About Current Data Rate : 11 Mbps About Current Data Rate : 54 Mbps
Link State Radio State: Radio On Disable Radio Link Stat Radio State: Radio On
<0 K —
------ Scan again for available wireless networks and
Bescan | connect t the one that has the best signal level.
&
Save as profile To connect to one wireless network, your
Change SSID WLAN Card and wireless network must specify
qu the same SSID. \1
) 0K View the wireless networks that are within range: b QIS
earch & Connect .
X Cancel 54, of this computer. X Cancel
? Help ? Help

10 ASUS WLAN Card
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Association State
Displays the connection status as follows:

Connected - The station is now associated with one wireless LAN device. When
operating in Infrastructure mode, thisfield showsthe MA C address of theAccess Point
with whichyou are communicating. When operating inAd Hoc” mode, thisfield shows
the virtual MAC address used by computers participating in the Ad Hoc™ network.

Scanning... - Thestationisnow attempting to authenticate and associate with the desired
Access Point or Ad Hoc™ node.

Disconnected - Thelink is connected, but no beacon received.

SSID

Displaysthe Service Set Identifier (SSID) that the card is either associated or intending
tojoin.

MAC address

Indicates the hardware address of the card. MAC address is a unique identifier for
networking devices (typicaly written as twelve hexadecima digits O through 9 and A
through F, six hexadecimal numbers separated by colons, i.e. 00:E0:18:F0:05:C0).

Current Channel

Displaysthe radio channel that the card is currently tuned. This number changesasthe
radio scans the available channels.

Current Data Rate
Displays the current transmit data rate in megabits per second (Mbps).

Radio State
Shows the wirdessradio ON or OFF.

Radio On - Whenthewirelessradioisturned ON, thefollowing icon appears O
in the upper |eft of the Settings property page.

oooooo

Radio Off- When thewirelessradioisturned OFF, thefollowingicon appears g= <
in the upper |eft of the Settings property page. (m)
Rescan — Force the radio to rescan al available channels. If your link quality or
signal strength is poor, rescanning can be used to push the radio off aweak Access
Point and search for a better link with another Access Point. This function will
take some time to complete.

Change SSID - Click on this to set the SSID.
Search & Connect — Click on this to connect to an available network.

ASUS WLAN Card
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Save as Profile &
. - Survey ‘You can save the following wireless settings to the one WLAN
L ater’ When you make | nd| VI d ual g configuration profile or choose New to create configuration profile.
settings, you may want touseprofiles s Coerisatiee NEme s |
. . . Lirk State
to save your settings. Profiles will ~ ab

helpyou combineall your settingsfor
work, home, roaming, and other
locations so that you do not haveto  x'cowe e | cwor|
repeat individual settings. When you =

travel from work to home, for example, choose a“home” profile that contains all
your settings for home use. When you travel back to work, choose an “office”
profile.

Activate Configuration

Auto roaming isenabled by default and will automatically switch to stronger access
points. You can uncheck it if you have many access points and do not want to
constantly switch to different networks. If you want to use a particular profile. You
can also check it here.

St at u S = CO n n eCtI O n ASUSN = Sgs n | 1P Config | b

Frame Sent/Received

You can view the current link statistics | 2 S e [0
abouttheWLAN Card. Thesetatiticsare | & roewo

Transmitted : |0 Received: |0

updated onceper secondandarevalidonly | & oo

if the WLAN Card exists. 9@ sorasvero: [N -
About

Frame Sent/Received s
Transmitted - The number of framesthat | &

were tl"ansml ttaj Sa\_:su:me
Received - The number of framesthat were | e

received.

Frame Error
Transmitted - The number of frames that were not successfully transmitted.

Received - The number of frames that were not successfully received.

Connection Quality

Signal Strength - Reflectsthe signal level related to the Access Point or Ad Hoc node
the station is currently connected to. Ratings are: Excellent, Good, Fair, and Poor.

Overall Connection Quality

It is derived from the current "Signal Strength”. A graph displays a connection quaity
range between 0 and 100 percent.

12
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Status - IP Config

IP Config tab shows all the current
network configuration information for the
WLAN Card. Use it to verify your
network settings.

|P CONFIG will display al the current
TCP/IP configuration valuesincluding the
| P address, subnet mask, default gateway
and Windows Internet Naming Service
(WINS) and DNS configuration.

Button

ASUS WLAN Card Settings 3]

Status \ Connection

Host Information
Host Name wanhui-xp.example.com

192.168.1.1 [
Node Type Mixed
NetBIOS Scope ID

IP Routing Enable

NetBIOS Resolution Uses DNS
‘WINS Proxy Enable

Ethemet Adapter Information
Physicaldddress

IP Address

Subnet Mask

Default Gateway

DHCP Server

00-0C-6E-58-66-05
192.168.1.2
255.255.255.0
192.168.1.1
192.168.1.1

Lease Obtained

Lease Expires Sat Sep 25 11:00:14 2004

9 ok
x Cancel

? Help

IP Release IP Renew Ping

| P Release - Clicking this button will attempt to release the DHCP | P address for
the WLAN Card in case you wish to remove your |P address.

| P Renew - Clicking this button will attempt to renew the DHCP IP addressfor the
WLAN Card in case you want to obtain a new IP address.

NOTE: The IP Release and IP Renew buttons can only be used on

% the WLAN Card that is configured with DHCP.

Config - Basic

Lets you can change the WLAN Card
configurations without rebooting your
computer.

Network Type

Infrastructure — Select the Infrastructure
mode to establish a connection with an
AccessPoint. Your computer isableto access
wirdessLAN andwired LAN (Ethernet), via
an associated accesspoint. The Channel field

ASUS WLAN Card Settings X
QI Basic

IEnclyplion| Aulhenlicationl Soft AP |

" AdHoc

Network Name (SSID)

|defauit

Channel

IAu!o

Data Rate

[Fixed 11 Mbps

turnsto “Auto” when “Infrastructure’ is selected.

Ad Hoc—Sdect the“Ad Hoc” mode to communicate directly with each other without
using an Access Point. An “Ad Hoc” network is typically formed quickly and easily
without pre-planning. For example, share meeting notes between networked computers

in a meeting room.

ASUS WLAN Card
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Network Name (SSID)

Use the SSID field to configure the SSID for the WLAN Card. You can enter a new
SSID or select onefrom thedrop-down list box. SSID standsfor “ Service Set I dentifier”,
which is a string used to identify a wireless LAN. You will only be able to connect
Access Points which has the same SSID as the one you set. Use different SSIDs to
segment thewirelessL AN and increase security. SSIDsmust al be printable characters
and having amaximum of 32 case sengitive characters, such as* Wireless LAN”.

7 NOTE: Set the SSID to a null string, if you wish to allow your station
= to connect to any Access Point it can find. But you cannot use null
string in Ad Hoc mode.

Channel

Usethe Channel field to select theradio channel for WLAN Card. Inan "infrastructure”
network, your WLAN Card will automatically select the correct frequency channel
required to communicate with an Access Point, this parameter will be fixed in "Auto”
and cannot be changed. Inan "Ad Hoc" network, you can decide the channel number
for the WLAN Card. Any WLAN Card can communicate in the same network if they
have the same frequency channel setting.

The radio channels you may use depend on the regulationsin your country. For United
States (FCC) and Canada (IC), channels 1 to 11 are supported. For Europe (ETSI),
channels 1 to 13 are supported. For operation in Japan (MKK), channels 1 to 14 are
supported.

Data Rate

Select the transmit data rate (fix or auto). The data rates supported for the WLAN
Cadsare

Auto — The adapter will adjust to the most suitable transmission rate.

Fix— 11g: Fix datarateto 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, or 54 Mbps.
11b: Fix datarateto 1, 2, 5.5, or 11 megabits per second.

Others
Encryption — Click on thisto show the "Encryption” tab.

Advanced — Click on this to show the "Advanced" tab. In most cases, the default
values do not have to be changed.

Troubleshooting — Click on this to show the Troubleshooting utility.

/ Click Apply to save and activate the new configurations.

14 ASUS WLAN Card
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Config - Encryption

L etsyou configurethe WirelessLAN Card encryption settings. For dataconfidentiaity
in awireless environment, |EEE 802.11 specifies aWired Equivalent Privacy (WEP)
agorithm to offer transmission privacy smilar to wired network. The WEP uses keys
to encrypt transmit data packets and decrypt received data packets. The encryption
process can scrambleframebitsto avoid disclosureto others. The WPA (Wi-Fi Protected
Access) isan improved security system for 802.11 that encryption data sent over radio
waves. The WPA was devel oped to overcome the weakness of the WEP protocal.

Network Authentication: h
Data encryption: TKIP -
ASUS WLAN Card Settings ASUS WLAN Card Settings X
qj Basic Enciyption | Authentication | Soft AP | % Basic | Enciyption Authentication | SoftAP |
Status Authentication Type GE -
Blels INetwork Authentication: p
< <
d D ata encryption: Disabled v d Identity
Config Conlfig
b b Tunneled Authentication
d ‘Wireless Network Key (WEP) d Protocol  |EAP-MSCHAP v2 v
Survey = g\ S ety [ Passwod|
@ :l & I~ Use Client certificate
About & About
Link State Link State
d dD [v Validate server certificate
7 Certificate issuer: IMicmsoll Root Certificate Authority L]
5] - @ [ Allow Intermediate certificates
Save as profile Sy prof Server Name:
 Apply : |
g 0K ’—_| "1 oK (& Server name must match exactly
X E:ncel X Cancel ¢ Domain name must end in specified name
? Hebp ? Help

Network Authentication

Because there is no precise bound in wireless LANS, it needs to be implemented in
another mechanism to provide higher level of security. That is where Authentication
servicescomein. If amutual authentication relationship hasnot been established between
gtations and Access Point, an association cannot be established.

Open - Select this option alows the network to operate on an Open System mode. A
null authentication algorithm. A station can authenticate with any other station or Access
Point and without checking any WEP Key, even if one exists.

Shared - Select thisoption alowsthe network to operate on an Shared Key mode. Ina
Share Key Authentication system, four-step exchange of framesis required to validate
that the station is using the same WEP Key as the Access Point.

WPA-PSK - Specifies the use of a preshared key with infrastructure mode. Enables
WPA Preshared key, which enables your client adapter to associate to Access Point
using WPA-PSK.

WPA-None - Specifies the use of a preshared key with Ad Hoc mode.

ASUS WLAN Card
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WPA - The network is operating in IEEE 802.1x authentication mode. This mode is
environmentswithaRADIUS (RemoteAccess Did-in User Service) infrastructure. In
a RADIUS environment, various Extensible Authentication Protocol (EAP) are
supported, including PEAP, TLS/Smart Card, TTLS, and LEAP,

Data encryption

For open and shared authentication mode, the selection of encryption type are Disable
and WERP, For WPA-PSK and WPA authentication mode, it must support TKIP(Tempord
Key Integrity Protocol) encryption, and may support AES (Advanced Encryption
Standard) encryption.

Disabled - Disable the encryption function.

WEP - AWEPKey isused to encrypt your databeforeit istransmitted over theair. You
will only be able to communicate with wireless devices that have use the same WEP

keys.

TKIP: TKIP uses an encryption agorithm methods which is more stringent than the
WEPa gorithm and aso usesexisting WLAN cal culationfacilitiesto performencryption
operations. TKIP verifies the security configuration after the encryption keys are
determined.

AES: AES is a symmetric 128-bit block encryption technique which works
smultaneoudy on multiple network layers.

Wireless Network Key

Sdlecting “TKIP” or “AES’ in the encryption filed is used as a password to begin the
encryption proceed. Note: 8 to 63 characters are required.

Wireless Network Key (WEP)

Thisoptionisenable only if you enable WEP Encryption. The WEPKey isa64 bits (5
byte) or 128 hits (13 byte) Hexadecima digits that is used to encrypt transmit data
packets and decrypt received data packets.

Key Format

You can enter the WEP Key as aHexadecimal digits (0~9, a~f, and A~F), or asASCI|
characters, based on the state of the Key Format.

Key Length

For 64 hitsencryption, each Key contains exactly 10 hex digits, or 5ASCII characters.
For 128 bitsencryption, each Key containsexactly 26 hex digits, or 1I3ASCI| characters.

16
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Two ways to assign WEP keys

1. Manual Assignment - When you click this button, the cursor appears
in the field for Key 1. For 64-bit encryption, you are required to enter
four WEP K eys. Each Key contains exactly 10 hex digits (0~9, a~f, and
A~F). For 128-bit encryption, you arerequired to enter four WEPKeys.
Each Key contains exactly 26 hex digits (0~9, a~f, and A~F).

2. Automatic Generation - Type acombination of up to 64 letters, num-
bers, or symbols in the Passphrase column, then the Wireless Settings
Utility uses an algorithm to generate four WEP Keys for encryption.

Vi NOTE: This function ease users from having to remember their pass-
= words and is compatible to some existing WLAN utilities, but it is
not very secure. “Manual Assignment” is more secure.

Select one as your Default Key

The Default Key field lets you specify which of the four encryption keys you use to
transmit data on your wireless LAN. You can change the default key by clicking on the
down arrow at the right of this field, selecting the number of the key you want to use
and then clicking the Apply button. Aslong as the Access Point or station with which
you are communicating has the same key in the same position, you can use any of the
keys as the defaullt.

You then click the Apply button to create your encryption keys. After you click the
Apply button, the Wireless Settings Utility uses asterisks to mask your keys.

Status - Advanced e ——
Thissection alowsyou to set up additional | 3 By Tt o o
parameters for the wireless router function. <
We recommend that you use the default | & ™™™ B

. . . . Survey Fragmentation Thieshold : 2346 =
vauesfor dl itemsin this window. B | s -
RTS Threshold (0-2347) oo - -
The RTS/CTS (Request to Send/Clear to | & = swrouen T ——
Send) functionisusedtominimizecollisions | o | oo T —
among wirelessstations. When RTSCTSis | R

enabled, the router refrains from sending a
dataframeuntil another RTS/CT Shandshakeiscompleted. Enable RTSCTSby setting
aspecific packet size threshold. The default value (2347) is recommended.

Fragmentation Threshold (256-2346)
Fragmentation is used to divide 802.11 frames into smaller pieces (fragments) that are

ASUS WLAN Card 17
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sent separately to the destination. Enable fragmentation by setting a specific packet
sizethreshold. If thereisan excessive number of collisonsonthe WLAN, experiment
with different fragmentation values to increase the reliability of frame transmissions.
The default value (2346) is recommended for norma use.

Preamble Mode

This parameter is used to control whether frameswill transmit with the Long or Short
Preamble. The default valueis Long Tx Preamble.

Frame Bursting

Frame Bursting technology is standards-based Wi-Fi performance enhancement
technology that improves wireless network efficiency and boosts throughpui.

54g Mode

54g LRS (Limited Rate Support) - is used to communicate with older 11b clients
that only support 4 rates. But 549 cards can still use all 12 rates.

54g Auto - support both 802.11b and 802.11g adapters.

54g Performance - will support ONLY high-performance 54g adapters.

All of these modes only pertain to when the STA is creating their own IBSS network.
802.11b only - support both 802.11b adapters.

All of these modes only pertain to when the STA is creating their own IBSS network.
The default ad-hoc mode is 802.11b only.

549 Protection

Extended Rate PHY (ERP) protection mechanism of 802.11g definition.
Auto —Automatically change as AP announcemen.

Enabled - Always send frame with protection.

Disabled - Always send frame without protection.

Power Output
Indicates transmit power level.

Afterburner

It'sis a proprietary solution to take advantage of the high data rate (125 Mbps), the
consumer will haveto possessawirelesscard and router compliant with theAfterburner
technology.

% Click Apply to save and activate the new configurations.
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'
Survey - Site Survey o -
d SlteSulvey'
Use the Site Survey tab to view tatistics | 5 foetee
on the wireless networks availabletothe | & [Ba & % o mizoes

ham-test 1 72 Off 00:90:4C:4E:00:2D

WLAN Card. TheSiteSurvey tabisread- | 88 [Bitikes | & W oowis

Survey D ABC 1 off 00:0C:BE:BD:EE:SB

only withnouser configurabledatafields. | g |[Bwwme 15 o wessics
Use the Site Survey tab to view the | s

following network parameters. =l
. . &
L4 SSI D : VI a/v the SSI D (%‘ VI Ce g Save as profile Number of known wireless network(s): 6
identification) of the available net- | =, Soauch
works. s

» CH: View the direct-sequence channel used by each network.

 RSSI: View the Received Signa Strength Indication (RSSl) transmitted
by each network. This information is helpful in determining which net-
work to associate to. The vaue isthen normalized to adBm value.

* Encryption: View wireless network encryption information. All devices
in the network should use the same encryption method to ensure the com-
muni cation.

» BSSID: View the mediaaccess control (MAC) address of theAccess Point
or the Basic Service Set ID of the Ad Hoc node.

NOTE: Some Access Points can disable broadcasting SSID to hide
themselves from “Site Survey” or “Site Monitor” for added secu-
rity but still allow you to join if you know their SSID.

Buttons
Search — Scan all available wireless networks and show the scan result in the
“Available Network List”.

Connect — To associate anetwork, select it from the “ Available Network List” and
click this button.
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'
PI ng % Slalus\ConneclionllPConlig Ping |
The Ping tab allows you to verify the je v [T |
connection of your computer with o | tam O w0 m
another computer in a network. To S| e

- fion: o | RS b S T,
ping & connection. D pmmmen e

Reply from 192.168.1.1: bytes=32 times<10ms TTL=64

About Reply from 192.168.1.1: bytes=32 times<10ms TTL=64

1 . Ty p e t h e I P a d d re S S o f th e LZ‘;.SE :i'gaitzgfgsc;e’g: %?zﬁ?ﬁice!veqf 10 L0j1‘= 0(0% loss),
Connectlon you Want to Verlfy In @ . Dﬁinimumﬂms.ngimum:Sms,Avevagé=1mg
the IP Address field. .
g - Clear |

2. Configure the ping session by X coce
assigning the size and count of —
packet to send, and the time limit for a ping session to continue (in
milliseconds).

3. Click the Ping button.

During the ping session, the Ping button toggles into a Stop button. Click
Stop anytime to cancel the ping session.

The session field displays information on the verified connection including
the roundtrip time (minimum, maximum, and average) and packets sent,
received, and lost after a ping session.

Click the Clear button to clear the session field.

Link State =1
WLAN Card “Link State” icon appears on the left side of the Status
WLAN Card Settings. Usetheicon to view the current signal status. %
3 Excellent Link Quality (Infrastructure) Config
o
<0 Good Link Quality (Infrastructure) A
B Fair Link Quality (Infrastructure) =
<3 Poor Link Quality (Infrastructure) u:;b;::te
<3 Not linked (Infrastructure)
x

: : : &

Exit Wireless Settings Saus 2P

Toexit Wireless Settings, you can click OK or Cancel. Thisutility 4 ok
may be closed at any time and from any tab. If you did not save X Cancel

the configuration settings, you will be prompted to do so. ? Help
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Ad Hoc

TheWirdessLAN card when set to Ad Hoc mode can connect to other wirelessdevice(s)
in awirdess network called an Ad Hoc network. To connect the WirelessLAN card to
another wireless device:

1. L aunCh the Wi rd % %tti ngS uti I = WLAN Card Settings @
ity by double-clickingtheControl | &  seses|
. . . s Available Networks
Center iconintheWindows® task- | 3" o S [ e et
d PAooE018:7886:37 Al 6 43 AP
bar. - UDL’CSE BD:F2A4 AP_bdf2ad4 1 63 AP
Sueawwed ga W m  m
2. Click the Survey button to scan | \a= SEOITRTEH g 0% ST
B . . : B & $0204:23043805 VPC 1 58 STA
availablewirelessdevice(s) within | >
the Wireless LAN card’s range. | ‘s
Select the wireless device you | 4 ¢ >
H H H Saye as profils 1 of knovn wireless network(s):
wish to connect. A wirelessdevice “; Nnbe ko ilss et
Ml OK
. . . . . . Search
isindicated by thisicon (). S e | ]
s | WLAN Card Settings X
% Basic | Encyption| a Basc Encomton | sota? |
Status [ eteckeTips - Select disable or enable WEP Encryption.
iy © Inasucuae © ghoo &y . L ke
"’59 ~ Network Name (S5ID) ‘- g 5::;?2::: :::El; e[r::,l'eedl: "
- [Tes o = § Wieless Network Key (WEF)
Survey = Channel Survey Key Format:
IAuto ;I @
About ~ DataRate About
Link State Link State
...... IFuIIyAuto :] dD
/el | - e sm,: ofle & Automatic Generation
3 ok I DlhelyfAM (Constantl Awake mode) =] > A;y -
X Coancel WEP Advanced : CEK ] Select one as your Default Key => Key1 -
? Heb : 2 e

3. Click the Config button to con- 4. Click the Encryption tabif your
figurethe device settings. Set the selected wireless device has an

Network type to Ad Hoc, then enabled WEP encryption ().
enter the Networ k Name (SSI D)

and Channel of wireless device Obtain the WEPencryption keys
you wish to connect. Click Ap- from the networ_k administrator,
then enter themintheKey 1 ~4

ply when done. : : -
fields. Click Apply when finish.

‘& IMPORTANT! The encryption settings of the Wireless LAN card and
the wireless device must be identical to establish a connection.
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WLAN Caxd Settings

i3] Connestion | IP Config|
" Frame Error ’

@ | @ |
Tt
§ d«“ {0011] 802.11b/g Witeless LAN Card " (Tvansmined: 0 Received: 640 ’
- ]
%nﬁg Transmitted: |0 Received: |0
Survey
About
Link State
J0

Association State : |Connected - 00:0C:6E:95:20:08

|
SSID : ©
e | d -~ Connection Qually
MAC address : [GJ:OE:AS:ZZ:AE:BT | Survey Signal Strength : Not Joined
| g Link Qualty : NotJoined

Current Data Rate : [11 Mbps I About | Overall Connection Qualty

Rado St T s | | 1oy

i Scan again for available wireless networks and S
Rescan I connect the one that has the best signal level. 60.00

Curtent Channel: [1

;‘_;:/ Change SSID i%i%%?ﬁfé@fﬁrf ety ;;;: :EEE .

X Concel Soach . Comect | View he wiees nlwaks e i itinerge X Conce ~ Lok culty__— SgraiSengih_|

? Heb ? Hep

5. Clickthe Statusbuttontoverify 6. Click the Connection tabto dis-

if theWirelessLAN card iscon- play the connection strength and
nected to the device. If connec- link quality betweentheWireless
tion is established, the Associa- LAN card and the wireless de-
tion State field shows “Con- vice.

nected - XX:XX:XX:XX:XX:XX"
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